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ABSTRACT

An oracle is a mechanism to decide whether the outputs of the program for
the executed test cases are correct. In many situations, the oracle is not available
or too difficult to implement. Metamorphic testing is a testing approach that uses
metamorphic relations (MRs), properties of the software under test represented in the
form of relations among inputs and outputs of multiple executions, to help verify the
correctness of a program. Typically, MRs vary in their ability to detect faults in the
program under test, and some MRs tend to detect the same set of faults. In this work,
we aim to prioritize MRs to improve the efficiency and effectiveness of MT. We present
five MR prioritization approaches: (1) Fault-based, (2) Coverage-based, (3) Statement
Centrality-based, (4) Variable-based, and (5) Data Diversity-based. To evaluate
these MR prioritization approaches, we conducted experiments on complex open-
source software systems and machine learning programs. Our results suggest that the
proposed MR prioritization approaches outperform the current practice of executing
the source and follow-up test cases of the MRs randomly. Further, our results show
that Statement Centrality-based and Variable-based approaches outperform Code
Coverage and random-based approaches. Also, the proposed approaches show 21%
higher rate of fault detection over random-based prioritization. For machine learning
programs, the proposed Data Diversity-based MR prioritization approach increases
the fault detection effectiveness by up to 40% when compared to the Code Coverage-
based approach and reduces the time taken to detect a fault by 29% when compared
to random execution of MRs. Further, all the proposed approaches lead to reducing
the number of MRs that needs to be executed. Overall, our work would result in
saving time and cost during the metamorphic testing process.
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CHAPTER ONE

INTRODUCTION

A test oracle is an essential component of testing that is used to distinguish

between correct and incorrect behavior of a system under test (SUT). However,

for complex systems such as scientific software or machine learning applications

developing test oracles is practically difficult [43] and leads to a problem known

as the oracle problem in software testing [9, 37, 48]. Metamorphic testing (MT) is

an effective technique to alleviate the test oracle problem. Generally, testing involves

verifying the output produced by a test case using a test oracle. MT involves verifying

that the outputs of multiple executions of the SUT and their corresponding inputs

satisfy a given metamorphic relation (MR) [19, 73]. Formally, an MR is a necessary

property of the SUT and is specified over multiple inputs and their corresponding

outputs [19]. The steps for conducting MT are as follows:

1. Identify MRs for the SUT using its specification or the programmer’s knowledge

about the SUT.

2. Create source test cases and execute them on the SUT. Existing test cases can

be used as source test cases or using test generation approaches such as random

generation.

3. Construct the follow-up test cases based on the MRs and execute them on the

SUT.
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4. If the source and follow-up test inputs and outputs do not satisfy a given MR,

then the SUT is faulty.

Metamorphic testing has been successful in finding bugs in systems across various

domains [17, 20, 38, 80]. Segura et al. [72] provided a survey on metamorphic testing

and it was shown that metamorphic testing could be applied in multiple domains and

found to have been effective in detecting many unknown faults in various systems.

The survey provided an interesting case study, where MT could reveal 147 confirmed

bugs in two open source C compilers, GCC and LLVM using the “equivalence

preservation”metamorphic relation to test compilers [79]. Segura et al. [73] reported

that MT approach detected a bug in Google Map, where the starting and ending

point was two meters apart from each other but Google Map returned a route of 4.3

miles.

More recently, MT was used to reveal hidden defects in two widely used citation

database systems, Scopus and Web of Science particularly when handling hyphenated

paper titles [93]. Further, Zhou et al [94] proposed a symmetry metamorphic relation

pattern to derive multiple concrete MRs that lead to revealing previously unknown

failures in widely used applications. Additionally, MT was applied to conduct a large

scale empirical study using four major web search engines: Google, Bing, Chinese

Bing, and Baidu [95]. The experimental results of this study revealed that MT could

reveal various types of failures that impact the quality of the results generated by a

search [95]. Similarly, case studies have been conducted to select good MRs which

are effective at finding the fault for the given SUT [18, 78]. The experiment result

showed that the knowledge of the SUT is not adequate for distinguishing good MRs,

rather good MRs make multiple executions of the program as different as possible.

Therefore, with these successful applications of MT in different domains, it becomes

important to develop techniques that allow using MT effectively for regression testing.
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Prioritization of metamorphic relations is an important step during regression

testing. Regression testing is conducted every time a program is modified to make

sure that no new bugs were introduced during the modification process [71, 86, 88].

As agile software development methods are widely adapted, regression testing has

to be done more frequently with releases of successive versions [66, 70]. Individual

MRs significantly differ in their fault detection effectiveness and some MRs tend to

detect the same type of faults [77]. Figure 1.1 provides a motivating example to

show varying fault finding effectiveness across MRs for BBMap program. We can

observe that the MRs one to eight have different fault finding effectiveness from

lowest 3% to highest 60%. Checking a MR requires multiple executions of the SUT

using the corresponding source and follow-up test cases. Also, machine learning

programs exhibit non-deterministic behavior and suffer from test oracle problem [13,

91]. Further, using large dataset could take several days to train and generate a

machine learning model. As a result, applying MT on scientific software’s and machine

learning systems involves extra execution overhead when compared to typical testing

approaches, where the passing/failing is determined by a single execution of the SUT.

Therefore, it becomes important to prioritize the MRs.

Hence we propose a set of approaches for MR prioritization: Fault-based, Code

Coverage-based, Statement Centrality-based, Variable-based and Data Diversity-

based approaches.



4

Figure 1.1: Fault detection effectiveness of individual MRs for BBMap

We make the following contributions:

1. Propose novel automated methods for MR prioritization. The methods are:

• Fault-based, where fault detection effectiveness of MRs are used to

prioritize them is presented in Chapter 3.

• Coverage-based, where statement and branch coverage information of the

MRs are used to prioritize them is presented in Chapter 3.

• Statement Centrality-based, where we propose metrics to weigh statements

in the PUT based on factors: statement affected, impacted, and statement

infection propagation ability is presented in Chapter 4. The approach

tries to remove some shortcomings of Fault-based and coverage-based MR

prioritization.

• Variable-based method, where we propose metrics based on internal and

output variable values to prioritize MR is presented in Chapter 4. The
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approach tries to remove some shortcomings of the statement-centrality-

based approach.

• Data Diversity-based method, where we propose metrics to prioritize MRs

based on the diversity in the dataset. These metrics were designed

to prioritize MRs for machine learning-based applications and remove

shortcomings of Statement Centrality and Variable-based approach.

2. Evaluate the effectiveness of our proposed MR prioritization methods using a

complex real-world system and machine learning programs. .

3. Create prioritized lists of MRs that can be used for testing similar systems in

diverse domains such as sequence alignment, supervised learning, and bio-entity

recognition.

Therefore our MR prioritization approaches can be used to improve the

effectiveness of MT over the current practice of random execution of MRs. The

key benefits of our proposed approaches for MR prioritization are:

• Our proposed MR prioritization approaches lead to reducing the number of

MRs needed to detect faults.

• Providing the ability to improve the rate of fault detection- a measure of how

quickly a fault is detected during the testing process.

• MR quality score is provided for each of the MR and would help in improving

the quality of the MR for future execution.

The remainder of the dissertation is organized as follows: In chapter 2, related

works on the prioritization of MRs and background are presented. In Chapter 3,

Fault-based and Code Coverage-based approaches for prioritization of MR in the
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context of regression testing are presented. In Chapter 4, Statement Centrality

and Variable-based approaches to prioritize MR are presented. In Chapter 5, a

Data Diversity-based approach for prioritizing MRs for machine learning programs is

presented. In Chapter 6, conclusion and future work is presented.
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CHAPTER TWO

BACKGROUND & RELATED WORK

2.1 Background

In this Chapter, we provide some background on testing, metamorphic testing,

program slicing, mutation testing and machine learning.

2.1.1 Software Fault

According to the IEEE Standard IEEE Std 7-4.3.2-2003 [7], a software fault is

an incorrect step, process or data definition in a computer program. Software faults

are static and caused by structural imperfection in a software system.

2.1.2 Testing

Testing is defined as the process of evaluating the software by observing the

execution [5, 59, 85]. The test inputs do not always trigger the fault into incorrect

output (test failure). Therefore, for a test case to observe a failure, three conditions

must be satisfied:

• Reachability: The location in the program containing the fault must be reached.

• Infection: The program state for execution is the value of all the variables

in the program. The fault is detected when the execution reaches the faulty

location or the statement, that causes an incorrect program state, known as

infection [22, 65].

• Propagation: The infected program state must propagate to the program output

to be incorrect [82].



8

Figure 2.1 explains the reachability, infection and propagation (RIP) model. State-

ment centrality based method is based on the RIP model.

Figure 2.1: Reachability, Infection and Propagation Model

2.1.3 Metamorphic Testing

Metamorphic testing is used to alleviate the oracle problem. The main intuition

behind metamorphic testing is that even in the absence of expected output for a input,

it may be still possible to use relation among the outputs of multiple inputs to detect

the presence of a fault in the program. The relations are known as metamorphic

relations [21]. Metamorphic relations are used to derive a follow-up test case from

the source test case and then later used to check whether the outputs satisfy the MR.

An example of metamorphic testing is provided here.

Suppose an algorithm in a program P identifies the short distance between two

vertices a and b in an undirected graph G. Let a be the source vertex and b be

the destination vertex in the graph. The necessary property based on the algorithm

could be: “If the source vertex a and destination vertex b is interchanged, the length

of the shortest path will remain unchanged”. The metamorphic relation based on

the property could be: if the vertices a and b are interchanged, the length of the

shortest path will remain unchanged, that is, | f(G, b, a) |=| f(G, a, b) |. Based on

this metamorphic relation, source test case would be (G, a, b) and the follow-up test

case would be (G, b, a). We now verify the result of multiple executions against

the metamorphic relation, that is, | P (G, b, a) |=| P (G, a, b) |. The violation of

metamorphic relation indicates the presence of a fault in P.
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2.1.4 Program Slicing

Program Slicing is a technique in software testing which takes a set of program

statements, program slice, which may affect a value at a particular point of

interest [11, 84]. The slicing is of two types: static slicing and dynamic slicing.

Static slicing contains all the statements that may affect the value of the variable

at a particular point for any execution of the program [81]. Static slice considers

every possible execution of the program. Dynamic slice contains all the statement

that may affect the value of variable for a particular execution of the program [1,45].

Our proposed approaches such as statement centrality and variable based approach

uses dynamic slicing technique. Slicing can move into two directions: backward and

forward. Backward and forward slice is computed from the program dependency

graph by following the data and control dependencies.

2.1.4.1 Backward Slice The backward slice identifies statements that affect the

computation of a particular statement [33]. An example of a backward slice is

provided in Figure 2.2. The backward slice from line 9 is lines 7, 5, and 4. Line

7 and 5 are included in the slice due to data dependency to line 9. Line 5 is included

in the slice because data-dependent line 7 is control dependent on line 5.

2.1.4.2 Forward Slice Forward slice identifies those statements that are affected

by a particular statement [27]. Figure 2.3 provides an example of a forward slice.

The variable sum defined in line 3 is used in line 6 and line 8. Also, line 6 is control

dependent on line 5. Therefore, forward slice from line 3 is line 5, 6 and 8.

2.1.5 Mutation Testing

The effectiveness of the metamorphic testing approach is determined using

mutation testing. Mutation testing involves modifying a program in small ways and
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Figure 2.2: Left side of the figure is the original program and right side is the backward
slice of the original program with respect to line number 9 and variable I.

each mutated version is called a mutant [23, 39, 53]. The quality of the test suite

is decided by the percentage of mutants killed and alive. The mutant is considered

killed if the mutant program output is different from the original program output and

considered alive otherwise. The effectiveness of the test suite is determined based on

the mutation score. The mutation score is calculated using the formulae.

Mutation Score =
Number of killed Mutants

Total Number of Mutants

2.1.6 Machine Learning

Machine learning is an application of AI that enables computer programs to learn

for themselves and improve from past experience and historical data without being

explicitly programmed [58,83,90]. The data used by the machine learning algorithm is

divided into two subsets: a training set and a test set. The training data set is used to

create the predictive model and learn patterns, while the test data set is unseen data
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Figure 2.3: Left side of the figure is the original program and right side is the forward
slice of the original program with respect to line number 3 and variable sum.

used to evaluate the performance of the predictive model. Within the field of machine

learning, there are two main types of tasks: supervised and unsupervised learning.

Supervised learning use labeled data set to train ML algorithms to predict and classify

outcomes. The labeled dataset has output tagged to the corresponding input for

the machine to predict unseen data. Supervised learning is used for classification

and regression tasks. Unsupervised learning does not contain labeled datasets and

finds a hidden pattern in unlabeled datasets and gives the required output [36,67,83].

Unsupervised learning is used for clustering task [8,34,74]. In our proposed approaches

for prioritizing metamorphic relations, we investigated four ML algorithms, k-Nearest

Neighbor (KNN), Linear Regression, Naive Bayes, and Convolutional Neural Network.

The ML algorithms are explained in detail below.

2.1.6.1 K- Nearest Neighbors Algorithm: The k-nearest neighbors (KNN) al-

gorithm is a supervised machine learning algorithm used to solve classification and
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regression problems. A classification problem has a discrete value as its output. A

regression problem has a real number as its output [92].

Let us consider data points plotted from our training set as shown in Figure 2.4.

The training set contains a total of 3 red and 3 blue data points. Red data points are

classified as class A and blue data points are classified as class B. The yellow data point

is the new point for which a class is to be predicted. To predict the class for the new

data point, we apply K nearest neighbor algorithm. The nearest neighbors are those

data points that have a minimum distance from our new data point. K is the count

of the nearest neighbor to include in the majority of the voting process. Distance

is calculated by using the Euclidean, Hamming distance, Manhattan distance, or

Minkowski distance. The class for the new data point is predicted based on the class

label assigned to the majority of the K nearest neighbors in the training dataset.

Figure 2.4: KNN Data Points

2.1.6.2 Linear Regression: Linear regression is a linear model, that assumes a

linear relationship between the input variables (x) and the single output variable (y).

More specifically, that y can be calculated from a linear combination of the input

variables (x). Based on the given data points, a line is plotted that models the points
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the best [12,15]. The line can be modeled based on the linear equation shown below.

y = a0 + a1 ∗ x (2.1)

where where a0 is the intercept, a1 is the coefficient or slope of the independent

variable x and y is the dependent variable.

2.1.6.3 Naive Bayes: Näıve Bayes is a probabilistic machine learning algorithm

based on the Bayes Theorem, used in a wide variety of classification tasks. Bayes

Theorem is used for calculating conditional probabilities. Conditional probability

is a measure of the probability of an event occurring given that another event has

occurred [10,40]. The formula is below:

P (A | B) =
P (B|A).P (A)

P (B)
(2.2)

Where P (B | A) represents the probability of B occurring given evidence A has

occurred, P (A | B) represents the probability of A occurring given the evidence B

has occurred and P(A) represents the probability of A occurring.

2.1.6.4 Convolutional Neural Network: A convolutional neural network is a feed-

forward neural network that is generally used to analyze visual images by processing

data and often with up to 20 or 30 layers. It’s also known as a ConvNet. A

convolutional neural network is used to detect and classify objects in an image.

The power of a convolutional neural network uses a layer called the convolutional

layer [4, 44, 64]. Figure 2.5 provides an example of a convolutional neural network.

As shown in the figure, C1 is the first convolutional layer. This layer takes the image
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as the input and C1 outputs six images of size 28x28. S2 is known as the average

pooling layer and it scales down the six 28x28 images by producing six output images

of size 14x14. C3 is the second convolutional layer which takes the six 14x14 images

and produces 16 images of size 10x10. S4 is the second average pooling layer which

scales down the sixteen 10x10 images to sixteen 5x5 images. C5 is a fully connected

convolutional layer with 120 outputs. The output is a 1D array of length 120. F6

is a fully connected layer mapping the 120-array to a new array of length 10. Each

element of the array corresponds to a handwritten digit 0-9. The output layer is a

softmax function that transforms the output of F6 into a probability distribution of

10 values which sum to 1.

Figure 2.5: CNN Example

2.2 Related Works

Gay et al. [28] proposed a mutation-based approach for selecting a set of internal

and external variables to be monitored during testing. In this approach, the variables

are ranked based on the mutation killing rate. However, this approach would require

the tester to specify the expected values for the variables selected as the oracles.

Specifying the expected value for variables may not be possible for programs that face

the oracle problem. In our prioritization approach, we use mutation technique and
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code coverage strategies such as statement and branch coverage to prioritize MRs. Yu

et al. [89] proposed regression test selection technique that focuses on specific classes of

faults that can be detected by internal oracles during system execution. The approach

uses program slicing to identify code changes that are appropriate to internal oracles,

and selects test cases that cover these changes. The the results of an empirical

study show that the proposed technique is more effective than other regression test

selection techniques, relative to the classes of faults targeted by the internal oracles.

In comparison, our proposed approaches focus on prioritizing metamorphic relations

for regression testing based on internal variables since internal oracle is not available

for many scientific software’s and machine learning programs.

Loyola et al. [50] proposed an approach that supports the generation of test

oracles. The approach ranks program variables based on the interactions and

dependencies observed between them during program execution. Using this ranking,

testers can construct assertion-based oracle. The approach first involves manually

selecting variables which requires the support of developers and domain expert to

understand the code base and then select required variables. In comparison, our

approach automatically selects variables and applies it in the context of prioritizing

metamorphic relations. Chen et al. [16] proposed static approach to oracle data

selection. The approach constructs a probabilistic substitution graph based on the

definition-use chains of the program under test. The graph helps to estimates the

fault-observing capability of each candidate oracle data or variables, and finally selects

a subset of oracle data with strong fault-observing capability. The experimental

study on 11 subject systems written in Java and results demonstrates that static

approach is more effective than state-of-the-art dynamic approaches. In comparison,

our proposed variable based approach focuses on prioritizing metamorphic relations

based on diversity in the internal variables values between source and follow-up test
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cases of the MR.

Chen et al. [18] proposed guidelines for the selection of good MRs. In order

to develop guidelines for MR selection, a case study was conducted on the shortest

path program that implements the Dijkstra’s algorithm. The experiment results

suggest that the knowledge of the domain is not adequate for distinguishing good

MRs, rather good MRs make multiple executions of the SUT that are different from

each other. We address this issue by providing qualitative analysis of test cases

execution profiles both in the presence and absence of code coverage. Asrafi et al. [6]

conducted an empirical study to investigate the relationship between the execution

behavior of the MRs and effectiveness of MRs. The study was based on the rationale

that the higher the code coverage the more diverse the execution behaviors of the

test set. The MRs were applied on two programs and it was found that MRs with

low coverage have low effectiveness in detecting software faults. This work does not

focus on prioritization of MRs but determines the effectiveness of MRs using code

coverage. Spieker et al. [75] proposed a method to select MRs using reinforcement

learning based on contextual bandit. The approach defines a test which sequentially

selects a MR that is expected to provide the highest payoff, i.e., that is most likely

to reveal faults. The MRs which are likely to reveal faults is learned from successive

exploration trials. The experimental result on two image analysis suggest that the

approach was effective for selecting MRs and is more time-efficient than exhaustive

testing and more effective than the standard approach of pure random selection. We

apply our proposed approach in the context of regression testing for prioritizing MRs.

Cao et al. [14] proposed six metrics to measure the dissimilarity between

source and follow-up test cases. They conducted an empirical study to measure the

dissimilarity between source and follow-up test case executions using these measures.

The work does not employ the prioritization of MRs for regression testing and
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determines dissimilarity quantitatively. However, each statement in the program

shows a different level of importance to the program output during execution. For

example, statements having variable definitions without a corresponding use or an

assert statement do not contribute to the program output during execution and hence

the importance of those statements is minimum. The proposed metrics could be an

issue in the absence of code coverage or test cases in metamorphic relations show

identical code coverage.

Mayer and Guderlei [57] conducted an empirical study to evaluate the usefulness

of MRs. Based on the experiment result, the authors devise several criteria to asses

the quality of the MRs based on the potential usefulness. These criteria were defined

based on the different execution paths undertaken by the source and follow-up test

cases. While this work provides some directions into selecting useful MRs, they

do not directly address MR prioritization. Sun et al. [3] proposed a technique to

generate good source test cases in metamorphic testing based on constraint solvers

and techniques of symbolic execution. Also, a prioritization of source test cases was

conducted based on path distances among test cases. This work does not focus

on prioritization of metamorphic relations. In particular, we focus on developing

automated methods for MR prioritization. Sun et al. [78] proposed feedback driven

metamorphic testing based on historical execution information of source test cases

to dynamically select metamorphic relations and source test cases with higher fault

detection potential. The proposed approach was implemented as a comprehensive

framework which consist of the basic MR components, historical testing data and

testing strategies. The approach is designed for source test case selection and does not

focus on prioritization of MRs for scientific softwares or machine learning programs.

Hui et al. [35] provided qualitative guidelines for MR prioritization. The

guidelines could be used to select effective MRs and improve the performance of
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MT. The author also provides three measurable metrics for MR selection: in-degree

of MR, algebra complexity of MR, and distance between test inputs of MR. The

empirical result shows inconsistency between the correlation value and the metrics,

indicating that other factors could influence the effectiveness of MR.

Mani et al. [55] proposed metrics to identify the quality of dataset based on

centroid positioning, pairwise boundary conditioning and equivalence partitioning.

This work does not provide insight on the diversity in the dataset and does not address

MR prioritization. Our work focuses specifically on prioritization of metamorphic

relations. Nakajima et al. [62] proposed an approach to derive a set of metamorphic

properties for machine learning program and presented a new test coverage called

dataset coverage. The idea behind dataset coverage is to divide the input dataset

into equivalence classes and pick up a representative data point from each equivalence

class and form a test input. The approach does not focus on prioritization of MRs.

Nakajima et al. [61] proposed a new metamorphic testing method applicable to neural

network learning models based on dataset diversity and behavioral oracles. Dataset

diversity method takes into account the dataset dependency of training results, and

provides a way for generating follow-up test inputs. Behavioral oracles monitors

changes of certain statistical indicators during the training processes and provides a

basis of metamorphic relations to be checked. The approach was applied on classifying

handwritten numbers and able to detect anomalies. In comparison, our approach

works on applying data diversity based on various metrics to prioritization of MRs

for ML programs.
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CHAPTER THREE

FAULT AND COVERAGE-BASED APPROACH

In this Chapter, we cover two MR prioritization approaches and the Chapter is

organized as follows: Section 3.1 provides the motivation for this work. In Section

3.2 and 3.3, the proposed approaches for MR prioritization is discussed in detail. In

Section 3.4, the validation procedure for the empirical study is discussed. In Section

3.5, results and answers to the research questions are presented. In Section 3.6,

potential threats to validity are discussed. In Section 3.7, a discussion of conclusions

is presented.

3.1 Motivation

With the successful applications of MT in different domains, it becomes

important to develop techniques that allow using MT effectively for regression testing.

Regression testing ensures that the software works as expected after code changes,

updates, or improvements to the existing software [5]. With the wide adaptation

of agile software development methods, regression testing has to be done more

frequently with releases of successive versions. Therefore, in such a development

environment, it becomes beneficial to use efficient and effective MR prioritization

approaches. In addition, previous studies have shown that typically five to nine

MRs are used for testing [72] and the cost (in terms of time and resources) of the

MT process is proportional to the number of MRs used for testing. SUT can have

MRs with multiple source and follow-up test cases. Thus, as the number of MRs

increases, the number of test cases can increase exponentially and as a result, the

time taken to complete execution also increases. Further, machine learning and
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bioinformatics programs can consume a significant amount of time and resources

to execute when used with typical data. Therefore, it becomes beneficial to prioritize

MRs even with a smaller MR set size. Also often, individual MRs significantly differ

in their fault detection effectiveness and some MRs tend to detect the same type of

faults [77]. Therefore, selecting a diverse set of MRs enhances the fault detection

effectiveness of MT [14, 18, 49] and would help to save resources during regression

testing. However, while Cao et al. [14] work provides hints/quantitative guidelines

towards this direction, there are no existing automated methods for selecting or

prioritizing MRs based on their potential fault detection effectiveness.

3.2 Fault-based MR Prioritization

Let the current version of the SUT be vk. Fault-based MR prioritization utilizes

fault detection information of MRs collected while testing the previous version vk−1

of the SUT to prioritize MRs for testing vk. The Fault-based prioritization approach

involves the process of logging the faults revealed by each MR when conducting testing

on previous versions of the SUT and prioritizing the MRs using that information.

Results of mutation analysis conducted on previous versions of the SUT can also be

utilized in this process. Figure 3.1 explains the process. Below, we describe the steps

for creating the prioritized MR order:

1. Let the set of source test cases used for testing the version vk−1 of the SUT be

the prioritizing source test cases (Tsp).

2. Let the set of follow-up test cases used for testing the version vk−1 of the SUT

be the prioritizing follow-up test cases (Tfp).

3. Let the set of faults detected in version vk−1 be the prioritizing set of faults

Fp. For each fault f ∈ Fp, log whether each MRi revealed f when executed
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with (Tsp) and (Tfp). Here, MRi refers to metamorphic relations (MR1,

MR2....MRn) used for testing with i=1 to n.

4. Use the following greedy approach to create the prioritized ordering of the MRs:

(a) Select the MR that revealed the highest number of faults in Fp and place

it in the prioritized MR ordering. If there are multiple MRs with the same

highest number, select one MR from them randomly.

(b) Remove each f ∈ Fp detected as faulty by that MR from Fp.

(c) Repeat steps 4a and 4b until all the possible faults are revealed.

5. Select the top n MRs from the prioritized ordering to execute based on the

resources available for testing.

Figure 3.1: Fault-based MR Prioritization
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3.3 Coverage-based MR Prioritization

Let the current version of the SUT be vk. Coverage-based MR prioritization

uses statement or branch coverage information collected when testing the previous

version of the SUT for prioritizing MRs. Figure 3.2 explains the process. Below, we

describe the steps for creating the prioritized MR order as follows:

1. Let the set of source test cases used for testing the version vk−1 of the SUT be

the prioritizing source test cases (Tsp).

2. Let the set of follow-up test cases used for testing the version vk−1 of the SUT

be the prioritizing follow-up test cases (Tfp).

3. For each MRi, log the statements (or branches) that were executed when

running the corresponding source and follow-up test cases from (Tsp) and (Tfp)

on version vk−1 of the SUT. Here, MRi refers to metamorphic relations (MR1,

MR2....MRn) used for testing with i=1 to n.

4. For each MRi, compute the union of statements (or branches) executed by their

corresponding source and follow-up cases.

5. Use the following greedy approach based on the statement (or branch) coverage

to create the prioritized ordering of the MRs for testing version vk.

(a) Select the MR that covers the highest number of statements (or branches)

and place it in the prioritized MR ordering. If there are multiple MRs with

the same highest coverage, select one MR from them randomly.

(b) Remove the statements (or branches) covered by that MR from further

consideration.
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(c) Repeat Steps 5a and 5b until all the possible statements (or branches) are

covered.

Figure 3.2: Coverage-based MR Prioritization

3.4 Evaluation

In this work, we plan to evaluate the utility of the developed prioritization

approaches on the following aspects: (1) fault detection effectiveness of MR sets,

(2) effective number of MRs required for testing, and (3) Time taken to detect

a fault. To the best of our knowledge, there are no existing methods for MR

prioritization. Therefore, to evaluate the effectiveness of the Fault-based and

Coverage-based prioritizing approaches, we developed (1) a random baseline: this
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represents the current practice of executing source and follow-up test cases of the

MRs in random order. (2) an Optimal ordering : this represents the MR order that

yields the maximum achievable fault detection effectiveness with the given set of MRs

and source/follow-up test cases.

We conducted experiments to find answers for the following research questions:

1. Research Question 1 (RQ1): Are the proposed MR prioritization approaches

more effective than the random baseline?

2. Research Question 2 (RQ2): How do the proposed MR prioritization approaches

perform compared to the Optimal ordering?

3. Research Question 3 (RQ3): How does the Fault-based prioritization approach

perform against statement and branch coverage based prioritization approaches?

3.4.1 Evaluation Procedure

In order to answer the above research questions, we carry out the following

validation procedure:

1. We used mutants generated on version vk−1 of the SUT using a mutation engine

to represent the faults in Fp described in Section 3.2. Tsp and Tfp are executed

on Fp and any mutants that gave exceptions or mutants that did not finish

execution within a reasonable amount of time were removed from this set.

2. We create a set of source test cases for the SUT independent of the Tsp used in

Step 1 for validation. These source test cases will be referred to as the validation

source test cases (Tsv). Then we create the follow-up test cases according to

the MRs used for conducting MT on a given SUT. These will be referred to as

the validation follow-up test cases (Tfv).
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3. We generate a set of mutants for the version vk of the SUT independent of

the the Fp mentioned in Section 3.2. These mutants will be referred to as the

validation set of faults (Fv). To generate Fv, we use a different mutation engine

than the one used for generating Fp. Then from the generated mutants, we

remove mutants that give exceptions or mutants that do not finish execution

within a reasonable amount of time from further consideration. Also, we remove

any mutants that are making the same syntactic change as the mutants in Fp

from Fv.

4. We use the method described in Section 3.2 to obtain the Fault-based MR

ordering. Then we applied the obtained MR ordering to Fv and logged the

mutant killing information.

5. We use the method described in Section 3.3 to obtain the statement-coverage

based MR ordering. Then we applied the obtained Coverage-based MR ordering

to Fv and logged the mutant killing information of the MRs.

6. We used the method described in Section 3.3 to obtain the branch-coverage

based MR ordering. Then we applied the obtained Coverage-based MR ordering

to Fv and logged the mutants killing information of the MRs.

7. Creating the random baseline: We generate 100 random MR orderings and

apply each of those orderings to Fv. The mutant killing information for each of

those random orderings is logged. We generate 100 random MR orderings and

apply each of those orderings to Fv. The mutant killing information for each

of those random orderings is logged. The average mutant killing rates of these

100 random orderings were computed to get the fault detection effectiveness of

the random baseline.
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8. Creating the Optimal ordering : Generate by applying the greedy approach

described in Section 3.2 to Fv as follows:

(a) Select the MR that kills the largest number of mutants in Fv and place it

in the Optimal ordering.

(b) Remove the mutants killed by that MR from Fv.

(c) Repeat the previous two steps until all the possible mutants are killed.

3.4.2 Evaluation Measures

We used the following measures to evaluate the effectiveness of the MR orderings

generated by our MR prioritization approaches:

1. To measure the fault detection effectiveness of a given set of MRs, we use the

percentage of mutants killed by those MRs.

2. To calculate the effective MR set size we used the following approach: typically,

the fault detection effectiveness of MT increases as the number of MRs used for

testing increases. However, after a certain number of MRs, the rate of increase

in fault detection slows due to factors such as redundancy of MRs. Therefore

when there is no significant increase in the fault detection between two MR sets

of consecutive sizes of size m and m + 1, where the MR set of size m + 1 is

created by adding one MR to the MR set of size m, the effective MR set size

can be determined. That is, if the difference in fault detection effectiveness of

MR set of size m and MR set of size m+1 is less than some threshold value, m

would be the effective MR set size that should be used for testing. Determining

this threshold value should be done considering the critical nature of the SUT.

In this work, we used two threshold values of 5% and 2.5% as used in previous

related work for determining the oracle data set size [28].
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3. We used the following approach to find the average time taken to detect a fault :

for each killable mutant m in Fv, we computed the time taken to kill the mutant

(tm) by computing the time taken to execute the source and follow-up test cases

of the MRs in a given prioritized order until m is killed (here it is assumed that

the source and follow-up test cases for each MR are executed sequentially, even

though in practice it might be possible to execute them in parallel). Then the

average time taken to detect a fault is computed using the following formula:

∑
tm

#killablemutants inFv

3.4.3 Subject Programs and MRs

We applied the above-mentioned validation procedure on the following three

applications from diverse domains for evaluating our proposed MR prioritization

methods.

• BBMap1: performs global alignment of RNA and DNA sequence reads. The

inputs to the program are a set of reads and a reference genome that is used as

the alignment reference. The output is the mapping of reads to the reference

genome.

• IBk2: K-nearest neighbours (KNN) classifier implementation in the Weka

machine learning library [2]. The input to IBk is a training data set, and a test

data set to represent in .arff format. The output is the classification predictions

made on the instances in the test data set.

• LingPipe3: a broad tool kit for processing text using computational linguistics

1https://jgi.doe.gov/data-and-tools/bbtools/bb-tools-user-guide/BBMap-guide/
2http://weka.sourceforge.net/doc.dev/weka/classifiers/lazy/IBk.html
3http://alias-i.com/

https://jgi.doe.gov/data-and-tools/bbtools/bb-tools-user-guide/BBMap-guide/
http://weka.sourceforge.net/doc.dev/weka/classifiers/lazy/IBk.html
http://alias-i.com/
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and often used in bioinformatics for bio-entity recognition. In this work, we

only use the “bio-entity recognition” functionality that focuses on extracting

biomedical terms from text and assigning them to specific categories. Input to

the bio-entity recognition problem is a set of bio-medical article and it produces

extracted bio-entities as the output.

These three applications fall into the category of non-testable programs and

represent the programs where MT can be effectively utilized to conduct regression

testing.

3.4.4 Metamorphic Relations

To conduct MT on the above mentioned subject programs, we used a set of

MRs developed in previous studies. For testing BBMap, we used eight MRs (listed in

Appendix A.1.1) developed by Giannoulatou et al. based on the expected behaviour

of short-read alignment software [29]. All of these MRs specify modifications to the

reads supplied as the input, such as by shuffling the reads randomly, duplicating reads,

and removing reads. We evaluated the fault detection effectiveness of these MRs on

BBMap (see Figure 3.3a and Figure 3.3b ) using mutation testing (details of mutation

testing is provided in Section 3.4.6). The result indicates that for both versions

of BBMap, MR2 (Mapped reads) reported the highest fault detection effectiveness

followed by MR7 (reverse complement of reads). MR5 (quality score increase of reads)

had the lowest fault detection effectiveness for both BBMap versions.

For conducting MT on IBk, we used 11 MRs developed by Xie et al. [87] (listed

in Appendix A.1.2). These MRs are developed based on the user expectations of

supervised classifiers. These MRs modify the training and testing data so that

the predictions do not change between the source and follow-up test cases. We

evaluated the fault detection effectiveness of these MRs on IBK using mutation testing
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(see Figure 3.4a and Figure 3.4b). The result indicated that MR7 (permutation of

class labels) and MR8 (Addition of informative attribute) provided the highest fault

detection rate on both IBk versions. For version vk−1, the lowest fault detection rate

of 11% is reported by MR1 (consistence with affine transformation) and for version

vk the the lowest fault detection rate of 7% is reported by MR2 (permutation of the

attribute)).

For testing the bio-entity recognition task in LingPipe, we used ten MRs that

were developed in our previous work [77]. Appendix A.1.4 lists these MRs with

additional constraints added to them to make them more generalizable. We describe

three categories of MRs for testing bio-entity recognition software. These MR

categories are addition, deletion, and shuffling. In addition relations, we extend the

text by adding new text such that the sentence/paragraph boundaries are preserved.

In the deletion relation, text is truncated by removing part of it such that the sentence

boundaries are preserved. In the shuffling relations, we shuffle portions of the text.

Figure 3.5a and Figure 3.5b shows the fault detection effectiveness (evaluated using

mutation testing) of these MRs when used for testing the bio-entity recognition task

in LingPipe. MR8 (Removing some words from a list of random word of an article)

performed best in version vk − 1 and vk of the program. After that ordering of MRs

according to the killing rates vary between the two mutant sets.

3.4.5 Source and Follow-up Test Cases

As we described before, MT involves the process of generating source and follow-

up test cases based on the MRs used for testing. BBMap requires a set of reads

and a reference genome as inputs. We used the E.coli reference genome and a

set of its reads and Yeast reference genome and a set of its reads 4 as source test

4http://genome.ucsc.edu/
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(a) Killing rate of MRs for vk−1 Mutants

(b) Killing rate of MRs for vk Mutants

Figure 3.3: Fault detection effectiveness of individual MRs for BBMap Programs

cases. E.coli and Yeast are considered as model genomes and are widely used in the

bioinformatics domain for conducting tests. To generate the follow-up test cases using

these source test cases, we applied the input transformations described in the MRs

listed in Appendix A.1.1.

IBk uses a training data set to train the k-nearest neighbor classifier, and a test

data set is used to evaluate the performance of the trained classifier. Figure A.1

in Appendix A.1.2 shows an example dataset that is used as a source test case for

IBk; the training data set is on the left and the test data set is on the right in

the figure. After executing this source test case, the output will be the class labels

predicted for the test data set, which is a value from the set {0,1,2,3,4} in this
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(a) Killing rate of MRs for vk−1 Mutants

(b) Killing rate of MRs for vk Mutants

Figure 3.4: Fault detection effectiveness of individual MRs for IBK Programs

example. We generated ten similar datasets randomly, where each training and test

data set contained four numerical attributes and a class label. The attribute values are

randomly selected within the range [0, 100]. The values of the class label are randomly

selected from the set {0,1,2,3,4,5}. The size of the training testing data sets ranges

within [0, 200]. To generate the follow-up test cases using these source test cases, we

applied the input transformations described in the MRs listed in Section A.1.2.

For creating source test cases for LingPipe, two biomedical articles with the

PMCIDs 100320 and 100325 were obtained through PubMed 5. The sentences and

paragraphs used as source test cases for the MRs were picked randomly from these

5https://www.ncbi.nlm.nih.gov/pubmed
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(a) Killing rate of MRs for vk−1 Mutants

(b) Killing rate of MRs for vk Mutants

Figure 3.5: Fault detection effectiveness of individual MRs for LingPipe Program

two articles. However, for specific MRs related to removing some words from a list

of random words (MR8) and shuffling a list of random words (MR10), 15 random

articles were selected, and two sets of 500 random words were chosen from the selected

articles to generate the source test case. To generate the follow-up test cases using

these source test cases, we applied the input transformations described in the MRs

listed in Section A.1.4.

3.4.6 Mutant Generation

For each version of the subject program, we aimed at developing two indepen-

dently generated mutant sets to be used as Fp and Fv. For this, we used three
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Table 3.1: Mutants generated for version vk−1 of the SUTs

Version Subject #Major #PIT # µJava

38.70 BBMap 102 100 N/A

3.8.5 IBk 1021 N/A 621

3.9.3 LingPipe 100 N/A 100

automated mutation tools: µJava6, PIT7 and Major8. For generating mutants using

µJava, we used all the method level mutation operators [52]. With PIT mutation

tool [23] and the Major mutation tool [41] we used all the available mutation operators

provided by the tools. All the mutants the were generated using these tools were first

order mutants, where a mutation operator is used to make a single modification to

the source code to generate the mutant.

It is typical for mutation tools to generate some equivalent mutants ; mutants

that are syntactically different but functionally equivalent to the original program [5].

Therefore, these equivalent mutants always produce the same output as the original

program and cannot be detected using testing. Due to the complexity of the subject

programs and a large number of mutants generated, it was practically hard to find the

equivalent mutants manually. Thus, we removed mutants that were giving the same

output as the original program when executed with the above mentioned source test

cases. Table 3.1 and Table 3.2 shows the number of mutants used for prioritization

and evaluation after this filtering.

6https://github.com/jeffoffutt/muJava
7http://pitest.org/
8http://mutation-testing.org/
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Table 3.2: Mutants generated for version vk of the SUTs

Version Subject #Major #PIT # µJava

38.71 BBMap 102 100 N/A

3.8.6 IBk 1021 N/A 621

4.1.0 LingPipe 100 N/A 100

3.5 Results and Discussion

In this Section, we discuss our experimental results and provide answers to the

three research questions that we listed in Section 3.4. For each subject program, we

carried out the validation procedure described in Section 3.4 using the setup described

in Table 3.3. In this setup, we used the generated mutant sets and the source test

cases as Fp, Tsp, Fv, and Tsv in four different configurations. For example, the first

evaluation run for BBMap was conducted by executing Ecoli as Tsp, Major mutants

generated on version 38.70 (vk−1) as Fp, Yeast as Tsv, and PIT mutants generated on

version 38.71 (vk) as Fv (refers to row 1 of Table 3.3). The second evaluation run for

BBMap was conducted by executing Yeast as Tsp, PIT mutant generated on version

38.70 (vk−1) as Fp, Ecoli as Tsv, and Major mutants generated on version 38.71 (vk)

as Fv (refers to row 2 of Table 3.3). Similarly, two additional evaluation runs were

conducted for BBMap using the configurations in rows three and four in Table 3.3.

In Table 3.3 for IBk, Test1 refers to 5 of the randomly generated datasets that we

described in Section 3.4.5 and Test2 refers to the other five datasets. Figure 3.6 shows

the average fault detection effectiveness for evaluation runs described above vs. the

MR set size used for testing, for each subject program. We also plot the percentage of

faults detected by the random baseline and the Optimal MR ordering for comparison.
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Table 3.3: Validation Setup

Subject Tsp Fp (SUT Version) Tsv Fv

BBMap Ecoli Major (38.70) Yeast PIT (38.71)

Yeast PIT (38.70) Ecoli Major (38.71)

Ecoli PIT (38.70) Yeast Major (38.71)

Yeast Major (38.70) Ecoli PIT (38.71)

IBk Test1 Mujava (3.8.5) Test2 Major (3.8.6)

Test2 Major (3.8.5) Test1 PIT (3.8.6)

Test2 Mujava (3.8.5) Test1 Major (3.8.6)

Test1 Major (3.8.5) Test2 Mujava (3.8.6)

LingPipe ID:100325 Major (3.9.3) ID:100320 PIT (4.1.0)

ID:100320 Major (3.9.3) ID:100325 PIT (4.1.0)

ID:100320 PIT (3.9.3) ID:100325 Major (4.1.0)

ID:100325 PIT (3.9.3) ID:100320 Major (4.1.0)

The prioritized MR orderings generated through this process for these three programs

are available here.

3.5.1 RQ1: Comparison of the MR Prioritization approaches against the Random

Baseline

3.5.1.1 Fault detection effectiveness We formulated the following statistical

hypothesis to answer RQ1 in the context of fault detection effectiveness:

H1: For a given MR set of size m, the fault detection effectiveness of the MR set

produced by Fault-based approach is higher than that of the random baseline.

8https://github.com/MSU-STLab/MRPrioritization.git
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H2: For a given MR set of size m, the fault detection effectiveness of the MR set

produced by statement coverage based approach is higher than that of the

random baseline.

H3: For a given MR set of size m, the fault detection effectiveness of the MR set

produced by the branch coverage based approach is higher than that of the

random baseline.

The null hypothesis H0x for each of the above defined hypothesis HX is that the Fault-

based, statement coverage and branch Coverage-based approaches perform equal to

or worse than the random baseline.

In Table 3.4, 3.5 and 3.6 we list the relative improvement in average fault

detection effectiveness for the three MR prioritization methods over the currently

used random approach for BBMap, IBk, and LingPipe, respectively. To evaluate the

above hypotheses, we used the paired permutation test since it does not make any

assumptions about the underlying distribution of the data [31]. We apply the paired

permutation test to each MR set size for each of the subject programs with α= 0.05,

and the relative improvements that are significant are marked with a *.

As shown in Table 3.4, for BBMap, the three prioritization approaches showed

significant improvements in average fault detection effectiveness over the random

approach for all the MR set sizes except for the last set size. Particularly, among the

different MR set sizes, the increase in fault detection percentage varies from 3.70% to

266.66% between the three methods. For example, in a situation where only two MRs

can be used for testing BBMap, using an MR prioritization would yield an increase of

11% - 122% in fault detection effectiveness. Therefore, we reject the null hypotheses

H01, H02, and H03 for BBMap.

Table 3.5 shows the relative improvement in the average fault detection percent-
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age for IBK where Fault-based MR prioritization shows significant improvements for

all MR set sizes except for six, seven and last set size. However, statement and branch

coverage-based methods did not show such consistent significant improvements in

fault detection. Therefore we can only rejectH01, and we cannot rejectH02 andH03 in

general for IBK. This lack of performance of Coverage-based prioritization methods in

IBK can be attributed to the considerable lack of variation in the statements/branches

executed by the source and follow-up test cases of the MRs for IBK. This lead to

placing only 3 out of the 11 MRs in the prioritized order based on the coverage and

the other 7 were selected randomly based on the Coverage-based MR prioritization

method described in Section 3.3. In fact, source and follow-up test cases of MR7 which

killed the highest percentage of mutants in IBK (see Figure 3.4) covered the same

statements/branches as MR1 which killed considerably low percentage of mutants.

Since, an MR is picked randomly when the coverage is the same this lead to placing

some of these MRs with low killing rates in the Coverage-based prioritized order first

leading to reducing its performance. This lack of correlation between the coverage and

fault detection is not surprising considering that IBK is a machine learning program

that follows a different programming paradigm compared to traditional software [91].

Table 3.6 shows the relative improvement in the average fault detection

percentage for LingPipe. While Fault-based MR prioritization shows improvements

for MR set sizes m = 1 to m = 4, statement and branch coverage-based prioritization

did not show such consistent improvements across different MR set sizes. Also overall,

the relative improvement across MR prioritization methods varies between 0.23% -

11.53%, which is less than the other two subject programs. Further, for some MR

sets, a random baseline slightly outperformed the statement and branch coverage-

based prioritization. This is due to the fact that except for MR8, the statement and

branch coverage of other MRs were similar for LingPipe. Therefore, Coverage-based
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prioritization would yield in a similar performance as the random baseline since the

MRs are picked randomly when the coverage is the same. Therefore we can only

reject H01 for MR set sizes m = 1 to m = 4, and we cannot reject H02 and H03 in

general for LingPipe.

Among the three programs, BBMap achieved the highest improvement in fault

detection compared to the other two programs. This difference in the performance of

can be explained using the difference in the fault detection effectiveness of individual

MRs for BBMap compared to the other two subject programs. Figure 3.3, Figure 3.4

and Figure 3.5 shows the percentage of mutants killed by the MRs used for testing

each subject program. As shown in Figure 3.5, MRs used for testing LingPipe has a

higher average killing rate (70%) with a low variance among the killing rates (standard

deviation = 8.15) and for IBk (see Figure 3.4), the average killing rate is 17.90% with

a standard deviation of 4.78%. For MRs used for testing BBMap (see Figure 3.3),

the average killing rate is 16.42% with a standard deviation of 18.41%. Since the

variation in killing rates of the MRs was comparatively high in BBMap, it was able

to gain a higher benefit by utilizing MR prioritization compared to IBk and LingPipe.

3.5.1.2 Effective number of MRs used for Testing In Figures 3.6a, 3.6b, and 3.6c,

we show the effective number of MRs using the fault detection thresholds that we

described in Section 3.4.2, for BBMap, IBk, and LingPipe, respectively. The purple

vertical lines represent effective MR set size when using the Fault-based prioritization

and the orange vertical lines represent the same for the random baseline. The

respective thresholds are shown near each vertical line.

As shown in Figure 3.6a, for BBMap, the effective MR set size is 4 for the 5%

threshold when Fault-based prioritization is used. With the random baseline, 5%

threshold is never met. For IBk, (see Figure 3.6b), the effective MR set size with
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Table 3.4: Relative improvement in fault detection effectiveness of the three MR
prioritization approaches compared to random baseline for BBMap

MR Set-Size Fault-based Statement Cov-based Branch Cov-based

1 266.66%* 40%* 40%*

2 122.22%* 11.11%* 11.11%*

3 68.42%* 2.63%* 2.63%*

4 54.34%* 4.34%* 4.34%*

5 31.48%* 3.70%* 3.70%*

6 16.39%* 0% 0%

7 5.97%* -2.98% -2.98%

8 0% 0% 0%

Fault-based prioritization is one for the 5% thresholds and for random baseline it is

three. For LingPipe, the effective MR set size is two for the 2.5% threshold with

Fault-based prioritization. With the random baseline, 2.5% thresholds are only met

with MR set size 4. For LingPipe, the effective MR set size is three for the 5%

threshold when branch coverage based prioritization and this threshold is never met

for the random baseline. Therefore for all the three subject programs, using Fault-

based prioritization resulted in a considerable reduction in the effective MR set size

compared to using a random ordering of MRs. In practice, this reduction would

translate into saving resources used for testing.

3.5.1.3 The average time taken to detect a fault Tables 3.9 and 3.10 shows

the average time taken to detect a fault in BBMap and LingPipe respectively, for the

four validation configurations described in Table 3.3. As shown in these results, using

Fault-based prioritization resulted in significant reductions in the average time taken
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Table 3.5: Relative improvement in fault detection effectiveness of the three MR
prioritization approaches compared to random baseline for IBk

MR Set-Size Fault-based Statement Cov-based Branch Cov-based

1 29.41%* -11.76% 5.86%

2 9.52%* -4.76% -4.76%

3 4.34%* 0% 0%

4 4.16%* 0% 0%

5 4.0%* 0% 4%*

6 0% 3.84% 3.84%

7 0% 0% 0%

8 3.57%* 0% 3.57%*

9 3.44%* 3.44%* 6.89%*

10 3.33%* 3.33%* 3.33%*

11 0% 0% 0%

to detect a fault ranging from 42%-69% relative to the random baseline for BBMap

and 10%-40% relative to the random baseline for LingPipe.

3.5.2 RQ2: Comparison of proposed MR Prioritization approaches against Optimal

Ranking

In order to answer the second research question, we formulated the following

statistical hypothesis:

H4: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Optimal ordering is higher than the fault detection effectiveness

of the MR set produced by the Fault-based prioritization.
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Table 3.6: Relative improvement in fault detection effectiveness of the three MR
prioritization approaches compared to random baseline for LingPipe

MR Set-Size Fault-based Statement Cov-based Branch Cov-based

1 11.53%* -1.47%* -1.47%*

2 6.81%* -1.23%* -1.23%*

3 3.33%* -1.16%* -1.16%*

4 1.09%* -1.12%* -1.12%*

5 0% 0% 0%

6 0% 0% 0%

7 0% 0% 0%

8 -1.07% -1.07% -1.07%

9 0% 0% 0.23%

10 0% 0% 0%

H5: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Optimal ordering is higher than the fault detection effectiveness

of the MR set produced by the statement coverage-based prioritization.

H6: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Optimal ordering is higher than the fault detection effectiveness

of the MR set produced by the branch coverage-based prioritization.

The null hypothesis H0x for each of the above defined Hypotheses Hx is that the

MR sets generated by the corresponding MR prioritization approach performs equal

to or worse than the MR sets generated by the Optimal ordering in terms of fault

detection effectiveness. Table 3.11, 3.12 and 3.13 show the relative improvement in

fault detection effectiveness between the Optimal ordering and the MR prioritization
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Table 3.7: Time taken by an MR to execute the Statement Centrality-based metrics
for the various subjects

SUT
Statement

Affected

Statement

Impacted

Fault

Propogation

BBMap 645s 695s 647s

LingPipe 100s 145s 120s

Linear

Regression
180s 220s 200s

Naive Bayes 165s 210s 180s

Table 3.8: Time taken by an MR to execute the Variable-based metric for the various
subjects

SUT Variable-based

BBMap 690s

LingPipe 160s

Linear Regression 300s

Naive Bayes 345s

methods developed by us. The results that are significant at α = 0.05 are shown with

a ∗. As discussed above, Optimal ordering represents the best ordering of MRs if the

faults are known in advance. Thus, it represents the upper bound of fault detection

for a given set of MRs and source/follow-up test cases. Here we attempt to find how

closely do our MR prioritization approach performs compared to this upper bound.

As shown in Table 3.11, 3.12, 3.13 Fault-based approach reported a 0% increase

for the MR set of size m = 1 for both BBMap and IBk. This indicates that the Fault-

based MR prioritization is able to identify the most effective MR from the given set
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Table 3.9: Comparison of average time taken to detect a fault using Fault-based MR
prioritization and Random baseline for BBMap

Tsv Fv Fault-

based

Random

baseline

% Time

reduction

Yeast PIT 125.82s 402.09s 69%

Ecoli Major 69.22s 168.21s 59%

Yeast Major 126.51s 220.14s 42%

Ecoli PIT 32.87s 79.06s 58%

Table 3.10: Comparison of average time taken to detect a fault using Fault-based MR
prioritization and Random baseline for LingPipe

Tsv Fv Fault-

based

Random

baseline

% Time

reduction

ID:100325 PIT 76s 93s 23%

ID:100320 Major 125s 210s 40%

ID:100320 PIT 96s 160s 40%

ID:100325 Major 113s 126s 10%

of MRs and placed it first in the prioritized MR set for these programs. However,

the Coverage-based approaches were not able to achieve this. In particular, for IBk

all the MR sets generated using the Coverage-based MR prioritization approaches

reported a significantly lower fault detection rate when compared to the Optimal

ordering. As discussed before, for IBk, MR7 reported the highest fault detection

effectiveness. However, this MR did not report the highest statement or branch

coverage. Similar observation can be made for LingPipe as well. Thus, Coverage-

based MR prioritization approaches failed to choose the MR with the highest fault
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Table 3.11: Average relative improvement in fault detection effectiveness of Optimal
approach over Fault-based, Statement and Branch coverage-based approach for
BBMap

MR Set-Size Fault-based Statement Cov-based Branch Cov-based

1 0% 161.90%* 161.90%*

2 8.33%* 116.66%* 116.66%*

3 9.37%* 79.48%* 79.48%*

4 0% 47.91%* 47.91%*

5 0% 26.78%* 26.78%*

6 0% 16.39%* 16.39%*

7 0% 9.23%* 9.23%*

8 0% 0% 0%

detection effectiveness to be placed first in the generated prioritized order. This is not

surprising since IBk is a supervised machine learning classifier that creates a machine

learning model from the training data. Lingpipe also uses a trained supervised

classifier. For such programs only achieving high coverage in the source code is

not enough for achieving a high fault detection effectiveness, since that would not

essentially represent the ability to identify issues in the developed machine learning

model. Therefore, for those types of programs, it would be more effective to use

Fault-based MR prioritization that directly uses the fault detection capabilities of

MRs for creating the prioritized MR ordering.

In general, the results show that while the MR sets produced by the Optimal

ordering have comparatively higher fault detection percentages than the three

prioritization methods, the gap between them is considerably small, in particular

for the Fault-based prioritization approach. Therefore, we can conclude that the
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Table 3.12: Average relative improvement in fault detection effectiveness of Optimal
approach over Fault-based, Statement and Branch coverage-based approach for IBk

MR Set-Size Fault-based Statement Cov-based Branch Cov-based

1 0% 46.66%* 22.22%*

2 17.39%* 35%* 35%*

3 20.83%* 26.08%* 26.08%*

4 20%* 25%* 25%*

5 19.23%* 24%* 19.23%*

6 19.23%* 14.81%* 14.81%*

7 14.81%* 14.81%* 14.81%*

8 6.89%* 10.71%* 6.89%*

9 3.33%* 3.33%* 0%

10 0% 0% 0%

11 0% 0% 0%

Fault-based MR prioritization is quite effective in producing an MR ordering that is

comparably effective as the Optimal ordering.

3.5.3 RQ3: Comparison of the Fault-based MR prioritization approach against the

Coverage-based prioritization approaches

In this research question, we evaluate whether the Fault-based ranking approach

outperforms statement and branch coverage-based approaches. In order to answer the

research question, we formulate the following hypotheses:

H7: For a given MR set of size m, the fault detection effectiveness of the

MR set produced using Fault-based prioritization is higher than the fault
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Table 3.13: Average relative improvement in fault detection effectiveness of Optimal
approach over Fault-based, Statement and Branch coverage-based approach for
LingPipe

MR Set-Size Fault-based Statement Cov-based Branch Cov-based

1 13.33%* 24.44%* 24.44%*

2 4.34%* 11.95%* 11.95%*

3 3.22%* 7.52%* 7.52%*

4 3.19%* 5.31%* 5.31%*

5 3.19%* 3.19%* 3.19%*

6 2.12%* 2.12%* 2.12%*

7 1.06% 1.06% 1.06%

8 1.06% 1.06% 1.0%

9 0% 0% 0%

10 0% 0% 0%

detection effectiveness of the MR set produced by the statement coverage-based

prioritization.

H8: For a given MR set of size m, the fault detection effectiveness of the

MR set produced using Fault-based prioritization is higher than the fault

detection effectiveness of the MR set produced by the branch coverage-based

prioritization.

The null hypothesis H0x for each of the above defined Hypotheses Hx is that

the MR sets generated by the Fault-based prioritization method performs equal to

or worse than the MR sets generated by the statement and branch coverage-based

prioritization in terms of fault detection effectiveness.
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Table 3.14: Average relative improvement in fault detection effectiveness using Fault-
based approach over Statement and Branch coverage-based prioritization approaches
for BBMap

MR Set-Size BBMap

Statement Coverage Branch Coverage

1 161.90%* 161.90%*

2 100.10%* 100.10%*

3 64.10%* 64.10%*

4 47.91% 47.91%

5 26.78%* 26.78%*

6 16.39%* 16.39%*

7 9.23%* 9.23%*

8 0% 0%

Table 3.14 and Table 3.15 shows the relative improvement in fault detection

percentage between the MR sets generated by Fault-based prioritization approach

and the MR sets generated by a statement/branch coverage based prioritization

approaches for BBMap, IBk and LingPipe, respectively. For all the three programs,

the majority of MR sets generated by Fault-based prioritization had significantly

higher fault detection effectiveness compared to the MR sets generated by statement

and branch coverage based prioritization. However, for IBk there are at least one

MR sizes where the fault detection effective reduces. Therefore, in general, we cannot

reject the null hypotheses H07 and H08 for IBk.

In practice, these increases in improvements in fault detection effectiveness

translate to potentially detecting more faults using Fault-based MR prioritization

compared to Coverage-based MR prioritization methods, when there are restrictions
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Table 3.15: Average relative improvement in fault detection effectiveness using Fault-
based approach over Statement and Branch coverage-based prioritization approaches
for IBk and LingPipe.

MR Set-Size IBk LingPipe

Stmt Cov Branch Cov Stmt Cov Branch Cov

1 46.66%* 22.22%* 12.82%* 12.82%*

2 15%* 15%* 7.95%* 7.95%*

3 4.34%* 4.34%* 4.44%* 4.44%*

4 4.16%* 4.16%* 2.19%* 2.19%*

5 4%* 0% 0% 0%

6 -3.73%* -3.72%* 0% 0%

7 0% 0% 0% 0%

8 3.57%* 0% 0% 0%

9 0% -3.22%* 0% 0%

10 0% 0% 0% 0%

11 0% 0%

on the number of MRs that could be executed due to time/budget constraints.

3.6 Threat to Validity

External Validity: We only used three subject programs for our validation.

However, these three applications are complex systems that are from different

domains. We believe that they are good representations of applications that face

the oracle problem for which MT is effective and widely used. Thus, we believe

that our results are generalizable to applications for which MT is applicable. We

have generated approximately 200 mutants for each subject, where approximately
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100 mutants used for generating the prioritized MR orderings and approximately 100

mutants are used for validation. These numbers were determined after considering

the time and cost taken for executing them. However, it is possible that the number

of mutants used is low.

Internal Validity: For BBMap and LingPipe, we used existing test cases as

source test cases. For IBk, source test cases were randomly generated. Generating

source test cases using structural coverage criteria such as MC/DC (Modified

Condition/ Decision coverage), Decision coverage based test cases might influence

the fault detection ability of the MRs and hence result in a different MR ordering.

The greedy approach used in this work to create the prioritized MR orderings selects

an MR randomly when multiple MRs detect the same number of faults or if their

corresponding source and follow-up test case executions have the same coverage. This

could impact the effectiveness of the prioritized MR orderings. We plan to handle the

limitation in our future work by incorporating metrics based on static and dynamic

execution properties of the source and follow-up test cases to prioritize MRs. In a

situation where the MRs would change from one version to another, the prioritized

MR ordering has to be recomputed. However, in practice this not something that

would happen often, since the MRs are necessary properties of SUT that are derived

from the overall functionality or the underlying algorithm of the SUT [19].

Construct Validity: We measure the fault finding effectiveness of the MRs

using mutants rather than real faults. MR prioritization carried out based on real

faults might lead to a different result. However, studies conducted out by Just et

al. [42] have shown a significant correlation between the detection of seeded faults

and the detection of real faults.
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3.7 Summary

In this work, we developed automated approaches for MR prioritization in order

to improve the efficiency and effectiveness of MT. These approaches use (1) fault

detection information, and (2) statement/branch coverage information to prioritize

MRs. We conducted an empirical study to evaluate the effectiveness of the developed

approaches using three complex open-source software systems.

The experimental results show that utilizing MR prioritization would increase

the fault detection effectiveness of a given MR set and these increases could range up

to 266.66%. In particular, using Fault-based MR prioritization reduced the number

of MRs that needs to be executed during testing and also reduced the average time

taken to detect a fault compared to the currently used method of executing the

source and follow-up test cases of the MRs in random order. Further, our results show

that Fault-based MR prioritization outperforms the Coverage-based MR prioritization

and performs comparably to the Optimal MR ordering. Based on these results, we

recommend utilizing MR prioritization to improve the efficiency and effectiveness of

MT.
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(a) BBMap

(b) IBk

(c) LingPipe

Figure 3.6: Fault detection effectiveness for BBMap, IBk and LingPipe
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CHAPTER FOUR

STATEMENT CENTRALITY AND VARIABLE-BASED APPROACH

In this Chapter, we cover two MR prioritization approaches to overcome some of

the challenges faced by fault and coverage based approach. The Chapter is organized

as follows: Section 4.1 provides motivation for Statement Centrality and Variable-

based approach. Section 4.2 and 4.3 provides the proposed approaches for MR

prioritization. Section 4.4 provides the evaluation procedure. Section 4.6 provides

the results and answers to the research questions. Section 4.7 provides potential

threats to validity. Section 4.8 provides discussion of conclusions.

4.1 Motivation

In the previous Chapter 3, we presented a fault and Code Coverage-based

approach for prioritizing MRs in the context of regression testing. First, the results

from applying the Code Coverage-based approach indicates that the fault detection

effectiveness of the Code Coverage-based approach was equal to the random-based

approach for all the subject programs except BBMap. Also, the approach did not

work effectively for a machine learning program because achieving high coverage

in the source code is not enough for identifying fault detection effectiveness, since

that would not essentially represent the ability to identify issues in the developed

machine learning model. Second, the Fault-based approach becomes costly when

software testers have limited time to conduct metamorphic testing since the approach

requires generating and executing a large number of mutants to prioritize MRs. So,

we proposed a statement and Variable-based approach to overcome these challenges.

Figure 4.1 provides a motivating example for Statement Centrality-based
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approach. The example in Figure 4.1 shows the difference in the Code Coverage

between the source and follow-up test case executions for an MR, where, line 8, 9,

and 10 is not executed by the source test case, but are executed by the follow-up test

case. Cao et al. [14] quantitatively identifies dissimilarity between the code coverage of

the source and follow-up test cases to select MRs, where the dissimilarity is computed

by calculating the distance between the execution profiles of the initial and follow-up

test cases. However, when the code coverage of the source and follow-up test cases

are analyzed qualitatively, lines 6, 18, and 19 executed by the source test case do not

contribute to the program output, i.e., the return statement in line 23. Therefore, it

is important to compute the dissimilarity based on the importance and contribution

of the statement to the program output.

Hence, we proposed a Statement Centrality method to qualitatively analyze

the dissimilarity in the execution profiles of source and follow-up test cases by

assigning weights to statements/branches based on factors such as statements affected,

projected impact of the statement, and projected fault propagation. These factors

can help in determining the importance of the statement to program execution when

computing the dissimilarity in the execution profiles of source and follow-up test cases

for an MR. Figure 4.2 explains the proposed approach.

Similarly, for the Variable-based approach, results from our previous work [76]

indicated that code coverage is not effective in prioritizing MRs. Also, many times

faults that occur inside the system do not propagate to the program output and

violation of MR is not detected. Therefore, we proposed a Variable-based approach

that uses internal variables in the program to prioritize MRs.
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4.2 Statement Centrality Approach

In this approach, we propose three metrics to qualitatively analyze the dissim-

ilarity (difference) in the execution profile of the source and follow-up test cases for

an MR. The execution profile includes information about program elements such as

statements, branches, and def-use pairs that were executed by the test cases. The

intuition is that higher the dissimilarity in the execution profile between the test cases

of an MR, then higher the chance of detecting failure [18].

Figure 4.1: Motivating Example for Statement Centrality Method. Left shows the
source test case execution and right shows the follow-up test case execution for an
MR. The statements covered by the test cases are highlighted in yellow and uncovered
statements are highlighted in red.

Let the current version of the SUT be vk. In this approach, we apply the proposed

metrics on version vk+1 and use that to prioritize the MRs for testing vk as follows:

1. Let the set of source test cases used for testing the version vk of the SUT be

the prioritizing source test cases (Tsp).
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2. Let the set of follow-up test cases used for testing the version vk of the SUT be

the prioritizing follow-up test cases (Tfp).

3. For each MRi, log the statements (or branches) that were executed when

running the corresponding source and follow-up test cases from (Tsp) and (Tfp)

on version vk of the SUT.

4. For each MRi, compute the union of statements (or branches) executed by their

corresponding source and follow-up cases. Let the union of statements be Us.

5. For version vk, compute backward slice from the return statement of a method.

Let the set of data and control dependent statements in backward slice be Br.

6. For each statement s ∈ Br, identify whether s ∈ Us. If s /∈ Us, then remove s

from Br.

7. For each of the statement s ∈ Br, we calculate the weight for s by applying the

proposed metrics: statement affected, projected impact of the statement, and

projected fault propagation. The metrics are discussed in detail in Section 4.2.1

to 4.2.3.

8. Select the top n MRs from the prioritized ordering to execute based on the

resources available for testing.

9. Apply the prioritized MR order to test vk+1.

The following subsections will explain each of the proposed metrics in detail.

4.2.1 Statements Affected

The test execution can reach a faulty statement. The faulty statement causes

the program to reach an incorrect program state, which is known as infection [5]. The
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Figure 4.2: Statement Centrality Approach

infection in the statement propagates to all its data and control dependent statements;

those statements are considered as affected statements. In Figure 4.3, infection in

statement 1 could affect statement 3, 4 and 5 due to a fault. To identify the affected

statements for a statement s, we apply the following steps:

1. For each statement s ∈ Br

(a) Apply forward slicing to s to identify the affected statements. Let the set

of statements in the forward slice of statement s be Fs.

(b) For each statement s ∈ Fs, identify whether s ∈ Us. If s /∈ Us, then remove

s from Fs.

(c) The total statements affected for a statement s (SAs) , which is given by

the formula:

SAs = | Fs | (4.1)



57

where Fs is the set of statements in forward slice.

(d) Total statement affected for an MR (TAs) is given by the formula:

TAs =
∑
s∈Br

SAs (4.2)

where Br is the set of statements in backward slice.

For example, consider the calculation of statements affected using the example

in Figure 4.3. Total statements in the backward slice (Br) is 10. Applying formula 4.1

to statement 1, SAs is 5. The formula could be applied to all the statements in the

slice. Similarly, applying formula 4.2 to get the total statement affected for an MR.

The total statement affected for an MR is 13.

4.2.2 Projected Impact of a Statement

The affected statements can propagate the infection to all its data and control

dependent statements. As a result, the affected statement can impact or create

an effect on all its dependent statements. Those statements are called impacted

statement. For example, in Figure 4.4, the affected node three in the CFG impacts

node six due to an infection in node one, which is shown in the dotted line. Since

node three impacts node six, the projected impact of node three is one. The projected

impact of the statement is calculated using the following steps:

1. For each s ∈ Br

(a) Compute the forward slice of s, Fs. This provides the affected statements.

(b) For each statement s′ in Fs

i. Compute the forward slice Fs′ . This gives the projected impacted

statement.
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ii. For each statement s ∈ Fs′ , identify whether s ∈ Us. If s /∈ Us, then

remove s from Fs′ .

iii. The total projected impact of statement (SIs′) for a statement s′ is

given by the formula:

SIs′ = | Fs′ | (4.3)

iv. The total projected impact of statement (TIs) for an MR is given by

the formula:

TIs =
∑
s′∈Fs

SIs′ (4.4)

For example consider the calculation of projected impacted statements based

on the example in Figure 4.4. The total statements in the backward slice (Br) is

10. For statement 1 in the backward slice, the total projected statement impacted is

calculated below.

1. For statement 1 in the backward slice, apply the step1 to get the statement

affected. The forward slice of statement 1 (Fs) is statements 3, 4, and 5.

2. Apply step2, where we apply forward slice (Fs′) to get the projected impact for

statements 3, 4, and 5.

(a) Apply formula 4.3, to get the projected impact for statement 3. SIs′ is 1.

(b) Similarly, the projected impact for statement 4 (SIs′) is 1.

(c) Similarly, the projected impact for statement 5 (SIs′) is 1.

(d) The steps are carried out for all the statements in the backward slice.
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(e) Apply formula 4.4, to get the total projected impact for an MR. The total

projected impact for the MR (TIs) is 27.

4.2.3 Projected Fault Propagation

The source and follow-up test cases in an MR should execute the faulty statement

and the infection caused by the fault must propagate to the output. The possibility

of infection reaching the output depends on two factors: (1) the distance between the

statement in the program to the output and (2) the total number of operations in

the statement. In our work, the return statement is considered the output statement,

since the result of a specific task done by a method is passed to the return statement.

In this metric, we use the two factors mentioned earlier to calculate the fault

propagation ability of statements in the backward slice. The distance is greater

between the statement and output; then, it is less likely that the infection would reach

the output statement. The number of operations in each statement in the backward

slice is taken into consideration since more arithmetic and conditional operations in

a statement increase the likelihood of error in the program. The steps for calculating

the fault propagation from an impacted statement are provided below.

1. For each statement s ∈ Br

(a) Generate abstract syntax tree (AST) for s. The AST is used to count the

number of arithmetic or conditional operators in s.

(b) Traverse from s to the return statement in the control flow graph (CFG)

to get the distance between s to output.

(c) We calculate the projected fault propagation from statement s (PFs) to
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the output using the formula.

PFs = 1/(Total operations in s + Distance between s and output) (4.5)

Where,

Total Operations in s= Total Operators in AST for s,

Distance between s and output= Number of hops from s to the output

node (return statement) in CFG.

(d) We calculate the total fault propagation (TFP ) for an MR using the

formula.

TFP =
∑
s∈Br

PFs (4.6)

For example consider the calculation of projected fault propagation based on the

example in Figure 4.4. Statement 3 impacts statement 6. The number of operations

in statement 6 is 5. The distance between statement 6 and output statement 10 is

4. We apply formula 4.5 to get the projected fault propagation for statement 6. The

projected fault propagation (PFs) for statement 6 is 0.1. Total fault propagation

(TFP) for an MR using formula 4.6 is 10.6.

4.2.4 MR Quality Score

The proposed metrics indicate the extent of dissimilarity between the execution

profile of the test cases and help in determining the MR quality score. The

MRs are prioritized using the MR quality score. The score is based on the total

statements affected, the total projected impact of statements, and the projected fault
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propagation. The quality score for an MR is calculated using the formula:

MR Quality Score = Total Statements affected (TAs)

+Total Projected Impact of Statement (TIs)

+Total Projected Fault Propagation (TFP).

(4.7)

Figure 4.3: Example to show statements affected
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Figure 4.4: Statement Impacted due to a affected statement

4.3 Variable-based Approach

In this approach, we apply our proposed metrics to the set of internal and output

variables triggered by the execution of source and follow-up test cases of an MR. The

main intuition behind the approach is that the source and follow-up test cases of an

MR should traverse the different paths to detect failure; hence, internal and output

variables values should also exhibit dissimilar values.

Figure 4.5 provides a motivation for the Variable-based approach, where, in

the example program, the source and follow-up test cases cover the same set of

statements and do not show dissimilarity between the test cases for the MR. As

a result, the existing test case dissimilarity-based MR selection approach proposed

by Cao et al. [14] cannot be applied in this context. However, the dissimilarity

between the source and follow-up test case execution is observed in the internal and
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output variables. For instance, the example provided in Figure 4.5 shows statements

12 and 14 are executed by the source and follow-up test case, but the variable

minscoreoff and floor contain a dissimilar value. Therefore, we proposed the Variable-

based approach to qualitatively compute dissimilarity based on internal and output

variables. Figure 4.6 explains the proposed approach.

Figure 4.5: Motivating Example for Variable-based Method. Top shows the source
test case execution and bottom shows the follow-up test case execution for an MR.
The statements executed by the test cases are highlighted in yellow and statement
not covered by the test cases are highlighted in red.
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Let the current version of the SUT be vk. In this approach, we apply the proposed

metric on vk+1 and use that to prioritize the MRs for testing vk as follows:

1. Let the set of source test cases used for testing the version vk of the SUT be

the prioritizing source test cases (Tsp).

2. Let the set of follow-up test cases used for testing the version vk of the SUT be

the prioritizing follow-up test cases (Tfp).

3. Select the internal variables to be monitored on vk using the variable selection

method described in Section 4.3.1. The output variables are the variables in

the return statement of a method.

4. Execute the corresponding source and follow-up test cases from (Tsp) and (Tfp)

on version vk of the SUT.

5. For each MRi, log the values of the selected internal variable.

6. Process the log information containing the values of the selected internal and

output variables and apply the metrics. The metric is explained in Section

4.3.2.

7. Order the MRs based on the MR quality score.

8. Apply the prioritized MR order on vk + 1.
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Figure 4.6: Variable-based Prioritization Approach

4.3.1 Variable Selection

Source code contains many variables, and certain variables have zero or minimum

impact on the output, hence it is important to select variables carefully for monitoring.

To select the variables for inspection, we apply the following steps:

1. For version vk, apply backward slice from the return statement of a method.

Let the set of data and control dependent statements in backward slice be Bs.

2. For each of the sliced statement s ∈ Bs, we calculate the weight by applying

the statement affected metric presented in Section 4.2.1.

3. Order the statements in Bs in the decreasing order of weight. Higher the weight

shows greater importance of the statement to the output.

4. Select the definitions variable from each statement in Bs and generate a set of

final candidate variables Cv.

5. Apply the variable value dissimilarity metric discussed in Section 4.3.2 to Cv

and prioritize the MRs.
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We propose a metric for prioritizing MR. The metric is discussed below:

4.3.2 Variable Value Dissimilarity

Here, we hypothesize that good MRs should have different execution paths for

source and follow-up test cases as shown in Chen et al. [18] work; therefore, internal

variables should have different values. The steps for identifying dissimilarity in the

variable value is explained below:

1. For each MRi, execute the corresponding source and follow-up test cases from

(Tsp) and (Tfp) on version vk−1 of the SUT.

2. For each variable v ∈ Cv.

(a) Log the values of variable vs and vf . Let vs and vf be the value of variable

for source and follow-up test case execution.

(b) Verify whether value of vs and vf is different. The dissimilarity in the

value between vs and vf indicates the diversity in the execution between

the source and follow-up test cases for an MR.

(c) v is considered killed when the dissimilarity in the value between vs and

vf is detected.

We calculate the total dissimilarity in the variable value (TDV ) for an MR using

the formula below:

TDV = | Kv | (4.8)

Where Kv represents the set of killed variable.

Calculation:
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We provide the calculation based on an example provided in Figure 4.5. The

example code is taken from BBMap program. Table 4.1 provides a list of variables

selected and kill/alive information for each variable. The variables were selected by

applying the statement affected metric presented in Section 4.2.1. The metamorphic

relation used in the example is mapped MR, where the source test case is an E. coli

read and follow-up test case is a mapped E. coli read.

We apply formula 4.8 and the total dissimilarity in the variable value (TDV ) is

1 since one variable is killed.

Table 4.1: Variable Kill/Alive information based on the example program for an MR

Variables Source Test Case

Value

Follow-up Test

Case Value

Kill/Alive

matchdiff 56717312 56717312 Alive

match 9967616 9967616 Alive

sub 1 1 Alive

del 5480448 825344 Kill

Ins 5480448 5480448 Alive

badAvg 1069056 1069056 Alive

badFraction 2 2 Alive

minratio 28062 28062 Alive

4.3.3 MR Quality Score

The MRs are prioritized using the MR quality score. The score is based on the

total dissimilarity in the variable value. The quality score for an MR is calculated



68

using the formula:

MR Quality Score = Total dissimilarity in the variable value (TDV ) (4.9)

4.4 Evaluation

In this work, we plan to evaluate the utility of the developed prioritization

approaches similar to our previous work [76] and on the following aspects: (1) fault

detection effectiveness of MR sets, (2) effective number of MRs required for testing, (3)

time taken to detect a fault and (4) average percentage of faults detected. We evaluate

the effectiveness of the Statement Centrality-based and Variable-based prioritizing

approaches with (1) a random baseline: this represents the current practice of

executing source and follow-up test cases of the MRs in random order. (2) An Optimal

ordering : this represents the MR order that yields the maximum achievable fault

detection effectiveness with the given set of MRs and source/follow-up test cases as

proposed in our previous work [76].(3) Fault-based ordering : this represents the MR

order based on the fault detection capability of the MRs. The approach selects an MR

which has killed the highest number of mutants and places it in the prioritized MR

ordering. The prioritization process continues until all the MRs are prioritized and

faults have been exposed [76]. 4) Code Coverage-based ordering : this represents the

MR order based on the statement and branch-coverage information of the MRs. The

approach selects the MR which has covered the highest statements or branches in the

SUT and places it in the prioritized MR ordering. The prioritization continues until

all the statements and branches are covered [76]. (5) Test case dissimilarity based

ordering : the approach selects MR by calculating the distance between the source

and follow-up test cases proposed by Cao et al. [14].
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We conducted experiments to find answers to the following research questions:

1. Research Question 1 (RQ1): Are the proposed MR prioritization approaches

more effective than the random baseline?

2. Research Question 2 (RQ2): How do the proposed MR prioritization approaches

perform compared to the Optimal ordering?

3. Research Question 3 (RQ3): How do the Statement Centrality and Variable-

based approaches perform against statement and branch coverage-based priori-

tization approaches?

4. Research Question 4 (RQ4): How do the Statement Centrality and Variable-

based approaches perform against the Fault-based approach?

4.4.1 Evaluation Procedure

In order to answer the above research questions, we carry out the following

validation procedure similar to the previous work [76]:

1. We create a set of source test cases for the SUT independent of the Tsp for

validation. These source test cases will be referred to as the validation source

test cases (Tsv). Then we create the follow-up test cases according to the

MRs used for conducting MT on a given SUT. These will be referred to as

the validation follow-up test cases (Tfv).

2. We generate a set of mutants for the version vk of the SUT. These mutants

will be referred to as the validation set of faults (Fv). Then from the generated

mutants, we remove mutants that give exceptions or mutants that do not finish

execution from further consideration.
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3. We use the method described in Section 4.2 to obtain Statement Centrality-

based MR ordering. Then we applied the obtained MR ordering to Fv and

logged the mutant killing information.

4. We use the method described in Section 4.3 to obtain the Variable-based MR

ordering. Then we applied the obtained MR ordering to Fv and logged the

mutant killing information of the MRs.

5. Creating the random baseline: We generate 100 random MR orderings and

apply each of those orderings to Fv. The mutant killing information for each

of those random orderings is logged. The average mutant killing rates of these

100 random orderings were computed to get the fault detection effectiveness of

the random baseline.

6. Creating the Optimal ordering : Generate by applying the greedy approach as

proposed in our previous work [76] to Fv as follows:

(a) Select the MR that kills the largest number of mutants in Fv and place it

in the Optimal ordering.

(b) Remove the mutants killed by that MR from Fv.

(c) Repeat the previous two steps until all the possible mutants are killed.

4.4.2 Evaluation Measures

We used the following measures to evaluate the effectiveness of the MR orderings

generated by our MR prioritization approaches:

1. To measure the fault detection effectiveness of a given set of MRs, we use the

percentage of mutants killed by those MRs.
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2. To calculate the effective MR set size we used the following approach: typically,

the fault detection effectiveness of MT increases as the number of MRs used for

testing increases. However, after a certain number of MRs, the rate of increase

in fault detection slows due to factors such as the redundancy of MRs. Therefore

when there is no significant increase in the fault detection between two MR sets

of consecutive sizes of size m and m + 1, where the MR set of size m + 1 is

created by adding one MR to the MR set set of size m, the effective MR set size

can be determined. That is, if the difference in fault detection effectiveness of

MR set of size m and MR set of size m+1 is less than some threshold value, m

would be the effective MR set size that should be used for testing. Determining

this threshold value should be done considering the critical nature of the SUT.

In this work, we used two threshold values of 5% and 2.5% as used in previous

related work for determining the oracle data set size [28].

3. We used the following approach to find the average time taken to detect a fault :

for each killable mutant m in Fv, we computed the time taken to kill the mutant

(tm) by computing the time taken to execute the source and follow-up test cases

of the MRs in a given prioritized order until m is killed (here it is assumed that

the source and follow-up test cases for each MR are executed sequentially, even

though in practice it might be possible to execute them in parallel). Then the

average time taken to detect a fault is computed using the following formula:

∑
tm

# killable mutants in Fv

(4.10)

4. We use a metric called average percentage of fault detected (APFD) developed

by Elbaum et al. [25] [54] [26] that measures the average rate of fault detection

per percentage of test suite execution. The APFD is calculated by taking the
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weighted average percentage of faults detected by the MRs. APFD can be

calculated using the formula below:

APFD =
1−MRF1 +MRF2 + ...+MRFm

nm
+

1

2n
(4.11)

Where MR represents the metamorphic relations under evaluation, m represents

the number of faults present in the SUT and n represents the total number of

MRs used.

4.4.3 Subject Programs and MRs

We applied the proposed approach on the following three applications from

diverse domains for evaluating our proposed MR prioritization methods.

• BBMap1: performs global alignment of RNA and DNA sequence reads. The

inputs to the program are a set of reads and a reference genome that is used as

the alignment reference. The output is the mapping of reads to the reference

genome.

• LingPipe2: a broad tool kit for processing text using computational linguistics

and often used in bioinformatics for bio-entity recognition. In this work, we

only use the “bio-entity recognition” functionality that focuses on extracting

biomedical terms from text and assigning them to specific categories. Input to

the bio-entity recognition problem is a set of bio-medical article and it produces

extracted bio-entities as the output.

• Linear Regression3: Linear Regression is a linear approach that models the

1https://jgi.doe.gov/data-and-tools/bbtools/bb-tools-user-guide/BBMap-guide/
2http://alias-i.com/
3https://weka.sourceforge.io/doc.dev/weka/classifiers/functions/LinearRegression

https://jgi.doe.gov/data-and-tools/bbtools/bb-tools-user-guide/BBMap-guide/
http://alias-i.com/
https://weka.sourceforge.io/doc.dev/weka/classifiers/functions/LinearRegression
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relationship between the input variables and the single output variable. The

subject program is the linear regression implementation in the Weka library.

Weka latest stable version is 3.8.5, which consists of the multiple Linear

Regression, named LinearRegression() class. The input to the linear regression

program is a training data set, and a test data set to represent in .arff format.

The output is the prediction made on the instances in the test data set.

• Naive Bayes4: A Naive Bayes classifier is a probabilistic machine learning model

that’s used for the classification task. The subject program is the Naive Bayes

algorithm implementation, named NaiveBayes() class in the Weka library. The

input to the Naive Bayes program is a training data set, and a test data set to

represent in .arff format. The output is a classification made on the instances

in the test data set.

4.4.4 Metamorphic Relations

To conduct MT on the above-mentioned subject programs, we used a set of

MRs developed in previous studies. For testing BBMap, we used eight MRs (listed in

Appendix A.1.1) developed by Giannoulatou et al. based on the expected behavior

of short-read alignment software [29]. All of these MRs specify modifications to the

reads supplied as the input, such as shuffling the reads randomly, duplicating reads,

and removing reads.

For conducting MT on IBk, we used 11 MRs developed by Xie et al. [87] (listed

in Appendix A.1.2). These MRs are developed based on the user expectations of

supervised classifiers. These MRs modify the training and testing data so that the

predictions do not change between the source and follow-up test cases.

4https://weka.sourceforge.io/doc.dev/weka/classifiers/bayes/NaiveBayes.html

https://weka.sourceforge.io/doc.dev/weka/classifiers/bayes/NaiveBayes.html
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For testing the bio-entity recognition task in LingPipe, we used ten MRs that

were developed in our previous work [77]. Appendix A.1.4 lists these MRs with

additional constraints added to them to make them more generalizable. We describe

three categories of MRs for testing bio-entity recognition software. These MR

categories are addition, deletion, and shuffling. In addition relations, we extend the

text by adding new text such that the sentence/paragraph boundaries are preserved.

In the deletion relation, the text is truncated by removing part of it such that the

sentence boundaries are preserved. In the shuffling relations, we shuffle portions of

the text. Similarly, for testing Linear Regression system, we used 11 MRs developed

by Luu et al. [51]. The properties of the linear regression is related to the addition of

data points, the rescaling of inputs, the shifting of variables, the reordering of data,

and the rotation of independent variables. These MRs were grouped into 6 categories

and derived from the properties of the targeted algorithm.

4.4.5 Source and Follow-up Test Cases

As we described before, MT involves the process of generating source and follow-

up test cases based on the MRs used for testing. BBMap requires a set of reads and a

reference genome as inputs. We used the E.coli reference genome and a set of its reads

and Yeast reference genome and a set of its reads 5 as source test cases. E.coli and

Yeast are considered model genomes and are widely used in the bioinformatics domain

for conducting tests. To generate the follow-up test cases using these source test cases,

we applied the input transformations described in the MRs listed in Appendix A.1.1.

IBk uses a training data set to train the k-nearest neighbor classifier, and a test

data set is used to evaluate the performance of the trained classifier. Figure A.1

in Appendix A.1.2 shows an example dataset that is used as a source test case for

5http://genome.ucsc.edu/
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IBk; the training data set is on the left and the test data set is on the right in

the figure. After executing this source test case, the output will be the class labels

predicted for the test data set, which is a value from the set {0,1,2,3,4} in this

example. We generated ten similar datasets randomly, where each training and test

data set contained four numerical attributes and a class label. The attribute values are

randomly selected within the range [0, 100]. The values of the class label are randomly

selected from the set {0,1,2,3,4,5}. The size of the training testing data sets ranges

within [0, 200]. To generate the follow-up test cases using these source test cases, we

applied the input transformations described in the MRs listed in Section A.1.2.

For creating source test cases for LingPipe, two biomedical articles with the

PMCIDs 100320 and 100325 were obtained through PubMed 6. The sentences and

paragraphs used as source test cases for the MRs were picked randomly from these

two articles. However, for specific MRs related to removing some words from a list

of random words (MR8) and shuffling a list of random words (MR10), 15 random

articles were selected, and two sets of 500 random words were chosen from the selected

articles to generate the source test case. To generate the follow-up test cases using

these source test cases, we applied the input transformations described in the MRs

listed in Section A.1.4.

Linear Regression uses a training data set to train the model, and a test data set

is used to evaluate the performance of the trained model. We obtained the training

data from the machine learning repositories 7,8 as the source data sets. The first data

set contains 515345 instances and 90 attributes. The second data set contains 21263

instances and 81 attributes. To generate the follow-up data sets using these source

data sets, we applied the input transformations described in the MRs. Similarly, for

6https://www.ncbi.nlm.nih.gov/pubmed
7https://archive.ics.uci.edu/ml/datasets/YearPredictionMSD
8https://archive.ics.uci.edu/ml/datasets/Superconductivty+Data
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Naive Bayes, we obtained the training data from the machine learning repositories 9,10

as source data sets. The first data set contains 48842 instances and 14 attributes. The

second data set contains 400 instances and 5 attributes. To generate the follow-up

data set using these source data set, we applied the input transformations described

in the MRs listed in Section A.1.3.

4.4.6 Mutant Generation

For each version of the subject program, we aimed at developing generated

mutant set to be used as Fv. For this, we used three automated mutation tools:

µJava11, PIT12 and Major13. For generating mutants using µJava, we used all the

method level mutation operators [52]. With PIT mutation tool [23] and the Major

mutation tool [41] we used all the available mutation operators provided by the tools.

All the mutants were generated using these tools were first order mutants, where a

mutation operator is used to make a single modification to the source code to generate

the mutant. Table 4.2 shows the number of mutants used for evaluation.

Table 4.2: Mutants generated for version vk of the SUTs

Version Subject #Major #PIT # µJava

38.71 BBMap 102 100 N/A

3.8.6 Linear Regression 377 73 N/A

3.8.6 Naive Bayes 452 452 N/A

4.1.0 LingPipe 100 N/A 100

9https://archive.ics.uci.edu/ml/datasets/Adult
10https://www.kaggle.com/datasets/rakeshrau/social-network-ads
11https://github.com/jeffoffutt/muJava
12http://pitest.org/
13http://mutation-testing.org/
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Table 4.3: Validation Setup

Subject Tsp SUT

Version

Tsv Fv

BBMap Ecoli 38.70 Yeast PIT (38.71)

Yeast 38.70 Ecoli Major (38.71)

LingPipe ID:100325 3.9.3 ID:100320 PIT (4.1.0)

ID:100320 3.9.3 ID:100325 PIT (4.1.0)

Linear

Regression

YearPrediction 3.8.5 SuperConduct Major (38.71)

SuperConduct 3.8.6 YearPrediction PIT (4.1.0)

Naive Bayes Adult 3.8.5 SocialNetwork PIT (4.1.0)

SocialNetwork 3.8.6 Adult Major (38.71)

4.5 Internal Variable Information

Table 4.4 provides the number of internal variables used for each of the subjects

under test. We considered variables which are declared within the body of a method.

The internal variables were selected based on the steps described in Section 4.3.1.

4.6 Results and Discussion

In this Section, we discuss our experimental results and provide answers to the

four research questions that we listed in Section 4.4. For each subject program,

we carried out the validation procedure described in Section 4.4.1 using the setup

described in Table 4.3. In this setup, we used the generated mutant sets and the

source test cases as Tsp, Fv, and Tsv in two different configurations. For example, the
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Table 4.4: Internal Variable Information

Subject # Internal Variables

BBMap 28

LingPipe 15

Linear Regression 15

Naive Bayes 10

first evaluation run for BBMap was conducted by executing Ecoli as Tsp on version

38.70 (vk−1), Yeast as Tsv, and PIT mutants generated on version 38.71 (vk) as Fv

(refers to row 1 of Table 4.3). The second evaluation run for BBMap was conducted

by executing Yeast as Tsp on version 38.70 (vk−1), Ecoli as Tsv, and Major mutants

generated on version 38.71 (vk) as Fv. In Table 4.3 for IBk, Test1 refers to 5 of the

randomly generated datasets and Test2 refers to the other five datasets. Figure 4.7

shows the average fault detection effectiveness for evaluation runs described above

vs. the MR set size used for testing, for each subject program. We also plot the

percentage of faults detected by the random baseline, Fault-based ordering, Code

Coverage-based ordering and the Optimal MR ordering for comparison.
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(a) BBMap (b) LingPipe

(c) Linear Regression (d) Naive Bayes

Figure 4.7: Fault detection effectiveness for BBMap, LingPipe, Linear Regression and
Naive Bayes

4.6.1 RQ1: Comparison of the MR Prioritization approaches against the Random

Baseline

4.6.1.1 Fault detection effectiveness We formulated the following statistical

hypothesis to answer RQ1 in the context of fault detection effectiveness:

H1: For a given MR set of size m, the fault detection effectiveness of the MR set

produced by Statement Centrality-based approach is higher than that of the
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random baseline.

H2: For a given MR set of size m, the fault detection effectiveness of the MR set

produced by Variable-based approach is higher than that of the random baseline.

The null hypothesis H0x for each of the above-defined hypotheses HX is that the

Statement Centrality-based and Variable-based approaches perform equal to or worse

than the random baseline.

In Table 4.5 and 4.6, we list the relative improvement in average fault detection

effectiveness for the two MR prioritization methods over the currently used random

approach for BBMap, LingPipe, Linear Regression, and Naive Bayes respectively. To

evaluate the above hypotheses, we used the paired permutation test since it does not

make any assumptions about the underlying distribution of the data [31]. We apply

the paired permutation test to each MR set size for each of the subject programs with

α= 0.05, and the relative improvements that are significant are marked with a asterisk.

As shown in Table 4.5 and Table 4.6 for BBMap, the two prioritization approaches

showed significant improvements in average fault detection effectiveness over the

random approach for all the MR set sizes except for the last set size. Particularly,

among the different MR set sizes, the increase in fault detection percentage varies

from 4.10% to 215.78% between the two methods. Therefore, we reject the null

hypotheses H01 and H02 for BBMap. Similarly for LingPipe, our proposed approaches

shows improvements for MR set sizes m = 1 to m = 6. Also overall, the relative

improvement across MR prioritization methods varies between 0% - 7%. Therefore

we reject H01 and H02 in general for LingPipe. For Linear Regression our proposed

approaches show improvement over the random approach for all the MR set sizes.

Similarly, for Naive Bayes, our proposed approaches show improvement in fault

detection effectiveness for MR set size m = 1 to m = 5. Therefore, we reject the
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null hypotheses H01 and H02 for Linear Regression and Naive Bayes.

Table 4.5: Relative improvement in fault detection effectiveness of Statement
Centrality-based approach compared to random baseline for subject programs

MR Set Size BBMap LingPipe Linear Regression Naive Bayes

1 215.78%* 7.93%* 2.17%* 16.40%*

2 100%* 4.76%* 5.08%* 2.70%*

3 59.09%* 2.17%8 3.07%* 0.81%*

4 35.84%* 1.05%* 2.89%* 1.01%*

5 17.74%* 1.04%* 1.38% 0.41%

6 16.92%* 1.03%* 2.70%* 0%

7 4.10%* 0% 2.63%* 0%

8 0% 0% 5.19%* 0%

9 0% 5.12%* 0%

10 0% 2.5%* 0%

11 0%

4.6.1.2 Effective number of MRs used for Testing In Figures 4.7a, 4.7b, 4.7c

and 4.7d, we show the effective number of MRs using the fault detection thresholds

for BBMap, LingPipe, Linear Regression and Naive Bayes respectively. The brown

vertical lines represent effective MR set size when using the Statement Centrality-

based prioritization, the black vertical line represents the Variable-based and the

orange vertical lines represent the same for the random baseline. The respective

thresholds are shown near each vertical line.

As shown in Figure 4.7a, for BBMap, the effective MR set size is 2 for the 5%

threshold when statement-centrality and Variable-based prioritization is used. With
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Table 4.6: Relative improvement in fault detection effectiveness of Variable-based
approach compared to random baseline for subject programs

MR Set Size BBMap LingPipe Linear Regression Naive Bayes

1 215.78%* -17.31% 23.91%* 40.25%*

2 91.17%* -15.47% 20.33%* 8.10%*

3 54.54%* 2.17%* 16.92%* 1.83%*

4 32.07%* 2.10%* 13.04%* 1.01%*

5 17.74%* 2.08%* 8.33%* 0.41%*

6 12.30%* 1.03% 5.40%* 0%

7 4.10%* 0% 7.89%* 0%

8 0% 0% 6.49%* 0%

9 0% 5.12%* 0%

10 0% 2.5%* 0%

11 0%

the random baseline, the effective MR set size is 8. For LingPipe, the effective MR set

size is one for the 5.0% threshold with Variable-based prioritization and MR set size

is two for the 2.5% threshold when a Statement Centrality-based approach is used.

With the random baseline, 5.0% thresholds are only met with MR set size 3 and the

2.5% threshold is met with MR set size 6. Similarly for Linear Regression, MR set

size is 3 for the 2.5% when the Variable-based approach is used and MR set size is

4 for the 2.5% threshold when the Statement Centrality-based approach is used. In

comparison with random baseline and Code Coverage-based, MR set size is 6 for the

2.5% threshold. For Naive Bayes, MR set size is 1 is met at 2.5% threshold when

Variable-based is used and MR set size is 3 is met at 2.5% when Statement Centrality-

based is used. With a random baseline, MR set size is 3 for a 2.5% threshold.
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Therefore for all the four subject programs, using Statement Centrality and Variable-

based prioritization resulted in a reduction in the effective MR set size compared to

using a random and Code Coverage-based ordering of MRs.

4.6.1.3 The average time taken to detect a fault Tables 4.7 and 4.8 shows the

average time taken to detect a fault in BBMap and LingPipe respectively, for the

two validation configurations. As shown in these results, using Statement Centrality-

based prioritization resulted in significant reductions in the average time taken to

detect a fault ranging from 58%-79% relative to the random baseline for BBMap and

26%-47% relative to the random baseline for LingPipe.

4.6.1.4 Average percentage of fault detected Table 4.9 shows the APFD for the

SUT. We can observe that for all our subject programs, our proposed approach

provided a higher APFD value between 0.87-0.97 and shows an average 15% increase

in rate of fault detection when compared to random-based prioritization. As a result,

our approach provides a higher rate of fault detection when compared to the random

approach.

Table 4.7: Comparison of average time taken to detect a fault using Fault-based MR
prioritization and Random baseline for BBMap

Tsv Fv Statement

Centrality-

based

Random

baseline

% Time

reduction

Yeast PIT 85.23s 402.09s 79%

Ecoli Major 55.22s 168.21s 58%
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Table 4.8: Comparison of average time taken to detect a fault using Statement
Centrality-based MR prioritization and Random baseline for LingPipe

Tsv Fv Statement

Centrality-

based

Random

baseline

% Time

reduction

ID:100325 PIT 96s 130s 26.15%

ID:100320 Major 120s 230s 47.82%

Table 4.9: Average percentage of fault detected for subject programs

Subject Statement

Centrality

Based

Variable

Based

Random

Based

BBMap 0.91 0.93 0.65

LingPipe 0.87 0.90 0.76

Linear

Regression

0.92 0.97 0.83

Naive Bayes 0.90 0.95 0.88

4.6.2 RQ2: Comparison of proposed MR Prioritization approaches against Optimal

Ranking

In order to answer the second research question, we formulated the following

statistical hypothesis:

H3: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Optimal ordering is equal to or higher than the fault detection

effectiveness of the MR set produced by the Statement Centrality prioritization.
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Table 4.10: Average relative improvement in fault detection effectiveness of Optimal
approach over Statement Centrality-based approach for SUT

MR Set-Size BBMap LingPipe Linear Regression Naive Bayes

1 0% 30.88%* 0% 20.48%*

2 0% 6.81%* 0% 5.26%*

3 1.42%* 3.19%* 1.42%* 1.01%*

4 0% 2.08%* 0% 0%

5 0% 1.03%* 0% 0%

6 0% 0% 0% 0%

7 0% 0% 0% 0%

8 0% 0% 0% 0%

9 0% 0% 0%

10 0% 0% 0%

11 0%

H4: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Optimal ordering is equal to or higher than the fault detection

effectiveness of the MR set produced by Variable-based prioritization.

The null hypothesis H0x for each of the above-defined Hypotheses Hx is that

the MR sets generated by the corresponding MR prioritization approaches perform

worse than the MR sets generated by the Optimal ordering in terms of fault detection

effectiveness. Table 4.10 and 4.11 show the relative improvement in fault detection

effectiveness between the Optimal ordering and our proposed MR prioritization

methods. The results that are significant at α = 0.05 are shown with a ∗. As

discussed above, Optimal ordering represents the upper bound of fault detection for
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Table 4.11: Average relative improvement in fault detection effectiveness of Optimal
approach over Variable-based approach for SUT

MR Set-Size BBMap LingPipe Linear Regression Naive Bayes

1 2.17%* 71.15%* 5.26%* 0%

2 13.72%* 32.39%* 1.40%* 0%

3 12.5%* 3.19%* 1.31%* 0%

4 3.22%* 1.30%* 2.56%* 0%

5 3.22%* 0 5.12%* 0%

6 1.58%* 0 5.12%* 0%

7 1.58%* 0 0 0%

8 0% 0 0 0%

9 0 0 0%

10 0 0 0%

11 0

a given set of MRs. Here we attempt to find how closely our MR prioritization

approach performs compared to this upper bound.

As shown in Table 4.10, for BBMap, the Statement Centrality-based approach

performed equal to the Optimal based ordering for all the MR set sizes except for

MR set size m = 3. Similarly for Linear Regression, the Statement Centrality-based

approach performs equal to Optimal ordering for all the MR set sizes. Therefore, we

reject hypothesisH3 for BBMap and Linear Regression. For the Naive Bayes program,

the Statement Centrality approach performs equal to Optimal ordering for MR set size

m = 4 to m = 10 and reported a relative improvement in fault detection effectiveness

of less than 5% when compared to Optimal ordering for MR set sizem = 2 andm = 3.

Therefore, we cannot reject hypothesis H3 for Naive Bayes. Similarly, for LingPipe,
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the Statement Centrality-based approach performs equal to Optimal ordering from

MR set size m = 6 to m = 10 and relative improvement is less than 10% when

compared to Optimal ordering for MR set size m = 3 and m = 4. Therefore, a

Statement Centrality-based approach performed closer to Optimal ordering for all

the subject programs.

Table 4.11 shows the relative improvement in fault detection effectiveness

between Variable-based approach and Optimal ordering. Variable-based approach

performs equal to Optimal ordering for all the MR set sizes for the Naive Bayes

program. Therefore, we can reject the hypothesis H4 for Naive Bayes. For Linear

Regression, the Variable-based approach reported a relative improvement in fault

detection effectiveness of less than 5% when compared to Optimal ordering for all

MR set sizes. Similarly for LingPipe, MR set size m = 5 to m = 10 performs equal

to Optimal ordering and also reported relative improvement of less than 5% in fault

detection when compared to Optimal ordering for MR set size m = 3 and m = 4.

Therefore, we cannot reject the H4 for Linear Regression and LingPipe. However,

a Variable-based approach performed closer to Optimal ordering for all the subject

programs.

In general, the relative improvement in fault detection effectiveness of the

proposed method is small in comparison to Optimal ordering. Therefore, Statement

Centrality and Variable-based MR prioritization are effective in producing an MR

ordering that is comparably effective as the Optimal ordering.

4.6.3 RQ3: Comparison of Statement Centrality-based and Variable-based MR

prioritization approach against the coverage-based prioritization approaches

In this research question, we evaluate whether the Statement Centrality-based

and Variable-based ranking approaches outperform statement and branch coverage-
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Table 4.12: Average relative improvement in fault detection effectiveness using
statement-centrality based approach over Statement coverage-based prioritization
approaches

MR Set-Size BBMap LingPipe Linear Regression Naive Bayes

1 31.33%* 26.18%* 4.44% 19.08%*

2 30.76%* 14.67%* 5.08%* 3.93%*

3 7.69%* 6.27%* 3.07%* 1.02%

4 7.46%* 6.08%* 2.89% 0.90%

5 5.79%* 4.61%* 1.38% 0.30%

6 8.57%* 2.92%* 2.70%* 0%

7 5.55%* 2.67%* 2.63%* 0%

8 2.74% 2.74% 5.19%* 0%

9 0 3.79%* 0%

10 0 2.5% 0%

11 0

based approaches. To answer the research question, we formulate the following

hypotheses:

H5: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Statement Centrality-based prioritization is higher than the

fault detection effectiveness of the MR set produced by the statement coverage-

based and branch coverage-based prioritization.

H6: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Variable-based prioritization is higher than the fault detection

effectiveness of the MR set produced by the statement coverage-based and
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Table 4.13: Average relative improvement in fault detection effectiveness using
statement-centrality based approach over branch coverage-based prioritization ap-
proaches

MR Set-Size BBMap LingPipe Linear Regression Naive Bayes

1 13.33%* 26.18%* 4.44%* 19.08%*

2 21.42%* 14.67%* 5.08%* 3.93%*

3 7.69%* 6.27%* 3.07%* 1.02%*

4 7.46%* 6.08%* 2.89%* 0.90%*

5 5.79%* 4.61%* 1.38%* 0.30%*

6 8.57%* 2.92%* 2.70%* 0%

7 5.55%* 2.67%* 2.63%* 0%

8 0% 2.74%* 5.19%* 0%

9 0% 3.79%* 0%

10 0 2.5%* 0%

11 0%

branch coverage-based prioritization.

The null hypothesis H0x for each of the above-defined hypotheses Hx is

that the MR sets generated by the Statement Centrality-based and Variable-based

prioritization method perform equal to or worse than the MR sets generated by

the statement and branch coverage-based prioritization in terms of fault detection

effectiveness.

Table 4.12 and Table 4.13 show the relative improvement in fault detection

percentage between the MR sets generated by the Statement Centrality-based

prioritization approach and the MR sets generated by a statement coverage and

branch-based prioritization approaches for BBMap, LingPipe, Linear Regression,
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Table 4.14: Average relative improvement in fault detection effectiveness using
Variable-based approach over statement and branch coverage-based prioritization
approaches

MR Set-Size BBMap LingPipe Linear Regression Naive Bayes

1 33.33%* -3.70% 26.66%* 43.37%*

2 25%* -13.41%* 20.03%* 9.40%*

3 4.61%* 0% 16.92%* 2.04%*

4 4.47%* 3.91%* 13.04%* 0.90%

5 5.79%* 3.15%* 8.33%* 0.30%

6 8.57%* 1.03% 5.40%* 0%

7 5.55%* 0% 7.89%* 0

8 0% 0% 6.49%8 0

9 0% 3.79%* 0%

10 0 2.5%* 0%

11 0%

and Naive Bayes respectively. For the BBMap program, Statement Centrality-

based prioritization had a higher relative improvement in fault detection effectiveness

compared to the statement and branch coverage-based prioritization for all the MR

set sizes. Therefore, we can reject the null hypothesis H5 for BBMap. Similarly, for

the Linear Regression program, the Statement Centrality-based approach had higher

fault detection effectiveness compared to the statement and branch coverage-based

approach for all the MR set sizes. Therefore, we can reject the null hypothesis H5

for Linear Regression. For Naive Bayes, the Statement Centrality-based approach

provided higher fault detection effectiveness for MR set size m = 1 to m = 5

when compared to statement and branch coverage-based prioritization. Therefore,
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in general, we can reject the null hypotheses H05 for Naive Bayes only for MR set

sizes m = 1 to m = 5.

Table 4.14 shows the relative improvement in fault detection percentage shown

by the Variable-based prioritization approach and Code Coverage-based prioritization

approaches for BBMap, LingPipe, Linear Regression, and Naive Bayes respectively.

For BBMap and Linear Regression programs, Variable-based prioritization provided

higher relative improvement in fault detection effectiveness compared to statement

and branch coverage-based prioritization for all MR set sizes. Therefore, we can

reject the null hypotheses H06 for BBMap and Linear Regression. For Naive Bayes,

the Statement Centrality-based approach provided higher relative improvement in

fault detect effectiveness for MR set size m = 1 to m = 5 when compared to branch

coverage. Therefore, in general, we can reject the null hypotheses H06 for Naive Bayes

only for MR set size m = 1 to m = 5.

In practice, these increases in improvements in fault detection effectiveness

translate to potentially detecting more faults using our proposed approach when

compared to coverage-based MR prioritization methods.

4.6.4 RQ4: Comparison of Statement Centrality-based and Variable-based MR

prioritization approach against the Fault-based prioritization approach

In this research question, we evaluate whether the Statement Centrality-based

and Variable-based ranking approaches outperform Fault-based approaches. To

answer the research question, we formulate the following hypotheses:

H7: For a given MR set of size m, the fault detection effectiveness of the MR

set produced using Statement Centrality-based prioritization is higher than

the fault detection effectiveness of the MR set produced by the Fault-based

prioritization.
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H8: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Variable-based prioritization is higher than the fault detection

effectiveness of the MR set produced by the Fault-based prioritization.

The null hypothesis H0x for each of the above-defined Hypotheses Hx is

that the MR sets generated by the Statement Centrality-based and Variable-based

prioritization method perform equal to or worse than the MR sets generated by the

Fault-based prioritization in terms of fault detection effectiveness.

Table 4.15 shows the relative improvement in fault detection percentage between

the MR sets generated by the Statement Centrality-based prioritization approach

and the MR sets generated by Fault-based prioritization approaches for BBMap,

LingPipe, Linear Regression, and Naive Bayes respectively. For the BBMap program,

the Statement Centrality-based approach selected MR with the highest fault detection

effectiveness and placed it first in the prioritized MR order. Subsequently, from MR

set sizes 2 to 8, the proposed approach showed higher relative improvement in the

fault detection when compared to the Fault-based. Therefore we can reject the null

hypotheses H07 for BBMap. For the LingPipe program, the Fault-based approach

provides less than 5% improvement in fault detection effectiveness for MR set sizes

m = 2 to m = 10 when compared to the Statement Centrality-based approach.

Therefore, we can not reject the null hypothesis H07 for LingPipe. Similarly for

Linear Regression, the Fault-based approach provided a relative improvement in fault

detection of less than 10% when compared to the Statement Centrality approach for

MR set sizes m = 1 to m = 8. Therefore, we can reject the null hypothesis H07

for Linear Regression only for MR set sizes m = 1 to m = 8. For Naive Bayes, the

Statement Centrality-based approach performs equal to the Fault-based approach for

MR set size m = 4 to m = 10. Therefore, we can reject the null hypotheses H07 for

the Naive Bayes program. Also, the Statement Centrality approach performed closer
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to the Fault-based approach for all the subject programs.

Table 4.16 shows the relative improvement in fault detection percentage between

the MR sets generated by the Variable-based prioritization approach and the MR

sets generated by Fault-based prioritization approaches for BBMap, LingPipe, Linear

Regression, and Naive Bayes respectively. For the BBMap program, the Variable-

based approach showed higher relative improvement in the fault detection when

compared to the Fault-based for all the MR set sizes m = 3 to m = 8. Therefore we

can reject the null hypotheses H08 for BBMap. For the LingPipe program, the Fault-

based approach provides less than 15% improvement in fault detection effectiveness

for MR set sizes m = 2 to m = 10 when compared to the Variable-based approach.

Therefore, we cannot reject the null hypothesis H08 for LingPipe. Similarly for Linear

Regression, the Variable-based approach provided higher fault detection from MR set

sizes m = 2 to m = 4 when compared to the Fault-based. Also, Variable-based

approach performed is equal to Fault-based approach for MR set size m = 6 to

m = 11. Therefore, we cannot reject the null hypothesis H08 for Linear Regression.

Similarly, for Naive Bayes, the Statement Centrality-based approach performs equal

to the Fault-based approach for all the MR set sizes. Therefore, we cannot reject the

null hypotheses H08 for Naive Bayes and Variable-based approach performed closer

to the Fault-based approach for the subject programs. Our results indicated that the

proposed approaches outperformed Fault-based approach for BBMap. For Lingpipe,

Linear Regression and Naive Bayes, Fault-based approach provided 1-10% increase

over our proposed approaches and thus performed closer to Fault-based approach.

4.7 Threat to Validity

External Validity: Statement Centrality-based approach does not work

effectively for programs having limited use, definition, and dependencies of data
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Table 4.15: Average relative improvement in fault detection effectiveness using Fault-
based approach over Statement Centrality-based prioritization approach

MR Set-Size BBMap LingPipe Linear Regression Naive Bayes

1 0% 16.50%* 27.65%* 20.48%*

2 -4.41%* 3.06%* 3.22%* 5.26%

3 -4.28%* 2.81%* 5.97%* 1.01%

4 -6.94%* 2.28%* 2.81%* 0%

5 -4.10%* 1.19%* 12.32%* 0%

6 -5.26%* 0.94%* 7.89%* 0%

7 -3.94%* 0.67% 5.12%* 0%

8 0% 0.48% 1.23%* 0%

9 0.05% 0% 0%

10 0% 0% 0%

11 0%

in programs. This issue is mitigated using the data diversity-based approach for

prioritization of MRs discussed in Chapter 5. We have generated approximately 200

mutants for the validation of our proposed approach for each subject. However, the

number of mutants used may be low.

Internal Validity: We selected only local variables and array variables were

excluded to reduce the dynamic analysis and source code monitoring time. Also, the

number of variables was selected and determined considering the execution time of

the MRs. However, the number of internal variables selected could be low. In a

situation when the coverage of source and follow-up test case for an MR is the same,

then the Statement Centrality-based approach becomes ineffective. However, in such

scenarios, Variable-based approach could be a better alternative to use.



95

Table 4.16: Average relative improvement in fault detection effectiveness using Fault-
based approach over Variable-based prioritization approach

MR Set-Size BBMap LingPipe Linear Regression Naive Bayes

1 0% 34.60%* 5.26%* 0%

2 0% 18.13%* -9.85%* 0%

3 -1.47%* 12.72%* -6.57%* 0%

4 -4.28%* 10.38%* -6.41%* 0%

5 -4.10%* 10.30%* 5.12%* 0%

6 -1.36% 9.89%* 5.12%* 0%

7 -3.94%* 6.93%* 0% 0%

8 0% 4.45%* 0% 0%

9 1.07% 0% 0%

10 0% 0% 0%

11 0%

4.8 Summary

In this work, we developed automated approaches for MR prioritization to

improve the efficiency and effectiveness of MT. These approaches use (1) Statement

Centrality information and (2) internal variable values to prioritize MRs. We

conducted an empirical study to evaluate the effectiveness of the developed approaches

using four complex open-source software systems and machine learning programs.

Our results indicate that the Statement Centrality and Variable-based approach

outperforms the random and Code Coverage-based approach for subject programs.

Also, our proposed approaches performed closer to Fault-based and Optimal ordering

for the subject programs. Our results indicated that the proposed approach reduced
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the time taken to detect a fault by 79% for BBMap and 47% for LingPipe. Also, the

average percentage of fault detected by our proposed approaches was higher than the

random approach.
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CHAPTER FIVE

DATASET DIVERSITY APPROACH

5.1 Motivation

Machine learning (ML) is increasingly deployed in large-scale software and

safety-critical systems due to recent advancements in deep learning and reinforcement

learning. The software applications powered by ML are applied and utilized in

our daily lives; from finance, and energy, to health and transportation. AI-related

accidents are already making headlines, from inaccurate facial recognition systems

causing false arrests to unexpected racial and gender discrimination by machine

learning software [46] [96] [30]. Also, a recent incident with an Uber autonomous

car resulted in the death of a pedestrian [63]. Thus, ensuring the reliability and

conducting rigorous testing of machine learning systems is very vital to prevent any

future disasters.

ML-based systems exhibit non-deterministic behavior and reason in a probabilis-

tic manner. Also, the output is learned and predicted by a machine learning model

as result do not have an expected output to compare against the actual output. As a

result, the correctness of the output produced by machine learning-based applications

cannot be easily determined and suffer from test oracle problem [47,56,60,91].

Previous work [77] has shown that several MRs detect the same type of fault

and differ only in fault detection effectiveness. Also, each MR in a machine learning

application can have multiple source and follow-up test cases, as a result, the execution

time of the MRs increases drastically. The source and follow-up test cases in an MR

represented as training data set could take several days to train and build a machine

learning model for a large training data set. Hence, prioritization of MRs is important
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for conducting effective metamorphic testing on these programs. Also, Prior work [76]

introduced approaches to prioritize MRs based on Code Coverage and Fault-based

approach. Further, the Code Coverage-based approach does not work effectively for

machine learning-based applications since the data used for training determines the

program logic. A machine learning program is usually just a sequence of library

function invocations and as a result, 100% code coverage can be easily achieved when

at least one test input is processed [32,69].

To this end, in this work, we propose methods for MR prioritization for machine

learning programs. The MR prioritization method proposed in this work qualitatively

identifies the diversity between the source and follow-up training data set in an

MR. Therefore, we propose four metrics to prioritize metamorphic relations based

on diversity in the data set between the source and follow-up test case. Our intuition

behind the metrics is that greater the diversity in the data set, then greater the

possibility of introducing fault in the machine learning model. Figure 5.1 explains

our proposed approach. In the following subsection, I shall explain each of the metrics

in detail.

5.2 Proposed Approach

In this Section, we discuss our proposed method for the prioritization of MRs.

Figure 5.1 shows the steps for prioritizing MRs. In this approach, we prioritize the

MRs as follows:

1. Let the set of source test cases in an MR used for testing the SUT be the

prioritizing source test cases (Tsp).

2. Let the set of follow-up test cases in an MR used for testing the SUT be the

prioritizing follow-up test cases (Tfp).
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Figure 5.1: Steps for MR prioritization of ML Programs

3. For (Tsp) and (Tfp), apply the proposed metric: rule based, anomaly detection,

Clustering-based and Data Distribution. The metrics are discussed in detail in

Section 5.2.1 to Section 5.2.4.

4. For (Tsp) and (Tfp), apply the proposed metric: rule based, anomaly detection,

Clustering-based and Data Distribution and get the MR diversity value of each

MR based on the formulas provided in Section 5.2.1 to Section 5.2.4.

5. MR diversity value calculated using the metrics for each MR is normalized using

the following steps:

(a) Let the set of MR diversity value of MRs be DMRv.

(b) Identify minimum and maximum value in DMRv. Let minimum value be

Minv and maximum value be Maxv.

(c) For each MR diversity value v ∈ DMRv, generate the normalized MR
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diversity value using the formula below:

NMR =
v −Minv

Maxv −Minv

(5.1)

Where NMR represents the normalized MR diversity value.

6. Prioritize the normalized MR diversity values and select the top n MRs from

the prioritized ordering to execute based on the resources available for testing.

Our proposed metrics are explained in detail below.

5.2.1 Rule Based Classifier

Rule-based classifiers are just another type of classifier which makes the class

decision by using various if-then rules. We apply a Rule-based classifier to the source

and follow-up test cases in a metamorphic relation to determine the diversity between

the test cases. We hypothesize that if greater the diversity in the classification rules

between the source and follow-up test case, then greater the performance of the

model and greater the possibility of detecting a fault in the ML system. We apply

the following steps.

1. Let the set of source test cases used for testing SUT be the prioritizing source

test cases (Tsp).

2. Let the set of follow-up test cases of the SUT be the prioritizing follow-up test

cases (Tfp).

3. Apply Sequential Covering Algorithm (CN2) on Tsp and Tfp and obtain the

rules.

4. Remove same rules detected between Tsp and Tfp.
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5. Calculate the total rules identified in Tsp and Tfp. Let Totalsr and Totalfr

represent the total rules in Tsp and Tfp respectively.

6. We calculate the diversity of MR using the formula below:

RMR = | (Totalsr)− (Totalfr) | (5.2)

Where RMR represent the diversity of the MR.

5.2.2 Anomaly Detection

Anomaly detection (or outlier detection) is the identification of rare items, events

or observations which raise suspicions by differing significantly from the majority of

the data. We apply anomaly detection to identify outliers in the source and followup

test cases in the metamorphic relation. We hypothesize that greater the diversity in

outliers detected between the source and followup, greater the possibility of detecting

fault in the machine learning model. We apply the following steps.

1. Let the set of source test cases used for testing SUT be the prioritizing source

test cases (Tsp).

2. Let the set of follow-up test cases of the SUT be the prioritizing follow-up test

cases (Tfp).

3. Apply K Nearest Neighbour (KNN) algorithm to Tsp and Tfp and identify outlier

instances.

4. Remove same outliers detected between Tsp and Tfp.

5. Calculate the total outliers in Tsp and Tfp respectively. Let Totalso and Totalfo

be the sum of outlier detected in Tsp and Tfp respectively.
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6. We calculate the diversity of MR using the formula below:

OMR = | (Totalso)− (Totalfo) | (5.3)

Where OMR represent the diversity of the MR.

5.2.3 Clustering-based

In this metric, we partition the input space ie. all possible inputs into different

region and determine how the data is distributed in the space. To achieve this,

we use clustering methods which simply try to group similar patterns into clusters

whose members are more similar to each other based on some distance measure than

to members of other clusters. We hypothesize that greater the diversity in patterns

detected between the source and followup, greater the possibility of detecting fault

in the machine learning model. We apply the following steps.

1. Let the set of source test cases used for testing SUT be the prioritizing source

test cases (Tsp).

2. Let the set of follow-up test cases of the SUT be the prioritizing follow-up test

cases (Tfp).

3. Apply K mean algorithm to Tsp and Tfp and identify clusters. Let clusters of

Tsp and Tfp be Scl and Fcl.

4. Find the distance between the clusters by calculating the euclidean distances

between the clusters in Scl. Let the total distance between the clusters be Tscds.

5. Determine the size of each cluster in Scl. Let the total size of the clusters in Scl

be Tssc.
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6. Find the distance within the cluster by calculating the average of the distances

from observations to the centroid of each cluster in Scl. Let average distance

within the cluster in Scl be Ascd.

7. Apply the steps 4 to 6 to Fcl respectively. Let Tfcds be the total distance

between the clusters, Tfsc be the total size of the clusters and Afcd be the

average distance within the cluster.

8. We calculate the diversity of MR using the formula below:

CMR = | (Tscds+Tssc+Ascd)-(Tfcds+Tfsc+Afcd) | (5.4)

Where CMR is the diversity of MR.

5.2.4 Data Distribution

Data distribution is a function which specifies all the possible values of the

data. In this metric, we used shape and spread of Data Distribution of dataset

to find diversity of metamorphic relations. The spread of distribution involves

calculating range, variance and standard deviation of the source and follow-up test

cases. Similarly, shape of distribution involves calculating skewness and kurtosis of

the source and follow-up test cases of the MR. We hypothesize that larger the diversity

in the data distribution between the source and follow-up test cases of the MR, then

greater the possibility of introducing fault in the model. We apply the following steps.

1. Let the set of source test cases used for testing SUT be the prioritizing source

test cases (Tsp).

2. Let the set of follow-up test cases of the SUT be the prioritizing follow-up test

cases (Tfp).
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3. Calculate the skewness and kurtosis for Tsp. Let STsk be the sum of skewness

and kurtosis for Tsp.

4. Calculate range, variance and standard deviation for Tsp. Let STrvs be the sum

of variance, range and standard deviation for Tsp.

5. Apply step 3 and 4 to Tfp. Let FTsk and FTrvs be the shape and spread of

distribution for Tfp.

6. We calculate the diversity of MR using the formula below:

DDMR = | (STsk+STrvs)-(FTsk+FTrvs| (5.5)

Where DDMR is the diversity of MR.

5.3 Evaluation

In this work, we plan to evaluate the utility of the developed prioritization

approaches on the following aspects: (1) fault detection effectiveness of MR sets,

(2) effective number of MRs required for testing, (3) time taken to detect a fault

and (4) average percentage of fault detected. We evaluate the effectiveness of the

proposed approaches with (1) a random baseline: this represents the current practice

of executing source and follow-up data set of the MRs in random order. (2) Code

Coverage-based ordering : this represents the MR order based on the statement and

branch-coverage information of the MRs. The approach selects MR which has covered

the highest number of statements or branches and place it in the prioritized MR

ordering. The process continues until all the possible statements or branches are

covered [76]. (3) Fault-based ordering: this represents the MR ordering based on

mutant kill/alive information for each of the MR which is used to prioritize the
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MRs [76]. (4) Optimal ordering: this represents the MR order that yields the

maximum achievable fault detection effectiveness with the given set of MRs and

source/follow-up data set [76].

We conducted experiments to find answers to the following research questions:

1. Research Question 1 (RQ1): How does the proposed MR prioritization approach

based on Data Diversity more effective than the random baseline?

2. Research Question 1 (RQ2): How does the proposed MR prioritization approach

more effective than the Code Coverage-based prioritization?

3. Research Question 3 (RQ3): How does the data-diversity based approach perform

against Fault-based approach?

4. Research Question 4 (RQ4): How does the data-diversity based approach perform

against Optimal ordering of MR?

5.3.1 Evaluation Procedure

To answer the above research questions, we carry out the following validation

procedure similar to previous work [76]:

1. We generate a set of mutants for the SUT. These mutants will be referred to as

the validation set of faults (Fv). Then from the generated mutants, we remove

mutants that give exceptions or mutants that do not finish execution within a

reasonable amount of time from further consideration.

2. We use the method described in Section 5.2 to obtain Data Diversity-based MR

ordering. Then we applied the obtained MR ordering to Fv and log the mutant

killing information.
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3. Creating the random baseline: We generate 100 random MR orderings and

apply each of those orderings to Fv. The mutant killing information for each

of those random orderings is logged. The average mutant killing rates of these

100 random orderings were computed to get the fault detection effectiveness of

the random baseline.

4. Creating the Optimal ordering : Generate by applying the greedy approach to

Fv as follows [76]:

(a) Select the MR that kills the largest number of mutants in Fv and place it

in the Optimal ordering.

(b) Remove the mutants killed by that MR from Fv.

(c) Repeat the previous two steps until all the possible mutants are killed.

5. Creating the Fault-based ordering : Apply greedy approach to Fv as follows [76]:

(a) Select the MR that detected the highest number of faults in Fv and place

it in the prioritized MR ordering.

(b) Remove each f ∈ Fv detected as faulty by that MR.

(c) Repeat steps 5a and 5b until all the possible faults are revealed.

6. Creating the Code Coverage-based ordering : Apply greedy approach on the

statements or branches covered to prioritize the MRs as follows [76]:

(a) Select the MR that covers the highest number of statements or branches

in the program and place it in the prioritized MR ordering.

(b) Remove the statements and branches covered by the MR.

(c) Repeat the previous two steps until all the statements and branches are

covered.
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5.3.2 Evaluation Measures

We used the following measures to evaluate the effectiveness of the MR orderings

generated by our proposed metrics:

1. To measure the fault detection effectiveness of a given set of MRs, we use the

percentage of mutants killed by those MRs.

2. To calculate the effective MR set size we used the following approach: typically,

the fault detection effectiveness of MT increases as the number of MRs used for

testing increases. However, after a certain number of MRs, the rate of increase

in fault detection slows due to factors such as the redundancy of MRs. Therefore

when there is no significant increase in the fault detection between two MR sets

of consecutive sizes of size m and m + 1, where the MR set of size m + 1 is

created by adding one MR to the MR set of size m, the effective MR set size

can be determined. That is, if the difference in fault detection effectiveness of

MR set of size m and MR set of size m+1 is less than some threshold value, m

would be the effective MR set size that should be used for testing. Determining

this threshold value should be done considering the critical nature of the SUT.

In this work, we used two threshold values of 5% and 2.5% as used in previous

related work for determining the oracle data set size [28].

3. We used the following approach to find the average time taken to detect a fault :

for each killable mutant m in Fv, we computed the time taken to kill the mutant

(tm) by computing the time taken to execute the source and follow-up test cases

of the MRs in a given prioritized order until m is killed (here it is assumed that

the source and follow-up test cases for each MR are executed sequentially).

Then the average time taken to detect a fault is computed using the following
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formula: ∑
tm

#killablemutants inFv

4. We calculate Average percentage of fault detected (APFD) developed by Elbaum

et al. [25] [54] [26] that measures the average rate of fault detection per

percentage of test suite execution. The APFD is calculated by taking the

weighted average of the number of faults detected during the execution of MRs.

APFD can be calculated using the formula below:

APFD =
1−MRF1 +MRF2 + ...+MRFm

nm
+

1

2n
(5.6)

Where MRFi represents the fault Fi detected by the metamorphic relations

under evaluation, m represents the number of faults present in the SUT and n

represents the total number of MRs used.

5.3.3 Subject Programs and MRs

We applied the above-mentioned validation procedure to the following four

machine learning programs for evaluating our proposed MR prioritization methods.

• IBk1: K-nearest neighbours (KNN) classifier implementation in the Weka

machine learning library [2]. The input to IBk is a training data set, and a test

data set to represent in .arff format. The output is the classification predictions

made on the instances in the test data set.

• Linear Regression2: linear regression is a linear approach that models the

relationship between the input variables and the single output variable. The

subject program is the linear regression implementation in the weka library.

1http://weka.sourceforge.net/doc.dev/weka/classifiers/lazy/IBk.html
2https://weka.sourceforge.io/doc.dev/weka/classifiers/functions/LinearRegression

http://weka.sourceforge.net/doc.dev/weka/classifiers/lazy/IBk.html
https://weka.sourceforge.io/doc.dev/weka/classifiers/functions/LinearRegression
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Weka latest stable version is 3.8.5, which consists of the multiple linear

regression, named LinearRegression() class. The input to the linear regression

program is a training data set, and a test data set to represent in .arff format.

The output is the prediction made on the instances in the test data set.

• Naive Bayes3: A Naive Bayes classifier is a probabilistic machine learning model

that’s used for the classification task. The subject program is the Naive Bayes

algorithm implementation, named NaiveBayes() class in the Weka library. The

input to the Naive Bayes program is a training data set, and a test data set to

represent in .arff format. The output is a classification made on the instances

in the test data set.

• Convolutional Neural Network4: Convolutional Neural Network (CNN) is a

class of Artificial Neural Network and most commonly applied to analyze

visual imagery. The subject program is the CNN algorithm implementation

in Deeplearning4j library. The input to the CNN is MNIST handwritten digit

data set and the output is to classify the image of a handwritten digit into one

of 10 classes representing integer values from 0 to 9.

5.3.4 Metamorphic Relations

For conducting MT on IBk and Naive Bayes, we used 11 MRs developed by Xie

et al. [87]. These MRs are developed based on the user expectations of supervised

classifiers. These MRs modify the training and testing data so that the predictions

do not change between the source and follow-up test cases. Similarly, for testing

the Linear Regression system, we used 11 MRs developed by Luu et al. [51]. The

properties of the linear regression is related to the addition of data points, the

3https://weka.sourceforge.io/doc.dev/weka/classifiers/bayes/NaiveBayes.html
4https://javadoc.io/doc/org.deeplearning4j/deeplearning4j-nn/latest/index.html

https://weka.sourceforge.io/doc.dev/weka/classifiers/bayes/NaiveBayes.html
https://javadoc.io/doc/org.deeplearning4j/deeplearning4j-nn/latest/index.html
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rescaling of inputs, the shifting of variables, the reordering of data, and the rotation

of independent variables. These MRs were grouped into 6 categories and derived from

the properties of the targeted algorithm. For testing a convolutional neural network,

we used 11 MRs developed by Ding et al. [24]. The MRs were developed on three

levels: system level, data set level, and data item level. The MRs in the data set level

is created based on the relation of the classification accuracy of reorganized training

data sets. The MRs in the data item level is created based on the relation of the

classification accuracy of reproduced individual images.

5.3.5 Source and Follow-up Test Cases

As we described before, MT involves the process of generating source and follow-

up test cases based on the MRs used for testing.

IBk uses a training data set to train the k-nearest neighbor classifier, and a test

data set is used to evaluate the performance of the trained classifier. After executing

the source test case, the output will be the class labels predicted for the test data set,

which is a value from the set {0,1,2,3,4}. The attribute values are randomly selected

within the range [0, 100]. The values of the class label are randomly selected from the

set {0,1,2,3,4,5}. The size of the training testing data sets ranges within [0, 500]. To

generate the follow-up test cases using these source test cases, we applied the input

transformations described in the MRs.

Linear Regression uses a training data set to train the model, and a test data set

is used to evaluate the performance of the trained model. We obtained the training

data from the machine learning repository 5 as the source data set. The training data

contains 515345 instances and 90 attributes. To generate the follow-up data set using

these source data set, we applied the input transformations described in the MRs.

5https://archive.ics.uci.edu/ml/datasets/YearPredictionMSD
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Similarly, for Naive Bayes, we obtained the training data from the machine learning

repository 6 as source data set. The training data contains 48842 instances and 14

attributes. To generate the follow-up data set using these source data set, we applied

the input transformations described in the MRs. For testing the convolutional neural

network, we obtained the training data 7 as the source data set. The training dataset

contains 60000 handwritten digits and 10000 images for testing. To generate the

follow-up test cases using these source test cases, we applied the input transformations

described in the MRs.

5.3.6 Mutant Generation

For each subject program, we aimed at developing generated mutant set to be

used as Fv. For this, we used three automated mutation tools: µJava8, PIT9 and

Major10. For generating mutants using µJava, we used all the method level mutation

operators [52]. With PIT mutation tool [23] and the Major mutation tool [41] we

used all the available mutation operators provided by the tools. All the mutants that

were generated using these tools were first order mutants, where a mutation operator

is used to make a single modification to the source code to generate the mutant.

Table 5.1 shows the number of mutants used for evaluation.

.

6https://archive.ics.uci.edu/ml/datasets/Adult
7http://yann.lecun.com/exdb/mnist/
8https://github.com/jeffoffutt/muJava
9http://pitest.org/

10http://mutation-testing.org/
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Table 5.1: Mutants generated for version vk of the SUTs

Version Subject #Major #PIT # µJava

3.8.6 IBk 1021 N/A 621

3.8.6 Linear Regression 377 73 N/A

3.8.6 Naive Bayes 452 452 N/A

0.9.1 CNN 92 N/A N/A

Table 5.2: Validation Setup

Subject Tsp Fv

IBk Test1 Major

Linear Regression YearPrediction Major

Naive Bayes Adult PIT

CNN MNIST PIT

5.4 Results and Discussion

In this Section, we discuss our experimental results and provide answers to the

two research questions that we listed in Section 5.3. For each subject program,

we carried out the validation procedure described in Section 5.3.1 using the setup

described in Table 5.2. In this setup, we used the generated mutant set for evaluating

the prioritized MR ordering as Fv, and the source test cases as Tsp. For example, in

Table 5.2 for IBk, Test1 refers to the randomly generated data set that we described

in Section 5.3.5. Similarly, for CNN, MNIST refers to the 60000 images used for

training and testing. Adult and YearPrediction refer to the training data set used

for Naive Bayes and Linear Regression programs respectively. Figure 5.2 shows the
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average fault detection effectiveness for evaluation runs described above vs. the MR

set size used for testing, for each subject program. We also plot the percentage of

faults detected by the random baseline, statement, and branch coverage based MR

ordering for comparison. Results for each research question are provided below.

5.4.1 RQ1: Comparison of the MR Prioritization approaches against the Random

Baseline

5.4.1.1 Fault detection effectiveness We formulated the following statistical

hypothesis to answer RQ1 in the context of fault detection effectiveness:

H1: For a given MR set of size m, the fault detection effectiveness of the MR

set produced by the Data Diversity-based approach is higher than that of the

random baseline.

The null hypothesis H0x for each of the above-defined hypotheses HX is that the Data

diversity-based approaches perform equal to or worse than the random baseline.

In Table 5.3 to 5.6, we list the relative improvement in average fault detection

effectiveness for the Data Diversity-based method over the currently used random

approach of prioritizing MRs for Linear Regression, Naive Bayes, IBk, and CNN

respectively. To evaluate the above hypotheses, we used the paired permutation test

since it does not make any assumptions about the underlying distribution of the

data [31]. We apply the paired permutation test to each MR set size for each of the

subject programs with α= 0.05, and the relative improvements that are significant

are marked with a *.

As shown in Table 5.3, for IBk, Rule-based metric shows improvements in

average fault detection effectiveness over the random approach for all the MR set

sizes except for the last MR set size. Particularly, among the different MR set sizes,

the increase in fault detection percentage varies from 1.23% to 29.5%. Therefore, we
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reject the null hypothesesH01 for IBk for Rule-based, Anomaly, Clustering-based, and

Data Distribution-based metrics. Similarly for Linear Regression, Table 5.4 indicates

that the Anomaly-based, Clustering-based and Data Distribution-based metrics show

consistent significant improvements in fault detection over random. Therefore we can

reject H01 in general for Regression. The fault detection varies from 2.5% to 30%

for the three metrics. Table 5.5 shows the relative improvement in the average fault

detection percentage for Naive Bayes. Our proposed metrics shows improvements

for MR set sizes m = 1 to m = 5. Also overall, the relative improvement across

MR prioritization methods varies between 0% - 40%. Therefore we reject H01 in

general for Naive Bayes. Table 5.6 shows the relative improvement in the average

fault detection percentage for CNN. Clustering-based metric shows improvements for

all MR set sizes except MR set size m = 5. Also overall, the relative improvement

across MR prioritization methods varies between 0% -66%. Therefore we can reject

H01 in general for CNN.

Therefore our Data Diversity-based approach outperforms the random approach

for all our subject programs.

5.4.1.2 Effective number of MRs used for Testing In Figure 5.2, we show the

effective number of MRs using the fault detection thresholds for the subject programs.

The pink vertical lines represent effective MR set size when using the Rule-based,

green vertical line represents Data Distribution, the brown vertical line represents

the Clustering-based and the orange vertical lines represent the same for the random

baseline. The respective thresholds are shown near each vertical line.

Similarly for CNN, the Clustering-based approach provides an effective MR set

the size of 2 for the 2.5% threshold and the random approach provides an effective

MR set size of 4 for the 2.5% threshold. In Naive Bayes, the Anomaly-based approach



115

Table 5.3: Relative improvement in fault detection effectiveness of the Data Diversity-
based approach compared to random baseline for IBk

MR

Set-Size

Rule-

based

Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 29.54%* 29.54%* 25%* 20.45%*

2 17.54%* 8.77%* 5.26%* 19.29%*

3 11.11%* 3.17%* 9.52%* 9.52%*

4 5.88%* 1.47%* 4.41%* 2.94%*

5 5.63%* 4.22%* 7.04%* 2.81%*

6 5.40%* 1.35%* 4.05%* 0%

7 6.57%* 0% 1.31%* 0%

8 5.12%* 0% 0% 0%

9 5%* 1.25%* -2.5% 3.75%*

10 2.43%* 1.21* -1.21% 2.43%*

11 0% 0% 0% 0%

provides an effective MR set size of 1 for the 2.5% threshold and the random approach

provides an effective MR set size of 3 for the 2.5% threshold. In Linear Regression,

the Data Diversity-based approach provides an effective MR set size of 1 for the 2.5%

threshold and the random approach provides an effective MR set size of 7 for the 2.5%

threshold. This practically leads to 85% reduction in MR set size when compared

to the random approach. Therefore for all the subject programs, using our proposed

methods resulted in a reduction in the effective MR set size compared to using a

random ordering of MRs.
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Table 5.4: Relative improvement in fault detection effectiveness of the Data Diversity
based approaches compared to random baseline for Linear Regression

MR Set-Size Anomaly-based Clustering-based Data Distribution

1 30.43%* 30.43%* 30.43%*

2 3.38%* 6.77%* 8.47%*

3 -6.15% 1.53%* 9.23%*

4 5.79%* 1.44%* 5.79%*

5 8.33%* 1.38%* 13.88%*

6 6.75%* 1.35%* 10.81%*

7 7.89%* 0%* 7.89%*

8 6.49%* 2.59%* 6.49%*

9 5.12%* 5.12%* 5.12%*

10 2.5%* 2.5%* 2.5%*

11 0% 0% 0%

5.4.1.3 The average time taken to detect a fault Table 5.7 shows the average

time taken to detect a fault in Linear Regression and IBk respectively. As shown in

these results, using Data Distribution resulted in significant reductions in the average

time taken to detect a fault by 26% when compared to a random baseline. Table 5.8

shows the time taken to generate the metrics for the SUT. We observed that the time

taken to generate the metrics for the SUT was less than a minute. Therefore, our

proposed approach is time and cost-effective when prioritizing MRs.

5.4.1.4 Average percentage of fault detected Table 5.9 shows the APFD for

the SUT. We can observe that for all our subject programs, our proposed metrics

provided higher APFD values between 0.72-0.92 when compared to random-based
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Table 5.5: Relative improvement in fault detection effectiveness of the Data Diversity-
based approach compared to random baseline for Naive Bayes

MR

Set-Size

Rule-

based

Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 38.02%* 40.84%* 40.84%* 40.84*

2 8.69%* 8.69%* 8.69%* 8.69*

3 2.04%* 2.04%* 2.04%* 2.04%*

4 1.01%* 1.01%* 1.01%* 1.01*

5 1.01%* 1.01%* 1.01%* 1.01*

6 0% 0% 0% 0%

7 0% 0% 0% 0%

8 0% 0% 0% 0%

9 0% 0% 0% 0%

10 0% 0% 0% 0%

prioritization. As a result, our metrics provide a higher rate of fault detection when

compared to the random approach.

5.4.2 RQ2: Comparison of proposed MR Prioritization approach against Code

Coverage-based approach

In this research question, we evaluate whether the Data Diversity-based approach

outperforms the Code Coverage-based approach. To answer the research question,

we formulate the following hypotheses:

H2: For a given MR set of size m, the fault detection effectiveness of the MR

set produced using a Data Diversity-based approach is higher than the fault
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Table 5.6: Relative improvement in fault detection effectiveness of the Data Diversity-
based approach compared to random baseline for Convolutional Neural Network

MR Set-Size Anomaly-based Clustering-based

1 2.38%* 66.66%*

2 1.81%* 27.27%*

3 1.63%* 14.75%*

4 1.51%* 6.06%*

5 1.44%* 1.44%*

6 1.38%* -2.77%*

7 1.35%* 8.18%*

8 1.31%* 5.26%*

9 1.29%* 3.89%*

10 1.28%* 2.56%*

11 0% 0%

detection effectiveness of the MR set produced by the Code Coverage-based

prioritization.

The null hypothesis H0x for each of the above-defined Hypotheses Hx is that the

MR sets generated by the proposed method perform equal to or worse than the MR

sets generated by the Code Coverage-based prioritization in terms of fault detection

effectiveness.

Table 5.10 and Table 5.11 show the relative improvement in fault detection

percentage between the MR sets generated by the Data Diversity-based approach

over statement and branch coverage-based approach for IBk. We observed that the

Rule-based, anomaly, and Clustering-based metric provided improvement in fault
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Table 5.7: Comparison of average time taken to detect a fault using Data Diversity
method and Random baseline for Linear Regression and IBk

Subject Tsp Data Dis-

tribution

Rule

Based

Random

Baseline

% Time

Reduc-

tion

IBk Test1 - 8910.80s 12562.49s 29.06%

Linear

Regression

Prediction 17057.43s - 21609.766s 26.06%

detection over the statement coverage-based approach for all the MR set sizes except

m = 11. Therefore we can reject the null hypotheses H02.

Table 5.12 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Code Coverage-

based approach for Naive Bayes. We observed that all the metrics provided

improvement in fault detection for MR set size m = 1 to m = 4. Therefore

we cannot reject the null hypotheses H02 in general for Naive Bayes. Table 5.13

shows the relative improvement in fault detection percentage between the MR sets

generated by the Data Diversity-based approach over statement and branch coverage-

based approach for Linear Regression. We observed that Anomaly-based and Data

Distribution metrics provided improvement in fault detection only for all MR set sizes

except m = 11. Therefore we reject the null hypotheses H02 in general for Linear

Regression. Table 5.14 shows the relative improvement in fault detection percentage

between the MR sets generated by the Data Diversity-based approach over statement

and branch coverage-based approach for CNN. We observed that the Clustering-

based approach showed improvement in fault detection for all the MR set sizes and

the Anomaly-based approach showed improvement in fault detection only for MR set
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Table 5.8: Time taken to generate the metrics for SUT

SUT Rule-

based

Anomaly-

based

Clustering-

based

Data Dis-

tribution

IBk 9 sec 7 sec 17 sec 6 sec

Linear

Regression

- 4 sec 20 sec 3 sec

Naive

Bayes

8 sec 6 sec 18 sec 5 sec

CNN N/A 200 sec 300 sec N/A

Table 5.9: Average percentage of fault detected for subject programs

Subject Data Dis-

tribution

Rule

Based

Clustering

Based

Anomaly

Based

Random

Based

IBk 0.85 - 0.91 0.72 0.72

Linear

Regression

0.89 0.92 0.97 0.95 0.78

CNN - - 0.95 0.95 0.85

Naive

Bayes

0.90 0.93 0.95 0.92 0.67

sizes m = 1 to m = 5. Therefore, we reject the null hypothesis H02 in general for

Clustering-based metrics. Overall, our proposed metrics outperform the statement

and branch coverage-based approach for the subject programs.
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Table 5.10: Average relative improvement in fault detection effectiveness of Data
Diversity-based approach over statement coverage based approach for IBk

MR

Set-Size

Rule-based Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 39.02%* 3.20%* 34.14%* 14.63*

2 36.73%* 26.53%* 22.44%* 6.12%*

3 9.37%* 1.56%* 7.81%* 10.93%*

4 7.46%* 2.98%* 5.97%* 1.49%*

5 8.69%* 7.24%* 10.14%* 0%

6 8.33%* 4.16%* 6.94%* 2.77%*

7 9.45%* 2.70%* 4.05%* 2.70%*

8 7.89%* 2.63%* 2.63%* 2.63%*

9 5.0%* 1.25%* -2.50%* 3.75%*

10 2.43%* 1.21% -1.21% 2.43%*

11 0% 0% 0% 0%

5.4.3 RQ3: Comparison of Data Diversity-based MR prioritization approach against

the Fault-based prioritization approach

In this research question, we evaluate whether the Data Diversity-based ranking

approach outperforms Fault-based approaches. To answer the research question, we

formulate the following hypotheses:

H3: For a given MR set of size m, the fault detection effectiveness of the MR

set produced using Data Diversity-based is higher than the fault detection

effectiveness of the MR set produced by the Fault-based prioritization.

The null hypothesis H0x for each of the above-defined Hypotheses Hx is that
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Table 5.11: Average relative improvement in fault detection effectiveness of Data
Diversity-based approach over branch coverage based approach for IBk

MR

Set-Size

Rule-based Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 26.66%* 26.66%* 22.22* 22.22%*

2 36.73%* 26.53%* 22.44%* 6.12%*

3 11.11%* 3.17%* 9.52%* 9.52%*

4 5.88%* 1.47%* 4.41%* 2.49%*

5 5.63%* 4.22* 7.04%* 2.81%*

6 6.84%* 2.73%* 5.47%* 1.36%*

7 8%* 1.33%* 2.66%* 1.33%

8 6.49%* 1.29%* 1.29%* 1.29%

9 6.32%* 2.53%* -1.26% 5.06%*

10 2.43%* 1.21%* -1.21%* 2.43%*

11% 0% 0% 0% 0%

the MR sets generated by the Data Diversity-based method perform equal to or

worse than the MR sets generated by the Fault-based prioritization in terms of fault

detection effectiveness.

Table 5.15 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Fault-based

approach for IBk. We observed that the Rule-based metric provided improvement

in fault detection over Fault-based approach for all the MR set sizes except m = 3,

m = 4, m = 10 and m = 11. Therefore, we can reject the null hypothesis H3 for Rule-

based metric except for MR set sizes m = 3, m = 4, m = 10 and m = 11. Similarly,

the Anomaly-based method did not show improvement over the Fault-based except
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Table 5.12: Average relative improvement in fault detection effectiveness of Data
Diversity-based approach over statement and branch coverage based approach for
Naive Bayes

MR

Set-Size

Rule-based Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 40%* 42.85%* 42.85* 42.85%*

2 9.80%* 9.89%* 9.89%* 9.898%*

3 2.04%* 2.04%* 2.04%* 2.04%*

4 1.01% 1.01% 1.01% 1.01%

5 0% 0% 0% 0%

6 0% 0% 0% 0%

7 0% 0% 0% 0%

8 0% 0% 0% 0%

9 0% 0% 0% 0%

10 0% 0% 0% 0%

for MR set size m = 1. Therefore, we can reject the null hypothesis H3 for Anomaly-

based metrics. Clustering-based metric showed improvement over Fault-based for all

the MR set sizes except m = 9, m = 10 and m = 11. Therefore, we can reject

the null hypothesis H3 for Clustering-based metric. Also Data Distribution metric

showed improvement over Fault-based for MR set sizes m = 6 to m = 11. Therefore

we cannot we can reject the null hypothesis H3 for MR set sizes m = 6 to m = 11.

Therefore, Clustering-based metric outperforms Fault-based approach. Rule-based

and Data Distribution metric performs closer to Fault-based approach.

Table 5.16 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Fault-based ap-
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Table 5.13: Average relative improvement in fault detection effectiveness of Data
Diversity-based approach over statement and branch coverage based approach for
Linear Regression

MR Set-Size Anomaly-based Clustering-based Data Distribution

1 33.33%* 30.43%* 33.33%*

2 6.71%* 6.77%* 8.47%*

3 1.53%* 1.53%* 9.23%*

4 1.44%* 1.44%* 5.79%*

5 1.38%* 1.38%* 13.88%*

6 1.35%* 1.35%* 10.81%*

7 0% 0% 7.89%*

8 2.59%* 2.59%* 6.49%*

9 3.79%* 5.12%* 3.79%*

10 2.5%* 2.5%* 2.58%*

11 0% 0% 0%

proach for Linear Regression. We observed that Anomaly-based showed improvement

over linear regression for all MR set sizes. Therefore, we can reject the null hypothesis

H3 for Anomaly-based. Similarly clustering and Data Distribution-based metric did

not show improvement over Fault-based for all MR set sizes. Therefore, we cannot

reject the null hypothesis H3. Results indicate that the Anomaly-based metric

outperforms the Fault-based approach and the data-distribution metric performs

equally with the Fault-based approach.

Table 5.17 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Fault-based

approach for Naive Bayes. We observed that all the metrics provided no improvement
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Table 5.14: Average relative improvement in fault detection effectiveness of Data
Diversity-based approach over statement and branch coverage based approach for
Convolutional Neural Network

MR Set-Size Anomaly-based Clustering-based

1 86.95%* 204.38%*

2 1.81%* 27.27%*

3 0% 12.90%*

4 1.51%* 6.06%*

5 0% 0%

6 1.38%* -2.77%

7 1.35%* 8.10%*

8 1.31%* 5.26%*

9 0% 2.56%*

10 0% 1.26%*

11 0% 0%

in fault detection for all the MR set sizes. Therefore we cannot reject the null

hypotheses H03 in general for Naive Bayes. Also, results indicate that the Data

Diversity approach performs equal to the Fault-based approach.

Table 5.18 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Fault-based

approach for CNN. We observed that the metrics did not provide improvement in

fault detection for the MR set sizes except for MR set sizes m = 1. Therefore we

cannot reject the null hypotheses H03 in general for CNN.
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Table 5.15: Average relative improvement in fault detection effectiveness of Data
Diversity-based approach over Fault-based approach for IBk

MR

Set-Size

Rule-based Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 3.63%* 3.61%* 34.14%* -22.22%*

2 3.07%* -4.51%* 22.44%* -6.12%*

3 -2.77%* -9.72%* 7.81%* -9.52%*

4 -2.70%* -6.75%* 5.97%* -2.94%*

5 1.35%* 0% 10.14%* -2.81%*

6 4%* 0% 6.94%* 1.36%*

7 5.19%* -1.29%* 4.05%* 1.33%*

8 1.23%* -3.70%* 2.63%* 1.29%*

9 0% -3.57%* -2.5% 5.06%*

10 0% -1.29%* -1.21% 2.43%*

11 0% 0% 0% 0%

5.4.4 RQ4: Comparison of Data Diversity-based MR prioritization approach against

the Optimal ordering

In this research question, we evaluate whether the Optimal ordering outperforms

the Data Diversity-based ranking. To answer the research question, we formulate the

following hypotheses:

H4: For a given MR set of size m, the fault detection effectiveness of the MR set

produced using Optimal ordering is higher than the fault detection effectiveness

of Data Diversity-based prioritization.

The null hypothesis H0x for each of the above-defined hypotheses Hx is that
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Table 5.16: Average relative improvement in fault detection effectiveness of Data
Diversity-based approach over Fault-based approach for Linear Regression

MR Set-Size Anomaly-based Clustering-based Data Distribution

1 30.43%* 0% 0%

2 3.38%* -1.56%* -11.11%*

3 -6.15% -7.04%* -7.79%*

4 5.79%* -4.10%* -8.75%*

5 8.33%* -10.97%* 0%

6 6.75%* -8.53%* 0%

7 7.89%* -7.31%* 0%

8 6.49%* -3.65% 0%

9 5.12%* 0% 0%

10 2.5%* 0% 0%

11 0% 0% 0%

the MR sets generated by the Optimal ordering perform to or worse than the MR

sets generated by the Data Diversity-based prioritization in terms of fault detection

effectiveness.

Table 5.19 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Optimal MR

ordering for IBk. Optimal ordering shows improvement for all the MR set sizes

except m = 9, m = 10 and m = 11. Therefore, we can reject the null hypothesis

H4. Similarly, Anomaly-based metric shows improvement over Optimal ordering.

Therefore, we cannot the reject null hypothesis H4 for Anomaly-based metrics.

The results also indicate that Rule-based, Clustering, and Data Distribution metric

provided relative improvement in fault detection effectiveness of less than 12% for
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Table 5.17: Average relative improvement in fault detection effectiveness of Data
Diversity-based approach over Fault-based approach for Naive Bayes

MR

Set-Size

Rule-based Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 -2% 0% 0% 0

2 0% 0% 0% 0

3 0% 0% 0% 0

4 0% 0% 0% 0

5 0% 0% 0% 0

6 0% 0% 0% 0

7 0% 0% 0% 0

8 0% 0% 0% 0

9 0% 0% 0% 0

10 0% 0% 0% 0

MR set sizes m = 2 to m = 11 and performs closer to the Variable-based approach.

Table 5.20 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Optimal MR

ordering for Linear Regression. For Anomaly-based, Optimal ordering shows

improvement only for MR set sizes m = 2 to m = 6 and we can reject the null

hypothesis H4 only for MR set sizes m = 2 to m = 6. For Clustering-based, Optimal

ordering shows improvement only for MR set sizes m = 2 to m = 8 and we can reject

the null hypothesis H4 only for MR set sizes m = 2 to m = 8. Similarly, for Data

Distribution, Optimal ordering shows improvement only for MR set sizes m = 2 to

m = 4. Therefore, our Data Diversity-based approach performs closer to the Optimal

approach.
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Table 5.18: Average relative improvement in fault detection effectiveness of Fault-
based approach over Data Diversity-based approach for Convolutional Neural Net-
work

MR Set-Size Anomaly-based Clustering-based

1 62.79%* 0%

2 25%* 14.28%*

3 29.03%* 14.28%*

4 19.40%* 14.28%*

5 14.28%* 14.28%*

6 9.58%* 14.28%*

7 6.66%* 0%

8 3.89%* 0%

9 2.56%* 0%

10 1.26% 0%

11 0% 0%

Table 5.21 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Optimal MR

ordering for Naive Bayes. Our results indicate that the Data Diversity-based approach

performs equal to the Optimal ordering for all MR set sizes. Therefore, we cannot

reject the null hypothesis H4 for Naive Bayes.

Table 5.22 shows the relative improvement in fault detection percentage between

the MR sets generated by the Data Diversity-based approach and Optimal MR

ordering for Convolutional Neural Network. Optimal ordering shows improvement

over Anomaly-based for all MR set sizes and null hypothesis H4 cannot be rejected.

In comparison, Optimal ordering shows improvement over Clustering-based only on
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Table 5.19: Average relative improvement in fault detection effectiveness of Optimal
ordering over Data diversity-based approach for IBk

MR

Set-Size

Rule-based Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 3.50%* -28.07%* 34.14%* 57.14*

2 5.97%* -20.96%* 22.44%* 41.30%*

3 10%* -1.53%* 7.81%* 26.31%*

4 12.5%* -2.98%* 5.97%* 12.12%*

5 9.33%* -6.75%* 10.14%* 7.24%

6 6.41%* 4%* 6.94%* 1.35%*

7 3.70%* -2.63%* 4.05%* 1.31%*

8 2.43%* -2.56%* 2.63%* 3.84%*

9 0%* -1.23%* -2.50%* 1.20%*

10 0%* -1.20% -1.21% 0%*

11 0% 0% 0% 0%

MR set sizes m = 1 to m = 4. Therefore, the Clustering-based metric performs closer

to the Optimal ordering for CNN.

5.5 Threat to Validity

External Validity: Our proposed metric is applied to supervised ML classifiers.

Metrics such as Rule-based is not suitable for unsupervised classifiers and data-

distribution metric can be applied only to data set with numerical values. We plan

to design more metrics to cover unsupervised classifiers and non-numerical data.

In this work, all the experiment subjects are implementation of machine learning
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Table 5.20: Average relative improvement in fault detection effectiveness of Optimal
ordering over Data Diversity-based approach for Linear Regression

MR Set-Size Anomaly-based Clustering-based Data Distribution

1 0% 0% 0%

2 18.03%* 14.28%* 12.5%*

3 26.22%* 16.66%* 8.45%*

4 9.58%* 14.28%* 9.58%*

5 5.12%* 12.32%* 0%

6 3.79%* 9.33%* 0%

7 0% 7.89%* 0%

8 0% 3.79%* 0%

9 0% 0% 0%

10 0% 0% 0%

11 0% 0% 0%

algorithm used in the Weka ML library. Although they are popular algorithms and

widely used, our findings may not be generalizable to commercial machine learning

projects such as autonomous vehicles. To mitigate this threat, we plan to explore the

effectiveness of our proposed approach on AI systems in the health care domain and

Apollo autonomous driving platform projects in the future.

Internal Validity: We used a dataset having an average of 500000 instances

and 90 attributes on our subject programs. However, the dataset size could be small

for generating the proposed metrics and prioritizing the MRs. We used less than 100

mutants for validating our prioritized MR ordering for CNN program. However, the

number of mutants used may be low.
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Table 5.21: Average relative improvement in fault detection effectiveness of Optimal
approach over Data Diversity based approach for Naive Bayes

MR

Set-Size

Rule-based Anomaly-

based

Clustering-

based

Data Dis-

tribution

1 2.04% 0% 0% 0%

2 0% 0% 0% 0%

3 0% 0% 0% 0%

4 0% 0% 0% 0%

5 0% 0% 0% 0%

6 0% 0% 0% 0%

7 0% 0% 0% 0%

8 0% 0% 0% 0%

9 0% 0% 0% 0%

10 0% 0% 0% 0%

5.6 Summary

Metamorphic relations in metamorphic testing have multiple source and follow-

up test cases. As a result, the execution and training of a machine learning model

with a large source and follow-up data set can exponentially increase the execution

time and cost of metamorphic testing for ML applications. To overcome this problem,

we developed four metrics based on diversity between the source and follow-up data

set for the prioritization of MRs.

We evaluated our proposed metrics on four open-source machine learning

programs. The experimental results show that utilizing MR prioritization on ML

applications can increase the fault detection effectiveness of a given MR set up to 33%
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Table 5.22: Average relative improvement in fault detection effectiveness of Optimal
approach over Data Diversity-based approach for Convolutional Neural Network

MR Set-Size Anomaly-based Clustering-based

1 2.27% 200%*

2 20.45%* 51.42%*

3 20.45%* 32.5%*

4 20.45%* 1.92%*

5 20.45%* 0%

6 20.45%* 0%

7 20.45%* 0%

8 12.76%* 0%

9 12.76%* 0%

10 0% 0%

11 0% 0%

for linear regression, 86% for CNN, and up to 40% for Naive Bayes. In particular,

using our proposed MR prioritization approaches reduced the average time taken to

detect a fault by 30% for KNN classifier implementation when compared to the most

common approach of randomly executing the MRs by 30%. Further, our results show

that Data Diversity-based metrics outperform the Code Coverage-based approach for

prioritizing MRs by 40%. Our proposed metrics also provided an average 26% higher

rate of fault detection when compared to random-based prioritization. Our finding

also indicates that the number of MRs needed to execute and test ML programs

was reduced by 66% which translates to saving cost and time for software testing

practitioners.
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(a) IBk (b) CNN

(c) Naive Bayes (d) Linear Regression

Figure 5.2: Fault detection effectiveness for IBk, Linear Regression, Naive Bayes and
Convolutional Neural Network
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CHAPTER SIX

CONCLUSION

This Chapter first highlights the key takeaway from this dissertation and then

presents opportunities for future work.

6.1 Key Takeaway

In Chapter 3, we described an approach to prioritize MRs in the context of

regression testing. The prioritization of MRs was based on statement and branch

coverage and mutant kill/alive information of the MRs obtained from the previous

version of the program. The prioritized MR ordering is used for testing the next

version of the program. Our approach reduced the cost of executing MRs and

improved fault detection effectiveness while conducting regression testing.

In Chapter 4, we found that individual statements in the program show different

levels of importance and centrality to the program output. So, we designed Statement

Centrality-based metrics to qualitatively measure the dissimilarity in the execution

of source and follow-up test cases of MR to the centrality of the statements in the

program. The metrics such as statement affected, statement impacted and fault

propagation was used to prioritize the MRs. The metrics provide an improvement

over the Code Coverage-based MR prioritization and are performed closer to the

Fault-based approach.

Generally, program output is used to check whether the program is behaving as

expected. In this work, we proposed a Variable-based approach that uses internal

variable values in the program to identify diversity in the execution of the source

and follow-up test cases of the MR and prioritize the MRs. This work provides
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improvement over the Statement Centrality-based approach and removes the need

for code coverage information to prioritize MRs.

In Chapter 5, we proposed Data Diversity-based metrics to prioritize MRs for

machine learning programs. The approach identifies the diversity between the source

and follow-up training data set in a MR. The result indicated that the greater the

diversity between the source and follow-up data set, the greater the fault detection

ability of the MR. The approach reduced the number of MRs needed for execution

and provided an increase in fault detection effectiveness when compared to Code

Coverage-based and random-based execution of MRs.

The key takeaway from this dissertation can be summarized as follows: first,

Fault-based and Code Coverage-based approaches provided improved fault detection

effectiveness by up to 266% and the time taken to detect a fault is reduced by

40% when compared to random-based prioritization of MRs. Second, the Statement

Centrality-based prioritization approach showed that qualitative analysis based on

the centrality of statements in the program lead to an increase in fault detection

up to 215% over random prioritization and up to 30% over Code Coverage-based

prioritization. Also, the average time taken to detect a fault was reduced by 76%,

and approaches provided an average 19% higher rate of fault detection over random

prioritization of MRs. Similarly, the Variable-based approach based on internal

variable values showed higher fault detection effectiveness up to 31% over the Code

Coverage-based approach and showed an average 21% higher rate of fault detection

over random prioritization of MRs. Finally, Data Diversity-based approach provided

an increase in fault detection effectiveness of a given MR set up to 86% over the

Code Coverage approach for CNN implementation. The number of MRs needed for

executing the ML program was reduced by 66% and the time taken to detect a fault

was reduced by 29% over the random approach.
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APPENDIX: METAMORPHIC RELATIONS

A.1 MRs used for testing the subject programs

In this Section, we discuss the MRs used in each of the subject programs.

A.1.1 MRs for BBMap Program
Below is the set of MRs for testing BBMap program, and the MRs were obtained

from Giannoulatou et al. [29].

• MR1 (Read Addition): The reads in the initial test are duplicated, making the
input for the follow-up test twice as large. We also expect the coverage in the
follow-up test to be twice of the original coverage. The MR include one source
test case (reads) and one follow-up test case (duplicated reads).

• MR2 (Mapped Reads): After initial mapping, only the mapped reads are
selected and remapped against the reference genome. We expect that all of
the reads will be mapped. The MR include one source test case(reads) and one
follow-up test case (mapped reads).

• MR3 (Correction of errors): After initial mapping, the mapped reads are
selected and any mismatch or error is corrected in the reads. We expect
the output mapping to remain the same. The MR include one source test
case(mapped read) and one follow-up test case( corrected read).

• MR4 (Random permutation of reads): The reads in the FASTQ files are
reshuffled. The permutation is the same for Read1 and Read2 reads. We expect
the output mapping to be the same as the original output. The MR include
one source test case (reads) and one follow-up test case (permuted read).

• MR5 (Quality score increase of reads): After initial mapping, the quality score
for all mapped sequences is increased. We expect the output mapping to remain
the same. The MR contain one source test case (reads) and one follow-up test
case(quality score increased).

• MR6 (Read Removal): Half of the reads from the initial input collection are
deleted. We also expect the coverage in the follow-up test to be half of the
original coverage. The MR contain one source test case(reads) and one follow-
up test case(reads removed).

• MR7 (Reverse Complement of reads): The reads are reverse complemented and
the corresponding quality values are reversed. We expect the output mapping
to be same as the original output. The MR contains one source test case(Reads)
and one follow-up test case(reverse complemented reads).
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• MR8 (Unmapped Reads): After initial mapping, only the unmapped reads are
selected and remapped against the reference genome. We expect that none of
the reads will be mapped. The MR include one source test case(mapped read)
and one follow-up test case(unmapped read).

A.1.2 MRs for IBK and Naive Bayes Program
The MRs used for testing IBK and Naive Bayes program is discussed below and

the MRs were obtained from Xie et al. [87]

• MR1 (Consistence with affine transformation): The result should be same, if we
apply some affine transformation function, f(x) = kx + b,(k ̸= 0), to every value
x in some subset of features in the training and testing data. The appropriate
value of K=3 (i.e.number of nearest neighbours) such that MR becomes a
necessary property for IBK. The MR contain one source test case (training
and testing set). The MR contains one source and follow-up test case.

• MR2 (Permutation of the attribute): If we permute the m attributes of all the
samples and the test data, the result should remain unchanged. The appropriate
value of K=3 (i.e.number of nearest neighbours) such that MR becomes a
necessary property for IBK. The MR contains one source and follow-up test
case.

• MR3 (Addition of uninformative attributes): If we add some new feature that
is equally associated with all classes, the predictions of the test data should not
be changed. The appropriate value of K=3 (i.e.number of nearest neighbours)
such that MR becomes a necessary property for IBK. The MR contains one
source and follow-up test case.

• MR4 (Consistence with re-prediction): Suppose we predict some test case t
as class li . If we append t to our training data and re-create the model, t
should still be classified as class li. The appropriate value of K=3 (i.e.number
of nearest neighbours) such that MR becomes a necessary property for IBK.
The MR contains one source and follow-up test case.

• MR5 (Additional training sample): For the source input, suppose we get the
result ct = li for the test case ts. In the follow-up input, we duplicate all samples
in S and L which have label li. The output of the follow-up test case should still
be li. The appropriate value of K=3 (i.e.number of nearest neighbours) such
that MR becomes a necessary property for IBK. The MR contains one source
and follow-up test case.

• MR6 (Addition of classes by re-labeling sample): For some test cases not of
class li, we switch the class label from x to x . Then every test case predicted
as class li should still be predicted as class li with the re-labeled samples. The
appropriate value of K=3 (i.e.number of nearest neighbours) such that MR



147

becomes a necessary property for kNN. The MR contains one source and follow-
up test case.

• MR7 (Permutation of class labels): If we permute the order of the class labels
with some random permutation p(li) where li is a class label, all test cases which
were predicted as li should now be predicted as p(li). The appropriate value
of K=1 (i.e.number of nearest neighbours) such that MR becomes a necessary
property for IBK. The MR contains one source and follow-up test case.

• MR8 (Addition of informative attribute): If we add some new feature that
is strongly associated with one class, li, then for every prediction that was
class li, the prediction with this new attribute should also be class li. The
appropriate value of K=1 (i.e.number of nearest neighbours) such that MR
becomes a necessary property for IBK. The MR contains one source and follow-
up test case.

• MR9 (Addition of classes by duplicating samples): Suppose we duplicate every
class except for n, and give them all a new class. Then every test case predicted
as class li should still be predicted as class li with the duplicated samples.
The appropriate value of K=1 (i.e.number of nearest neighbours) such that
MR becomes a necessary property for IBK. The MR contains one source and
follow-up test case.

• MR10 (Removal of classes): If we remove some class li, the remaining predictions
should remain unchanged. The appropriate value of K=1 (i.e.number of nearest
neighbours) such that MR becomes a necessary property for IBK. The MR
contains one source and follow-up test case.

• MR11 (Removal of samples): If we remove samples that have not been predicted
as class li, then all cases which were predicted as li should remain unchanged.
The appropriate value of K=1 (i.e.number of nearest neighbours) such that
MR becomes a necessary property for IBK. The MR contains one source and
follow-up test case.

A.1.3 MRs for Linear Regression
The MRs used for testing linear regression program is discussed below and the

MRs were obtained from Luu et al. [51]

• MR1 (Inserting a predicted point): The regression line will remain the same
after being updated by adding a point selected from the line into the original
data set. Then we expect follow-up output be same as the source output.

• MR2 (Inserting the Centroid): The linear regression line will remain the same
after being updated by adding the centroid into the original data set. Therefore,
adding the centroid of data into the source input to form a follow-up input will
not change the follow-up estimator for the regression form.
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• MR3 (Reflecting the dependent variable): Reflecting the points over a certain x-
axis will reflect the regression line over the same axis. The follow-up estimator
becomes a reflection of the source estimator when the sign of the dependent
variable is reversed in the follow-up input set.

• MR4 (Reflecting an independent variable while keeping the others unchanged):
Reflecting the points over the y-axis will reflect the regression line over the same
axis. The x-coordinate of an independent variable becomes reflected while the
x-coordinate of other independent variables and the y-coordinates remain the
same.

• MR5 (Scaling the dependent variable): The source data points are scaled in the
y axis by a given factor to generate follow-up data points. Then, we expect the
the follow-up output to be scaled proportionally by the same factor.

• MR6 (Scaling an independent variable while keeping the others unchanged):
The source data points are scaled in a particular x axis by a given factor to
generate follow-up data points. We expect the slope of regression line scaled
reciprocally with respect to that axis.

• MR6 (Swapping Samples): Swapping any two data points does not alter the
regression hyperplane. Given the source input Is and source output Os, suppose
that we swap two data points to define the follow-up input If and follow-up
output Of . Then, the follow-up output Of would be the same as the source
input Os.

• MR7 (Swapping two independent variables while keeping the others unchanged):
swapping two independent variables points while keeping the others unchanged
will only swap the two relevant components of the follow-up estimator.

• MR8 (Rotating two independent variables while keeping the others unchanged):
when the points are rotated in the plane perpendicular to the y axis, the
regression hyperplane will be rotated. Basically, if we rotate the axes of any two
independent variables by an angle, the corresponding components of estimator
would be also rotated by the same angle.

• MR9 (Shifting the dependent variable): When the points are shifted by a given
distance along the y axis, the regression line will be shifted along this axis by the
same distance. Therefore, if a constant is added into the values of dependent
variable, the intercept of the new estimator would be increased by the same
value.

• MR10 (Shifting an independent variable while keeping the others unchanged):
When the points are shifted by a given distance along a certain x axis, the
regression line will be shifted in parallel along this axis accordingly. So,
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if a constant is added into values of an independent variable, the intercept
component of follow-up estimator would be decreased by an amount equal to
the product of the constant and the value of the corresponding component of
source estimator.

Figure A.1: Sample Data Set for IBk Program

A.1.4 MRs for LingPipe Program
The MRs used for testing LingPipe program is discussed below and the MRs were

modified from Srinivasan et al. [77]. In addition and removal MR for sentence and
paragraph, sentence and paragraph boundary is maintained. Sentence boundaries are
identified by scanning the text for sequences of characters separated by white space
(tokens) containing one of the symbols !, . or ? [68].

• MR1 (Adding a sentence to another sentence): Given two sentences S1 and S2,
we append S2 to S1 to form new sentence S′ such that the sentence boundary
is maintained. We expect the union between the bio-entities of the sentence
S1 and sentence S2 to be a subset of the bio-entities in the resultant sentence
S′. The MR contains two source test cases (sentence 1 and sentence 2) and one
follow-up test case(sentence)

• MR2 (Adding a sentence to a paragraph): Given a sentence S and an index
i, we add it to the position i of a paragraph P such it immediately follows
sentence boundary. The resultant text of this addition is P′. We expect the
union between the bio-entities of the sentence S and paragraph P to be a subset
of the bio-entities in the resultant text P′. The MR contains two source test
cases (sentence and paragraph) and one follow-up test case(paragraph)

• MR3 (Adding a paragraph to an article): Given a paragraph P and an index
i, we add this paragraph to the position i of an article A such it immediately
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follows paragraph boundary. The resultant text of this addition as A′. We
expect the union between the bio-entities of the paragraph P and article A to
be a subset of the bio-entities in the resultant text A′. The MR contains two
source test cases (Paragraph and article) and one follow-up test case( Article).

• MR4 (Adding a list of random words to another list): Given two list of random
words L1 and L2, we append L2 to L1. The resultant list as L′. We expect the
bio-entities of L′ to be the union of bio-entities extracted from L1 and L2. The
MR contains two source test cases(word list1 and word list2) and follow-up test
case (word list3).

• MR5 (Removing a list of random words from a sentence): Given a sentence S,
we remove a list of words L from S. The resultant text of this deletion as S′. We
expect the bio-entities of S′ to be the subtraction of the bio-entities extracted
of L from S. The MR contains two source test case (sentence and word) and
one follow-up test case(sentence).

• MR6 (Removing a sentence from a paragraph): Given a paragraph P and an
index i, we remove a sentence S, starting from position i, from P such that
the sentence boundary is maintained. We expect the difference between the
bio-entities of the original paragraph and removed sentence to be a subset of
the bio-entities in the resultant paragraph P′. The MR contains two source test
case(Paragraph and sentence) and one follow-up test case(Paragraph).

• MR7 (Removing a paragraph from an article): Given an article A, we remove a
random paragraph P from A such that the paragraph boundary is maintained.
The resultant text of this deletion as A′. We expect the difference between the
bio-entities of the article A and removed paragraph to be a subset of the bio-
entities in the resultant article A′. The MR contains two source test case(Article
and Paragraph) and one follow-up test case(Article).

• MR8 (Removing some words from a list of random words): Given a list of
random words L1, we remove half of these words from the end of file. We refer
to the removed part and the remaining part as L2 and L′. We expect the bio-
entities of L′ to be the subtraction of the bio-entities of L1 and L2. The MR
contains two source test case (list of thousand random words L1 and list of five
hundred words L2) and one follow-up test case( list of five hundred word L2).

• MR9 (Shuffling paragraphs of an article): Given an article A, we shuffle all the
paragraphs of A. The new resultant text as A′. We expect the bio-entities of
the article A to be subset of the resultant text A′, although the position of the
bio-entities can vary. The MR contains one source test case (Article) and one
follow-up test case (Shuffled Article).
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• MR10 (Shuffling a list of random words): Given a list of random words L, we
shuffle all words and create a new list of words L. We create a new list of words
L′. We expect the bio-entities of L′ to be equal to the bio-entities extracted from
L. The MR contains one source test case( random words) and one follow-up test
case( shuffled words).
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