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ABSTRACT

This study conducts three experiments on adversary decision-making modeled as a graph. Each
experiment has the overall goal to understand how to exploit an adversary’s decision-making in order
to obtain desired outcomes, as well as specific goals unique to each experiment. The first experiment
models adversary decision-making using an Absorbing Markov chain (AMC). A sensitivity analysis
of states (nodes in the graph) and actions (edges in the graph) is conducted which informs how
downstream adversary decisions could be manipulated. The next experiment uses a Markov decision
process (MDP). Assuming the adversary is initially blind to the rewards they will receive when they
take an action, a Q—learning algorithm is used to determine the sequence of actions that maximizes
the adversary rewards (called an optimum policy). This experiment gives insight in the possible
decision-making of an adversary. Lastly, in the third experiment a two-player Markov game is
developed, played by an agent (friend) and the adversary (foe). The agents goal is to decrease
the overall rewards the adversary receives when it follows optimum policy. All experiments are
demonstrated using specific examples.

Introduction

To have a strategic decision advantage over our adversaries is vital to have the ability to convince
or deter adversaries from taking actions that threaten the interests of the United States and its
military. This paper will explore if a stochastic model describing a sequence of possible events in
which the probability of each event depends only on the state attained in the previous event can
be a potential tool to shape an adversary decision calculus for a specific operational context. To
demonstrate the usefulness of this approach, we applied this technique to an operational vignette
based on the Air Force Concept of Agile Combat Employment (ACE). The ACE vignette refer
to operating in an adaptive manner from a fluid set of basing locations to render the adversary
targeting of US forward forces more complex. For this vignette, the target of the attack is the
adversary’s decision calculus and the adversary’s assessment of whether an offensive first strike is
likely to deny Blue’s freedom of movement.

This study conducts three different experiments using stochastic models that could be used to
advise the United States Air Force (USAF) on how to influence adversary decision-making. Each
mathematical model depicts adversary decision-making as a graph. The nodes of the graph are the
different adversary states and the edges are the feasible actions the adversary can take. The goal
of each experiment is to understand how an agent (the USAF or a friend) could exploit adversary’s
decision-making to obtain desired outcomes for the agent. The two major assumptions for this
research are that the adversary has at least one end goal and that the mathematical models have
the Markov property.
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The first experiment aims to determine which states and actions are critical to the adversary
by modeling the adversary’s decision calculus using an Absorbing Markov chain (AMC). This
experiment was conducted by performing a sensitivity analysis of the AMC. The second experiment
models the adversary decision calculus as a Markov decision process (MDP). The purpose of the
second experiment is to understand what sequence of states and actions the adversary is likely to
take when each action has a perceived reward. For this model, we will assume the adversary is
initially blind to the rewards they will receive when they take an action, and a (J—learning algorithm
is used to determine the sequence of actions that maximizes the adversary rewards (called an
optimum policy). Finally, the last experiment aims to extend the results of the MDP by determining
if an agent can deter the adversary from its original optimum policy in such a way that the adversary
obtains fewer rewards. This is done using a two-player Markov game played by the agent and the
adversary.

Experiments

We begin our analysis by laying out the adversary decision calculus as it applies to the ACE scenario.
The adversary decision calculus represents the base state of adversarial decision-making and Blue
operations and the attempt to shape the outcome of the adversary decision flow to achieve a desired
set of operational effects[3]. Three main experiments exploring adversary decision-making were
conducted. For each, the adversary’s decision-making process was modeled as a graph G = {S, A},
where S is the set of states and A is the set of actions. Each s; € S is a node in G which
represents an event and each (s;,s;) € A is an edge in G which represents the action the adversary
takes, transitioning them from state s; to state s;. A state that is impossible to leave is called an
absorbing state and a transient state is any state that is not absorbing [2]. The graph shown in
Figure 1 was used for all experiments and will be referenced often, thus we will denote it as G4y -
Note that while not shown in Figure 1, all states have a self-loop which is the do nothing action.

Experiment 1: Absorbing Markov Chain

In this experiment, the adversary decision-making is analyzed assuming the following:

1. every state the adversary can be in is known,
2. every probability of an adversary taking an action is known and

3. past events have no affect on future events (known as a Markov property).

The goals are to find what states the adversary is likely to be in, what absorbing state the adversary
is likely to end in when starting at state s, (state 1 in Ga4y), and how the decision-making process
can be manipulated to give more desirable results for the agent. These goals can be reached using
a Markov chain model, which is now described.

Specifically, the Markov property says that the probability of transitioning from state s; € S
to state s; € S only depends on s;. A Markov chain is a model describing an order of possible
events where each step has the Markov property [7]. An absorbing Markov chain is a Markov
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Figure 1: Adversary decision-making graph model for experiments. Each state has a do nothing
action (self-loop) which is not shown for simplicity. Absorbing states are shown in gray, and the
starting node is shown in red.

o P

chain where each state can reach an absorbing state in a finite number of steps [2][7]. An absorbing
Markov chain can be represented as a transition matrix [7]

P11 -~ DPin
P=1": o
Pn1 <« DPnn

where n = card(S), the p; ; entry is the probability of transitioning from state s; to state s; and

n
Dipig=1 (1)
j=1

for each i = 1,...,n [7]. For example, consider the graph G4, in Figure 1 and let s; denote state 4
in Guay. Given the following probabilities p1 ;1 = 0.33, p1,2 = 0.52, p1,10 = 0.13, p1,11 = 0.02 and
p1,; =0 forall je{3,..,9,12,...,32} of transitioning from state s;, we have

D ipr;=033+0.52+0.13+0.02 = 1.
j=1

Further, we can transform the transition matrix P in canonical form where

tht Rtxr
P =
[Orxt Irxr
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where ¢ is the number of transient states, r is the number of absorbing states, 0,.«¢ is the zero matrix
and Iy, is the identity matrix [2][7]. Qtx: then describes the probability of transitioning from some
transient state to another and R, ., describes the probability of transitioning from some transient
state to an absorbing state. This transformation is convenient as the probability of transitioning
from transient state s; to another transient state s; in k steps is the (i, 7)—th entry of Q¥ [7]. Then
the expected number of times a transient state s; is visited from s; is the (¢, j)—th entry of

N=Y@'=1-Q7", (2)
k=1

where N is called the fundamental matrix of the absorbing Markov chain [7]. Lastly, the (¢, j)-th
entry of the matrix
B=NR (3)

gives the probability of transitioning from transition state s; to absorbing state s; [7].

Additionally, let a critical increasing (decreasing) state of state s; be some state s; # s;
such that removing s; from G results in the highest increase (decrease) in the probability of ending
on state s; and s; is not the starting state. Let a critical increasing (decreasing) action of
state s; be some action (s;,sk) € A such that adjusting the probability of taking action (s;, sx)
results in the highest increase (decrease) in the probability of ending on state s;.

Experiment 2: Markov Decision Process

In this experiment, instead of having a probability of an adversary transitioning from one state to
another, each action (s;,s;) € A is assigned a reward r; ; equivalent to the adversary perception
of gains when taking (s;,s;). Let R be the reward matrix with entries r; ;. The goal of this
experiment is to predict the optimum order of events that maximizes the overall reward the ad-
versary can receive, called an optimum policy [6]. A policy 7(s;|s;) (at state s;) is some rule
for deciding what action to take given the current state s; [6]. There are two different types of
polices, stationary and stochastic. A stationary policy specifies that the same action be taken at
every state while a stochastic policy specifies that each action is chosen independently according
to the current state [8]. From now on, a policy 7 will be referring to a stochastic policy with the
additional conditions that 7 is finite, begins at s; and ends in an absorbing state. Specifically, 7 is
a path in G such that

T =84 > Siyg > ... 7> Sj,
where k € Z is finite, s;, is the starting state and s;, is an absorbing state. Further, the optimum
policy 7* is some 7 that with the maximum expected reward [8].

If the adversary knows the reward of each action, then 7* is simply the policy m where each step
is maximizing the reward. However, in this experiment requires the additional assumption that the
adversary is blind to the rewards and therefore must learn the value of each state by exploring the
graph. Then with the following assumptions,

1. every state the adversary can be in is known,

2. every action is known,
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3. every reward the adversary perceives they will obtain when taking an action is known by the
model but not the adversary and

4. past events have no affect on future events,

a Markov decision process (MDP) can be used to find 7n* for the adversary. A MDP is a
mathematical model, defined by the tuple {S, A, R} [1][5], and is described below.

Let Q(s;, s;) be the state-action value, which is the expected reward obtained by the adversary
when they start at state s;, go to state s; and follows 7* afterwards. Initially, Q(s;,s;) = 1 for
all i = 1,...,card(S) and j = 1, ..., card(S), then is updated during an exploration stage using the
R-learning algorithm

Qlsirsi) = Qoirsi)(1 = 0) + Uri; + 7 max Qs 1) (4)

where A’ is the set of states s}, such that (s;, s;,) € A, 0 < ¢ < 1is called the learning rate (decayed
after each action by some 0 < DECAY < 1) and 0 < v < 1 is called the decay rate [1][5][8]. If £ =0
then the adversary only remembers the current Q(s;,s;), if £ = 1 then the adversary only learns
the updated Q(s;,s;). As v — 0, the more immediate reward driven the adversary is [1]. Let @
be the matrix where the (¢, j)—th entry is Q(s;, s;) and let e-policy be some 7. The procedure for
assigning each step in the e-policy is done by randomly choosing an action at each state according
to the probabilities

- &g . C ) , ) /'
p(sj|si>={1 oy i = argmax,e Qs )

card(A’)

(5)

otherwise

where A’ is the set of states s/ such that (s;,s’;) € A until an absorbing state is reached [6]. Notice
g

that if & = 1, then the probably of any action in A’ is (A As ¢ — 0, the more greedy the
adversary is exploring, i.e., the adversary is more likely to take an action if they believe they are

going to get higher rewards.

During the exploration stage, the adversary is following some e-policy until entries of ) for each
step in the e-policy remains constant, then the adversary follows a new e-policy until entries of @ for
each step in the e-policy remains constant. This repeats until () remains constant for any e-policy.
After the exploration stage, the optimum policy if found, from the starting state, by choosing the
action (s;, s;) € A at each step where (s;,s;) = argmastGA,Q(si, s%), with

Q(si,55) < YQ(si,55)

every time s; = s;. This discount by + is applied because it is assumed that the longer an adversary
is in a state, the less rewarding it becomes, this assumption also helps prevent infinite policies.
Formally, Algorithm 2 in Appendix describes this entire process.

Experiment 3: Markov Game

The last experiment is a Markov game (MG) and extends the MDP experiment from a one-player
model to a two-player game. Suppose we have two players, an agent who is a friend and an adversary
who is a foe. Furthermore, suppose that the adversary decision-making process is still modeled by
the graph G. The goal of the agent is to influence the decision-making process of the adversary.
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For this experiment, the agent works towards their goal by attempting to minimize the maximum
reward the adversary can obtain. Thus, for each state s; € S the agent will have a set of actions
O; = {0ij,, -, 04,,} for finite ¢ € Z that impacts the reward the adversary can receive. Then the
entire action set for the agent is O := J, O; for i € {1, ..., card(S)}. Specifically, the agent will have
an action o; ; for each (s;,s;) € A. For example, suppose that the adversary is in the starting state
81 € Gady, then the adversary can take one of the four actions (s, s1), (s1,82), (81, 510) and (s1, $11)-
Corresponding to each adversary action the agent has actions o1 1, 01,2, 01,10, 01,11 Tespectively that
only affect the rewards received by the adversary. See Figure 2 for a depiction of this example.
Further, this game will be turned based where the agent chooses an action before the adversary

does. @

Figure 2: An example of actions taken by an agent when the adversary is at state s; = 1 € Gygp.
The states (white filled nodes) represent the corresponding states in G,q4, and the gray edges are
the possible actions that the adversary can take from state s;. The black edges and red filled nodes
are the possible actions the agent can take, given the adversary is state s;.

Let Raay(si, 55, 0) be the reward the adversary receives when they start at state s; and go to
state s; when the agent took action o € O;. Let Qqav(si,s;,0) be the state-action value for the
adversary when they start at state s; and go to state s; when the agent takes action o € O;. The
adversary’s goals are the same as in the MDP experiment, thus we will use the two-player (Q-learning
algorithm [5][9]

Qadv(5i,55,0) — Qadv(5i,55,0)(1 =€) + U(Raav(si, 55,0) + max Qadv (85, 8k,0")) (6)

where o’ € O;. The optimum policy 7, for the adversary is determined the same as in the MDP

experiment. If all of the agents actions have no affect on the rewards the adversary receives, then

Qadv(siasjvo) = Q(Si75j)’ and Tr:zkdv = ﬂ-*

where ) and 7+ are the state action value matrix and optimum policy from the MDP experiment.
For this game, this will be called the base case and is given a score qupp. This score is calculated
while computing the optimum policy, where at step ¢ of 7*,

q - {qMDP + Q(St, St+1) if 8¢ # sp11
MDP

Quor + 7" Q (8¢, 5t41)  if 8¢ = 5141
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where n; is the number of times state s; has shown up in 7* so far. Repeated states are discounted
under an assumption that it becomes more costly for the adversary to stay in one state for an
extended amount of time. This also helps prevent infinite optimum policies.

Now the operation case begins, let Qqq:(s;, 5;,0) be the state-action value for the agent when
they choose action o € O;, and the adversary goes from state s; to state s;, we can compute

Qagt (Sia Sj, 0) by

Qagt (i, 8j,0) — Qagt(8i,85,0)(1 =€) + l(—Ryav(si, $j,0) + v min max Qqav(s;, sy, 0')) (7)
0'€0; s} e Al

where A’ is the set of states s such that (s;,s)) € A. Notice that instead of defining a different
reward function for the agent, that Equation7 uses —Rqqy,(S;, 55,0). This is because the agent’s goal
is to minimize the maximum reward the adversary can receive, so whenever the adversary obtains a
high reward, the agent didn’t reach its goals and is negativity impacted. Equation 7 is an adaption
of the minimax-@Q) equation in [4] and [5]. Note that the agent is not attempting to traverse the
graph like the adversary is. Thus, the optimum policy 7r;“gt is a sequence of actions corresponding

to 7¥, and not a path in Gaqy like 7, is.

Let Qagt and Quav» be the state action value matrices for the agent and adversary respectively.
As in the MDP experiment, there is an exploration stage where both are following the £—policy,
but where the e—policy is assigned in turns, i.e., from state s; the agent is assigned random action
o' € O; according to the probabilities

= (®)

pols:) = {1 —e+ ﬁ(@) if 0 = argmin,q, maxy e o/ Q(si, 8}, 0)

- .
(07 otherwise

where A’ is the set of states s such that (s;,s}) € A [6]. Then the adversary takes a random step
according to probabilities [6]

Si|S;) = 9
p(s;si) _ e otherwise. ©)

€ : _ AV
{1_E+tvard(A’) if 55 7argmaxsgeA,Q(sl,sj,o)
card(A’)

There is still an assumption that any s—policy must begin at the starting state and end in an
absorbing state. During the exploration stage, the agent and adversary follow some e-policy until
entries of Qqg: and (Quqv for each step in the e-policy remains constant, then the adversary follows
a new e-policy until entries of Quq: and Qqq, for each step in the e-policy remains constant. This
repeats until Qug¢ and Qqq4, remains constant for any e-policy. After the exploration stage, w;“gt
and 7, are computed in turns. Informally the turns go as follows, from state s; and with score

QG
1. the agent takes the action o € O; such that o = argmin,,. max c o’ Qadv(si, 55,0), then
2. the adversary takes action (s;,s;) such that s; = argmaxy ¢ 4 Qadv (i, 55, 0),
J

3. if s; = s; then Quav(si, s;-, 0) «— YQadv(8s, s;-, o) for all o € Oy,

4. Quc < Quc + Qadv(sia 397 0)~
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Now, the results of the game are

agent wins if gue < Guwp,

agent loses if qu¢ > Qupr,

tie if gue = quor, and

e draw if the game has policy that doesn’t reach an absorbing state before some amount of
time.

Formally, Algorithm 4 in Appendix describes this entire process.

Results
Experiment 1: Absorbing Markov Chain

Until stated otherwise, the probabilities of the adversary transitioning from one state to another
were fixed and can be found in Appendix 2 for results recreation. Recall that given the transition
matrix of G4y, it is possible to determine the probabilities of the adversary arriving at any state s;
from the starting state s; in & steps. The results for s; being one of the transient states s, s2, s¢ or
s13 are show in Figure 3 (left) along with the results for s; being one of the absorbing states (right).

Using Equation 3 to compute B for G4, the probabilities of transitioning from the starting state

Prob of Transient State on Kth step Prob of Absorbing State after k Steps
05 — 1 {8
2 10
— 6 — 12
0.4 — 13 051 —
6
Z 03 20— =2
5 =
2 5 03
[=] [=]
& 02 <
0z
01 01
|
0.0 0.0 / f
0 5 10 15 20 25 o 5 10 15 20 5
step step

Figure 3: Left: probability of adversary being in state si,ss,S¢ or s13 on the k—th step when
starting from state s;. Right: probability of adversary being in state an absorbing state on the
k—th step when starting from state s;.

s1 to some absorbing state s; for j € {8,10,12,23,26,32} were p(sg|si) = 0.63, p(si0|s1) = 0.19,
p(si2]s1) = 0.03, p(s23|s1) = 0.07, p(sa6]si) = 0 and p(s3a|sy) = 0.08. This can also be found
in Table 1 for easy reference. It was found that the critical increasing states for each absorbing
state sg, S10, S12, S23, S26 and S3 were states spg, S2, S2, Sg, So7 and sg respectively. These can also
be seen in Table 1, along with the new probabilities of ending in the absorbing state. The critical
decreasing state was always one that disconnected the absorbing state from s, aside from absorbing
state s19. Absorbing state sjg didn’t have a critical decrease state as only removing states s; and
s10 decreased the chances of being in s19 but these cannot be critical decreasing states by definition.
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It was found that the critical increasing actions for each absorbing state sg, s10, S12, S23, S26
and s32 were actions (s1, $2), (81, $10), (51, 811), (82, S4), (25, S26), and (s2, s4) respectively and the
critical decreasing actions were (s1, s2), (s1,$11), (811, $12), (822, $23), (822, 825), and (s1,819). All
of these results can also be seen in Table 1.

AbSOI'biIlg State: S8 510 S12 S23 S26 S39
Original Probability from s;: 0.63 0.19 0.03 0.07 0.0 0.08
Critical State (inc): $10 S S S8 So7 s
New Probability from sy: 0.78 0.85 0.12 0.36 0.05 0.42
Critical Action (inc): (s1,82) | (s1,810) | (s1,811) (s2,84) | (s25,526) | (S2,84)
Critical Action (dec): (s1,82) | (s1,811) | (811,812) | (S22,823) | (S22,825) | (s1,510)

Table 1: For each absorbing state in G444, the probability of the adversary ending is shown before
and after removing the absorbing states critical increasing state. Further, the critical increasing
and decreasing action is shown for each absorbing state.

Notice that absorbing state sg has the same increasing and decreasing critical action. A visual
of how the probability of ending on sg is affected by either increasing or decreasing the probability
of taking action (s1,s2) is shown in the left graph of Figure 4. The dotted line is the original
probability of ending on state sg and the blue line is showing how that probability changes as the
probability of taking action (s1, s2) is increased from 0 to 1. This graph shows that to increase the
probability of ending on state sg, the probability of taking action (s1, s2) need to be increased while
decreasing the probability of taking action (s1, s2) decreases the chances of ending on state sg. The
middle and right graphs are showing the critical increasing and decreasing actions for absorbing
state s3s.

Prob. of ending on & by action (1, 2) prob. Prob. of ending on 32 by action (2, 4) prob Prob. of ending on 32 by action (1, 10) prob.

081 — (L2) 0354 — (2.4) 010 — (1, 10)
PER L -— 32 -— 3

probabilty
=
z
probabilty
probabilty

00 02 04 06 08 10 00 02 04 06 08 10 00 02 04 06 08 10
edge weight edge weight edge weight

Figure 4: Left: critical increasing and decreasing action results for sg as the probability of taking
action (s1,s2) is changed. Middle: critical increasing action results for sso as the probability of
taking action (sg,s4) is changed. Right: critical decreasing action results for s3o as the probability
of taking action (s1, s19) is changed. Dotted lines are the original probabilities of the absorbing state
and the blue lines are the new probabilities of ending on the absorbing state given the probability
of the action.

Lastly, suppose that the probability of the adversary taking each action isn’t know. Then a
critical state and action analysis can be done using a simulation run multiple times that repeats
the following steps

1. assign probabilities to each action randomly,
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2. for each absorbing state, determine the critical states and actions.

Some results of this simulation can be seen in Figure 5 for absorbing state ss.

Critical inc states for state 8 Critical inc actions for state 8

20

M
10

1

(1,2) (2.8 (25 (2.4 (23 (58 @amn

Figure 5: Left: critical increasing state results for absorbing state sg. Each bar is the number
of times that state was the critical increasing state out of 100 simulation runs. Right: critical
increasing action results for absorbing state sg. Each bar is the number of times that action was
the critical increasing action out of 100 simulation runs.

Experiment 2: Markov Decision Process

This analysis was done for a fixed reward matrix R which can be found in Appendix 2 for recreating
the results. This section shows results for what happens to the optimum policy #* when one of the
following are adjusted

o the decay rate -,
e ¢ for exploration using e—policy, and

e DECAY for learning rate /.

First, let ¢ = 1 and DECAY = 1 while  is set to values between 0 and 1. Figure 6 shows the
optimum policies when 0 < v < 0.34 (yellow), 0.34 < v < 0.55 (red) and 0.55 < v < 0.75 (blue).
For all 0.75 < v < 0.99, the optimum policy ends in absorbing state s3o but the policy lengths were
between 59 and 316 steps long, jumping between states so7, sag, S29, S30, and s3; multiple times
before ending on s33. The case for v = 1 was not computed as the state-value matrix @} didn’t stop
changing during the exploration stage.

Now, fix v = 0.5 and DECAY = 1 while ¢ is set to values between 0 and 1. Recall that when
e = 1, that the probability of taking any action (s;,s;) from state s; are the same. Then as
e — 0, the probability of taking the action with the highest state-value becomes more likely. In
this example, for each € the optimum policy didn’t change. This is good, as the exploration state
persists until @ converges, there is no expectation that that the optimum policy would change as
€ — 0. However, the exploration stage takes longer for ¢ closer to 0. Further, the amount of times
states were visited changes. For example, when the number of times the graph is explored during
the exploration stage was fixed to 1000, states ss, s7, s15 and s3; were visited 390,110,147 and 315
times respectively when € = 1 and 2327, 2214, 38 and 49 times respectively when ¢ = 0.1.
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Figure 6: Adversary decision-making graph model with each colored path an optimum policy asso-
ciated to some ~ and all other variables fixed. Yellow: 0 < v < 0.34, Red: 0.34 < v < 0.55, Blue:
0.55 < v < 0.75. Recall all states have the do nothing action (self-loops), but are only shown here
if contained in one of the optimum policies.

Lastly, recall that DECAY decays the adversaries learning ability the farther into exploring an
e—policy. Further, note that when DECAY — 0 that the state values for states far away from the
starting state s; became smaller. Due to this, the v range for the blue optimum policy in Figure
6 changed slightly from the DECAY = 1 case as DECAY — 0. For example, when DECAY = 0.5, the
upper bound for v in blue optimum policy (see Figure 6) shifted up from 0.75 to 0.76. Additionally,
there were changes seen in the optimum policies for 7 large enough to push the optimum policy
ending state from ssg to s32. For instance, when DECAY = 0.5 the optimum policy step length for
0.76 < v < 1 was between 42 and 315. However, the run time for computing @) changed significantly
when DECAY was small and v was large. To illustrate, when DECAY = 1 then any run of v took a
maximum of 2 seconds. However, when DECAY = .5 and vy = 0.99 computing ) took 810 seconds.

Experiment 3: Markov Game

A simulation was designed to run the Markov game 500 times. During each run in the simulation,
the decay rate -, the € for computing the e—policies, the rate that learning decays DECAY and
the maximum policy length before ending the game in a draw were kept fixed at 1, 1, and 150
respectively. However, on every run in the simulation a new set of rewards R4, were assigned
to the adversary. During the base case, each adversary action (s;,s;) € A was uniformly assigned
a random reward r; ; such that 0 < r; ; < 7pe Where 74,4, Was fixed for the entire simulation.
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During the operation case, if o was not affecting action (s;, s;) then R(s;,s;,0) = r; j, otherwise
R(s;, sj,o) = 1, where —7,0, < 7, < 13; and was randomly chosen uniformly. Specifically, if the
agent was not affecting the edge in G4, that the adversary took, then the agent couldn’t affect the
rewards the adversary received. Additionally, by setting —r,,40 < 7o < 7;; there is an additional
assumption imposed that the agents actions either have no effect or are favourable to the agent
only. The agent game results for 12 simulations, only changing r,,., or v between simulation, are
given in Table 2.

Tmaz | 7 | WON % | LOST % | DRAW % | TIE %
100 | 0.2 77.0 9.2 0.0 13.8
100 | 0.5 97.2 2.8 0.0 0.0
100 | 0.8 100.0 0.0 0.0 0.0
75 0.2 80.0 9.0 0.0 11.0
75 0.5 98.0 1.8 0.0 0.2
75 0.8 99.6 0.4 0.0 0.0
50 0.2 76.6 12.0 0.0 114
50 0.5 97.6 2.4 0.0 0.0
50 0.8 100.0 0.0 0.0 0.0
25 0.2 75.8 11.8 0.0 124
25 0.5 95.2 4.4 0.0 0.4
25 0.8 100.0 0.0 0.0 0.0

Table 2: Percentage of agent Markov game outcomes for 12 different simulations, with each sim-
ulation running the Markov game 500 times. The 7,4, column shows the max value randomly
assigned to the adversary, the minimum value is always zero. The column ~ shows the value set for
the decay rate 7. All games had € = 1, DECAY = 1, and a max policy length for DRAW set to 150.

Discussion

The Markov decision process shows the optimum policy for the adversary. However, it does not
give insight into how an agent should act in response to the adversary’s choices. That is where the
results of the Markov game are promising, given that the agent won at least 75% of the games and
most often greater than 90% of the games, the algorithm used by the agent against the adversary
proved to be an effective strategy. Further, the results (seen in Table 2) show that the scale used for
the adversary’s perceived rewards does not matter. For example, when ~ was fixed, the difference
between the agent winning percentages was never more that 4.2% between 7,4, values. This is
an important result, as results should be consistent no matter the scale used. The results also
indicate that the type of adversary (immediate-reward driven or long-term-reward driven) plays a
big role in how likely the agent is to win. To illustrate, when 7,4, = 25, the agent only won 75% of
the time for the immediate-reward driven adversary (v = 0.2) v.s. 100% of the time for the more
long-term-reward driven adversary (v = 0.8).

While these results are exciting, they do assume that the agent is not operating in the envi-
ronment, i.e., the agent is not trying to traverse the graph or trying to reach some end goal in
the same way the adversary is. This assumption makes sense in terms of the gathering intelligence
and covertly taking actions to manipulate the adversary. However, for adversary decision-making

DISTRIBUTION A. Approved for public release; distribution unlimited. Case Number:
AFRL-2023-0394 . Dated 20 Apr 2023

Downloaded From: https://www.spiedigitallibrary.org/conference-proceedings-of-spie on 12 Jul 2023
Terms of Use: https://www.spiedigitallibrary.org/terms-of-use



in combat this Markov game wouldn’t work the way it is currently designed. For future works, it
would be interesting to test a similar agent strategy when the agent and the adversary are both op-
erating in an environment, each with specific goals and starting points (think war games or capture
the flag). Future works should also include repeating all three experiments with different types of
graph structures to ensure these results hold up regardless of the specific graph type. Additionally,
it is only sometimes realistic to assume that adversary decision-making has the Markov property.
Thus, future works could include finding or creating models that match each experiment goal that
does not require this property.
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Appendix 1: Algorithms

Algorithm 1: MDP Explore Policy

1. procedure MDP EXPLOR(G,¢)

2 S < each state s; € G

3 A — each edge (s;,s;) € G

4 POLICY « 81 > s7 is starting state 1 in Gyq,
5: ABSORB <« absorbing states of G

6 while last state in POLICY not in ABSORB do

7 s; = last state in POLICY

8 A" s for each j = 1,..,card(S) s.t. (s;,8;) € A

9 m = argmaxg c A Q(5i,85) = breaking ties consistently
10: for s’ € A’ do

11: if s} = m then
12: p(sjlsi) = 1 =€+ iy

13: else

14: p(sjlsi) = A (A
15: sj = random choice of s’; € A" with probability p(s}|s;)

16: POLICY < s;

return POLICY
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Algorithm 2: MDP Optimum Policy

1: procedure MDP OPTIMUM POLICY (G, R, €, DECAY, )

2: S < each state s; € G

3: A «— each edge (s;,s;) € G

4 ABSORB « absorbing states of G

5 Q(si,sj) = 1 for each (s;,s;) € A > initializing Q
6 for forever do > do until @) values stop changing
7: POLICY < MDP EXPLOR(G,¢)

8 for forever do = do until Q values stop changing
9 (=1

10: for each step s; in POLICY s.t. s; not last step in POLICY do

11: A" sl st (s41,87) €A

12: m = maxy e ar Q(st+1,57) = breaking ties consistently
13: Q(st, t41) < Q(81,5¢41)(1 = £) + £(r +v-m)

14: { < (- DECAY

15: OPTIMUM POLICY <« S > s is starting state 1 in Gy,
16: SCORE = 0

17: while last state in OPTIMUM POLICY not in ABSORB do

18: s; = last state in OPTIMUM POLICY

19: A" s for each j = 1,..,card(S) s.t. (s;,5;) € A

20: §j = argmax A Q(si,8)) = breaking ties consistently
21: if s; = s; then

22: Q(Si,Sj) <—’yQ(Si,Sj)

23: OPTIMUM POLICY « s;

24: SCORE«— Q(s;, s;)

return OPTIMUM POLICY, SCORE
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Algorithm 3: MG Explore Policy

1: procedure MG EXPLOR(G,¢)

2 S < each state s; € G

3: A «— each ADVERSARY action (s;,s;) € G

4: O « an AGENT action o for each (si,s;) € A recall O; € O s.t. (s4,5}) € A for fixed s;
5 set AGT POLICY as empty list

6 ADV POLICY <« §1 > s is starting state 1 in Gy,
7 ABSORB <« absorbing states of G

8: while last state in ADV POLICY not in ABSORB do

9: s; = last state in POLICY

10: A"« s’ for each s} s.t. (s;,57) € A

11: min = argmingeo, Maxy e a’ Qadv(8i,55,0') = breaking ties consistently
12: maxr = argmaxg A Qadu(8i, 87,0 = breaking ties consistently
13: for o' € O; do

14: if o' = min then

15: p(d]s;) =1—¢e+ m

16: else

17: p(d']s;) = rd(0])

18: for s’ € A’ do

19: if s = maz then
20: p(sjlsi) =1—e+ (A7)
21: else
22: p(sjlsi) = m
23: o = random choice of o' € O; with probability p(¢o'|s;)
24; s; = random choice of 5; € A’ with probability p(5;|sz)
25: AGT POLICY <« o0
26: ADV POLICY <«— S;

return AGT POLICY, ADV POLICY
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Appendix 2: Data

Experiment 1 transition probability data:

p(s1]s1) = 0.3347
p(81|811) = 0.02342
p(81|310) = 0.12767
p(s1]s2) = 0.51421
p(s2]s2) = 0.15662
p(s2]s3) = 0.15291
p(s2]s4) = 0.06276
p(s2]s5) = 0.00881
p(s2|s6) = 0.51176
p(s2|s7) = 0.10714
p(s3|s3) = 0.29679
p(s3]ss) = 0.65048
p(s3]s9) = 0.05273
p(s4]84) = 0.44875
p(s4]ss) = 0.08342
p(salsg) = 0.46784
p(ss5]s5) = 0.65189
p(ss5]ss) = 0.05849
p(s5|s9) = 0.28962
p(se|ss) = 0.66921
p(s6|ss) = 0.30186
p(s6]s9) = 0.02893
p(s7|s7) = 0.29742
p(s7|ss) = 0.42232
p(s7]s9) = 0.28026
p(ss|ss) = 1.0
p(s9lsg) = 0.27426
p(89|813) = 0.72574
p(810|810) =1.0

(811|811) = 0.0651

(311|$12) =
0.71487

p(s11]s13) =

0.22003

p(812|812) = 1.0
p(s13ls13) =

0.85996

P(813|814) =

0.14004

p(814|814) =

0.18214

p(814|815) = 0.1697
p(s14ls16) =

0.28159

p(s1als17) =

0.12811

p(s14]s18) =

0.18221

p(s14ls19) =

0.05625

p(815|815) =

0.12209

P(815|820) =

0.87791

p(s16]s16) =

0.14303

p(516|520) =

0.85697

P(817|S17) =

0.52837

p(817|821) =

0.47163

p(518|518) =

0.03922

Experiment 2 action reward data:

p(818\821) =
0.96078
p(319\$19) =
0.40899
P(S19\821) =
0.59101
p(s20|820) =
0.65971
p(520\522) =
0.34029
p(s21s21) = 0.7327
p(s21|s22) = 0.2673
p(822\822) =
0.00136
p(s22]s23) =
0.45562
p(522\524) =
0.18768
p(s22]s25) =
0.35534
p(s23|s23) = 1.0
p(s24524) =
0.15598
p(324\527) =
0.84402
P(825\325) =
0.26799
P(s25]526) =
0.00438
p(325\827) =
0.72763
p(s26]526) = 1.0

P(827|827) =

0.96905

P(527|828) =

0.03095

p(828|527) =

0.03653

p(528|528) =

0.66792

P(528|529) =

0.29555

P(829|828) =

0.01254

p(s20529) =

0.25876

P(829|830) =

0.25757

P(829|S32) =

0.47113

P(530|829) =

0.89055

p(s30/s30) =

0.09506

p(530|531) =

0.01439

P(531|S30) =

0.48051

P(831|S31) =

0.51949

p(s32|s32) = 1.0

1,1 = 38 ?"275 =61 T4,8 = 100 6,9 = 90 T10,10 = 14
1,11 = 16 T2,6 = 0 T4,9 = 63 T = 7 T11,11 = 18
1,10 = 57 T2 = 89 Ts,5 = 59 r7.8 = 100 T11,12 = 73
T2 = 17 73,3 = 15 5,8 = 100 r7,9 = 31 T11,13 = 45
22 = 34 73,8 = 100 5,9 = 51 8,8 = 100 T12,12 = 13
2,3 = 40 7"379 =45 76,6 = 37 9,9 = 6 T13,13 = 27
T2,4 = 83 T4,4 = 33 76,8 = 100 9,13 = 5 T13,14 = 55
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Algorithm 4: MG Optimum Policy

1: procedure MG OPTIMUM POLICY(G, Ry4y, €, DECAY, 7, MAX STEPS)

2: S < each state s; € G

3 A «— ecach ADVERSARY action (s;,s;) € G

4: O <« an AGENT action o for each (s;,s;) € A = recall O; < O s.t. (s, s;) € A for fixed s;
5: ABSORB <« absorbing states of G

6 Qagt(si,s5,0) = 1 for each (s;,5;) € Aand 0 € O

7 Qadv(si,s5,0) = 1 for each (s;,5;) € Aand o€ O

8 Compute MDP SCORE for ADVERSARY > use algorithm 2
9: for forever do > do until @ values stop changing
10: AGT POLICY, ADV POLICY <« MG EXPLOR(G, ¢)

11: for forever do = do until @ values stop changing
12: =1

13: for each step s; in ADV POLICY s.t. s; not last step in ADV POLICY do

14: Al s st (s141,87) € A

15: min = minyeo, mMaxy e A/ Qadv(St+1, 85,0) = breaking ties consistently
16: Max = Max,.car Qadv(5t+1,85,0) = breaking ties consistently
17: Qagt(stu St4+1, 0) A Qagt(st7 St+1, 0)(1 - 5) + g(_Radv(Sh St4+1, 0) + - min)

18: Qadv(St, St4+1,0) — Qadv(St, St4+1,0)(1 — £) + L(Rady (St, St41,0) + ¥ - max)

19: { < { - DECAY
20: set AGT OPTIMUM POLICY as empty list
21: ADV OPTIMUM POLICY <« S1 > s is starting state 1 in Gy,
22: MG SCORE = 0
23: while last state in ADV OPTIMUM POLICY not in ABSORB do
24: if card(ADV OPTIMUM POLICY) < MAX STEPS then
25: s; = last state in ADV OPTIMUM POLICY
26: Al —slst. (si,87) e A
27: 0 = argmin, o, maxy e Qadv (54,85, 0)
28: 55 = argmaxs;eA,Q(si, s%:,0) = breaking ties consistently
29: if s; = s, then for each o' € O;
30: Qadv(5i,55,0) < YQadv(8i,55,0)
31: Qagt(5i75ja0) < ’YQadv(Si,Sjyo)
32: AGT OPTIMUM POLICY « 0
33: ADV OPTIMUM POLICY <« §;
34: MG SCORE< Qady(Si, Sj,0)
35: else return DRAW and break
36: if MG SCORE < MDP SCORE then return AGENT WON
37: if MG SCORE > MDP SCORE then return AGENT LOST
38: if MG SCORE = MDP SCORE then return TIE
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714,14 = 48 r17,17 = 86 792,20 = 78 726,26 = 100 730,29 = 71

r14,15 = 24 Ti7,21 = 78 792,23 = 79 To7,27 = 730,30 = 26
r14,16 = 11 r18,18 = 13 r92,24 = 92 T97,28 = 26 r30,31 = 41
r14,17 = 81 r18,21 = 33 r22,25 = 98 To8,27 = 44 r31,30 = 31
T14,18 = 16 719,19 = 46 r93,23 = 70 798,28 = 731,31 = 6
r14,19 = 89 719,21 = 62 T24,24 = 93 r28,29 = 16 732,32 = 40
r15,15 = 89 720,20 = 92 T24,27 = T29,28 = 28

T15,20 = 36 790,22 = 87 T25.25 = 60 T29,29 = 2

r16,16 = 19 791,21 = 59 r95,26 = 100 799,30 = 27

T16,20 = 73 T91,22 = 61 T2527 = 799,32 = 10
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