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ABSTRACT

Distribution networks must be regularly updated to enhance their performance and meet
customer electricity requirements. Advanced technologies and infrastructure—including two-
way communication, smart measuring devices, distributed generations in various forms, electric
vehicles, variable loads, etc.—have been added to improve the overall efficiency of distribution
networks. Corresponding to these new features and structures, the continuous control and
monitoring of distribution networks should be intensified to keep track of any modifications to
the distribution network performance. Distribution system state estimation has been introduced
for real-time monitoring of distribution networks. State estimation calculations are highly
dependent on measurement data which are collected from measurement devices in distribution
networks. However, the installation of measurement devices is not possible at all buses to ensure
the distribution network is fully observable. To address the lack of real measurements, pseudo-
measurements are produced from historical load and generation data. Available measurements,
along with physical distribution network topology, are fed into a state estimation algorithm to
determine system state variables. Then, state estimation results are sent to a control center for
further processing to enhance distribution network operation. However, the accuracy of state
estimation results could be degraded by false data injection attacks on measurement data. If these
attacks are not detected, distribution network operation could be significantly influenced.
Different methods have been developed to enhance a distribution network operation and
management. Machine learning approaches have also been identified to be beneficial in solving
different types of problems in a power grid. In this dissertation, machine learning is applied to
three areas of distribution systems: generating pseudo-measurements, performing distribution
system state estimation calculations, and detecting false data injection attacks on measurement
data. In addition to addressing these areas individually, machine learning is used to
simultaneously perform distribution system state estimation calculation and false data injection
attack detection. This is done by taking advantage of conventional and smart measurement data
at different time scales. The results reveal that the operation and performance of a distribution
network are improved using machine learning algorithms, leading to more eftective power grid
modernization.



CHAPTER ONE

INTRODUCTION

New challenges and issues have been raised about Distribution Networks (DNs) while
advanced technologies are integrated to DNs. These new features—including two-way
communications, Distributed Generations (DGs), Electric Vehicles (EVs), smart measurement
devices, etc.—convert a passive DN into an Active Distribution Network (ADN). DN monitoring
is becoming important for understanding the performance of ADNs in the presence of these
advanced tools. State estimation (SE) approaches have been introduced to estimate the current
operating state of the DN. SE is a critical tool which makes a link between measurement devices
and control centers for monitoring and control of all the electrical quantities in ADNs. SE
techniques were developed for Transmission Networks (TNs) several years ago, but these
techniques cannot be applied directly to DNs due to the different features between TNs and DNs.
Such features include a high resistance-reactance ratio (r/x), a lack of sufficient measurement
devices, radial or weakly meshed structure, and three-phase unbalanced operation. Therefore,
appropriate SE techniques should be realized according to the structure and need of DNs.

In recent years, DNs are being upgraded gradually due to the limited installation of smart
metering devices to obtain precise assessment and monitoring, but a new challenge has been
reported in terms of combining traditional and smart measurements. Traditional and smart
measurement data are available at different sampling rates; both information should be utilized in
performing SE calculations to include their positive advantages. Some hybrid SE methods have

been employed to combine traditional and smart measurement data in DNs.
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The measurement data should satisfy two conditions: (1) enough measurement data must
be collected and (2) the measurement information should be precise enough to obtain
Distribution System State Estimation (DSSE) results.

DSSE calculations are directly dependent on the available measurements from the
measurement tools over the DN. However, installation of measurement devices is not
economically feasible at all nodes in the DN. So, generating pseudo-measurements from a
limited available measurement and historical data has been introduced as a new tool to address
the lack of measurements and improve the observability of DNs. Some conventional methods
were developed for generating pseudo-measurements, but these methods are not as effective for
ADN:Ss since the dynamic behaviors of DNs are intensified in the presence of DGs and these
dynamic behaviors cannot be addressed properly using traditional methods.

As mentioned earlier, the accuracy of the DSSE results is also strongly dependent on the
measurement accuracy. However, the integrity of measurement information might be easily
degraded by False Data Injection Attacks (FDIAs) on measurement information. FDIAs are a
kind of cyber-attack that is introduced in a DN to falsify measurement data and disrupt a DN’s
normal operation. The accuracy of DSSE results and the quality of decision-making, which is
processed in a control center might be diminished significantly if FDIAs cannot be well
identified. FDIA detection methods have been introduced and developed to analyze measurement
data and enhance the DN performance. The purpose of bad data detection (BDD) is to identify
the faulty data in measurement information. However, since FDIAs can successfully bypass
many traditional BDD methods, FDIAs cannot be commonly identified and errors can be

introduced into the DSEE result.



In the last decade, different machine learning approaches have been developed and
widely used in DNs for different purposes, such as generating pseudo-measurements, performing
SE calculations, detecting FDIAs, analyzing reliability and resiliency, etc. Machine learning
algorithms are based on the data obtained from the power networks, unlike model-based
approaches which are based on network topologies as well as measurement data. The data-based
approach of machine learning enables faster execution time and more accurate results than is
possible using traditional methods in DNs.

In the rest of this dissertation, machine learning approaches will be explored in various
ways to solve problems with DN performance. A new data-driven method is proposed to
generate pseudo-measurements from limited available measurement and temporal and
meteorological information in an ADN. In order to take advantage of traditional and smart
measurements toward grid modernization, a new method based on online learning is applied to
combine different measurements at multiple time scales. Moreover, a new method based on a
machine learning approach is proposed to perform SE calculations and FDIA detection
simultaneously to improve the accuracy and decrease computation time in a DN. The results of
the proposed methods show that DN performance in terms of accuracy and effectiveness is

improved.
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CHAPTER TWO

LITERATURE REVIEW

A power grid consists of three main sections: energy generation, transmission, and
distribution networks. The electric power output at the generation side is transmitted over long
distances over high-voltage transmission lines [1]. The voltage level is stepped down at the
distribution side of the network, allowing the adoption and use of electricity by customers [2]. A
typical distribution network (DN) consists of a high-to-medium voltage (HV/MV) transformer
and a medium-to-low voltage (MV/LV) transformer [3]. Industrial consumers are connected at
the MV grid while residential and commercial customers are typically connected to a LV grid,
feeding from the MV/LV transformer [4]. Low-voltage DN density has been getting more
crowded over time because of rapidly growing electricity demand [5], [6].

Power networks are also evolving from passive DNs with unidirectional communication
paths to ADNs with bi-directional communication. DNs without any DGs are known as passive
since the power is supplied from the main grid. In contrast, ADNs are supplied by DGs in
addition to a main grid. Moreover, the inclusion of other new features—including penetration of
different types of DGs, Electric Vehicles (EVs), variable loads, installation of smart meters and
sensors, etc. [7], [§] — convert a traditional DN to smart one.

In Figure 2.1, an overview of an advanced smart power grid structure is shown. As it is
clear, the communication among the different sections and the control center are provided by the
existence of two-way communications in the smart grid [9], [10]. Smart grids introduce several

benefits in different aspects to the existing traditional grid.



Wind Power Plant I Hydroelectric Power Plant I

Figure 2- 1. Smart power grid architecture.

These benefits could potentially be promoting renewable and green energy as an
alternative source. Developing infrastructure for power storage and electric vehicles could
improve the quality and reliability of a power grid. Moreover, these new technologies have
resulted in economic and environmental advantages and stimulating the development of smart
cities to reduce the energy cost and peak demand.

Even though the integration of these new technologies has paved the path towards grid
modernization, the management and control strategy for DNs have become more challenging and
complicated [11], [12]. The requirement of observability assessment and need for Distribution
System Operators (DSOs) to monitor and control ADNs are intensified by the emergence of
these technologies [13]. DSSE algorithms have been introduced to monitor and determine
modifications along with the advanced changes in ADNs [14], [15].

SE techniques provide a link between measurement data and control centers to present

and monitor all the electrical quantities in ADNs. Transmission System State Estimation (TSSE)
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methodologies have also been developed and implemented in TNs from many years ago [16],
[17]. Unfortunately, these methods cannot be applied directly in DNs [18], [19]. Transmission
and distribution networks differ significantly in the following cases: 1) measurement instruments
are usually installed at a limited bus, unlike the transmission ones that all buses are monitored by
measurements devices. 2) DNs are mostly configured in radial or weakly meshed networks, but
the topology of TN is highly meshed. 3) the high number of buses and imbalanced configuration
in DNs make them different from the balanced structure of transmission grids. 4) due to the low
X/R ratios in the DNS, decoupled SE algorithms, commonly used for TNs, are not possible in the
DNs. Therefore, new algorithms should be developed using DN constraints and needs [20]-[22].

The first DSSE method was reported in 1990 when supervisory control and data
acquisition (SCADA) systems were introduced [23], [24]. Data from measurement instruments is
one of the main requirements to monitor and control ADNs using DSSE calculations. However,
measurement device placement is limited and challenging in a DN since it consists of several
buses and installation of measurement devices at all buses are prohibitively expensive [25], [26].
The lack of measurements causes issues with observability and the ability to perform DSSE
computations.

To address the lack of measurements in ADNSs, techniques for generating pseudo-
measurements from a limited measurement and historical load and generation data based on
Advanced Metering Infrastructure (AMI) measurements have been developed as a crucial task in
recent years [27]. However, the quality of the pseudo-measurements is low in both speed and
accuracy [28]. Gaussian distribution method is commonly performed to generated pseudo-

measurement from load profiles information. It is worthwhile to mention that monthly, weekly,
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or daily load profiles could be considered as a part of load profiles information. Since more
dynamic behaviors are caused by the new features such as distributed generations, variable loads,
electrical vehicles, etc. the conventional methods are not appropriate to generate pseudo-
measurements in ADNs. Conventional measurements from Control and Data Acquisition
(SCADA) measurements and pseudo-measurements along with physical parameters of a grid are
used to perform DSSE calculation in a low sampling rate [29].

SCADA measurements are asynchronous and available with a long interval time and low
accuracy [30], but they are much higher than the pseudo-measurement [31], [32]. So, the DSSE
results from SCADA and pseudo-measurements are not precise enough to monitor and track
changes in an advanced DN.

Installing smart measurement devices, such as Phasor Measurement Units (PMUs) and
micro-PMUs (uPMUs), are currently involved in DN modernization projects to improve the
performance of DSSE calculations [33], [34]. PMUs are extensively used in TNs [35], however
because DNs have different characteristics than TNs, PMUs are not as commonly installed in
DNs [36]. Since PMU measurements are available in synchronous form and can achieve high
sampling rates, the incorporation of PMU measurements along with traditional measurements
into SE calculations improves DSSE results, and increases the observability, resiliency, and
reliability levels of DNs [37]-[39]. However, replacing conventional measurement devices with
advanced tools is not possible over a short period of time and it may take several years to
modernize a DN.

Because of the presence of both traditional and advanced measurement data during the

modernization process, managing, controlling, and performing SE calculations can be



8
challenging [40]. One of the important issues in the grid modernization process is how different
measurements can be incorporated correctly in a control center to perform SE calculations
accurately in high-speed operation [41]. Inconsistent reporting rate of measurement devices, and
different types of measurement information with various precision levels are two of the most
critical problems to perform hybrid SE calculations from traditional and advanced measurement
devices [42].

PMUs commonly provide synchrophasor measurements at a rate of 30 samples per
second as compared to SCADA measurements which get updated every 2-6 seconds [43], [44].
Hybrid SE methods have been established and developed in power networks to integrate and take
the potential benefits of traditional and advanced measurements [45], [46]. Different hybrid
TSSE methods to combine traditional and advanced measurements are discussed in [47]. Hybrid
methods will be helpful during the power grid modernization development while replacing all-
traditional with all-advanced measurement devices [48].

DSSE results not only depend on the availability of real measurements but also the
accuracy of real measurements obtained from measurement devices [49], [50]. However, the
progress of information and new technologies in distribution grids increase the possibilities for
attackers to manipulate information obtained from measurement devices [51], [52]. The accuracy
of DSSE results can be diminished significantly when False Data Injection Attacks (FDIAs)
affect measurement data [53], [54]. The goal of attackers is to falsify the data and measurement
information in power networks [55]. Therefore, DSSE results can be influenced by FDIAs due to
dependencies of SE calculations on measurement information [56]. DSSE results are submitted

to the control center for further processing including contingency analysis, power flow study,
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distribution grid stability and reliability, distribution energy market for energy management, etc.
[57], [58]. If FDIAs cannot be successfully detected, the control center performance will be
severely degraded, and the likelihood of both economic and physical risks may arise from a
wrong decision in a control center [59].

Nowadays, Machine Learning (ML) approaches have been applied widely in DNs to
extract valuable data collected from measurement devices and to enhance the DN performance
[60], [61]. ML is an evolving branch of computational algorithms and statistical models that
computers use to learn and act in an independent manner without human intervention [62]. ML
has been developing in recent years for different purposes in solving complicated and
challenging problems [63], and the performance and prediction capabilities of ML algorithms
change over time as new data is collected and analyzed [64]. ML approaches are classified into
four main categories: supervised, unsupervised, semi-supervised, and reinforcement learning
[65]. ML techniques are applied widely in DNs for different purposes, such as generating
pseudo-measurement, DSSE calculation [66], [67], FDIAs detection [68], [69], DN protection,

hybridization of conventional and smart measurements, reliability and resiliency analysis, etc.

Machine Learning (ML) Approach

A significant amount of data is being produced as part of modern power equipment and
grid modernization procedures [70]. This data can come from various locations in the power
grid, from generation sources to customer loads [71]. Both the data and the advanced power grid
facilities can help better realize and analyze power system performance [72]. ML techniques
have been widely used and developed in power grids to extract information obtained from

different power system sections and components to properly manage and control a power grid
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[73], [74]. Forecasting analysis can be performed using model-based and ML-based methods in a
power grid [75], [76]. However, various benefits could be obtained using ML approaches rather
than using model-based methods [77], [78]. Some benefits are: 1) more accurate results, 2) fast
decision-making, 3) the ability to deal with massive data volumes at high sample rates, 4)
simultaneous performance of multiple tasks with different levels of uncertainty, and 5) the ability
to predict future system conditions and states.

ML methods are advanced mathematical techniques that attempt to mimic human
decision-making by using a data-based learning procedure [79]. ML techniques are commonly
divided into four categories: supervised learning, unsupervised learning, semi-supervised

learning, and reinforcement learning. These methods are illustrated in Figure 2.2.

Supervised Learning Unsupervised Learning Semi-Supervised Learning Reinforcement Learning
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Figure 2- 2. Visual representation of four ML categories: Supervised, Unsupervised, Semi-
Supervised, and Reinforcement.
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In supervised learning, a corresponding output (Y) is available for each input data (X).
The relationship between X and Y is represented as Y = F(X). Supervised learning algorithms
estimate the function F, which can be used to predict class labels or make decisions for unseen
examples [80]. In unsupervised learning, the input dataset is not labeled (i.e., the corresponding
output is not available), and a function tries to find the hidden patterns in the training dataset
[81]. In semi-supervised learning, some of the given data is unlabeled, but the training process
can take advantage of the points that do have labels [82]. Reinforcement learning is a
computational approach where the algorithm (agent) learns to achieve a goal in an uncertain,
potentially complex environment [83]. Reinforcement learning does not need labeled data for a
training procedure, but there needs to be a way for the agent to receive positive or negative

feedback after making a decision [84].

Supervised Machine Learning Method

Regression and classification are two common subcategories of supervised machine
learning (SML) [85]. Regression and classification methods can be carried out using various

techniques, some of which are shown in Figure 2.3.
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Figure 2- 3. Different SML techniques, categorized by regression and classification.

Regression. A regression problem is applied to predict continuous output values (i.e,
targets) based on the available input data (i.e, independent values) [86]. The main objective of a
regression method is to discover a relationship between input variables (features) and target
values. This algorithm is trained based on historical data to predict or estimate unseen future
data. There are several types of regression algorithms, including linear regression [87],
polynomial regression [88], support vector regression [89], decision tree regression [89], and
artificial neural network (including deep neural network) regression [90].

A regression problem is applied to predict continuous output values (i.e, targets) based on
the available input data (i.e, independent values) [86]. The main objective of a regression method
is to discover a relationship between input variables (features) and target values. This algorithm
is trained based on historical data to predict or estimate unseen future data. There are several
types of regression algorithms, including linear regression [87], polynomial regression [88],
support vector regression [89], decision tree regression [89], and artificial neural network

(including deep neural network) regression [90].
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Classification A classification problem is applied to predict the category or class label of
a given input based on its features [90]. The output of a classification model is a discrete class
label or a probability distribution overall class label. Classification problems with two classes are
known as binary classification problems; problems with more than two classes are known as
multi-class classification problems [91]. In ML classification, a model is learned using the values
and labels of a set of training data, which is used to predict unseen future data [92]. There are
several types of classification algorithms, including logistic regression [93], support vector
classifier [94], decision tree classifier [95], artificial neural network (including deep neural
network) classification [96].

A classification problem is applied to predict the category or class label of a given input
based on its features [90]. The output of a classification model is a discrete class label or a
probability distribution overall class label. Classification problems with two classes are known as
binary classification problems; problems with more than two classes are known as multi-class
classification problems [91]. In ML classification, a model is learned using the values and labels
of a set of training data, which is used to predict unseen future data [92]. There are several types
of classification algorithms, including logistic regression [93], support vector classifier [94],
decision tree classifier [95], artificial neural network (including deep neural network)
classification [96].

a) Linear Regression (LR)

LR is applied to predict the dependent variable (y) based on one or more independent

variables (x) [97]. The simple form of linear regression can be represented as the following

equation:
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Y =Wy + WXy +WyXxy + o+ WXy, (D)

where y is the target value, w,, is the y-intercept, wy, w,, -+, w,, are weights associated with each
input variables, and x4, x,, -+, x,, are the input variables (features). In LR, the main purpose is

to estimate the coefficients wy, wy, -+, w,, that minimize the error (e) between the predicted
values (9) and actual values (y). This is typically done using the least square approach where the

minimization problem is formed as:

Yef =X — 9% (2)

b) Polynomial Regression
Polynomial regression is an extension of linear regression where the relationship between
the independent variable (x) and dependent variable (y) is represented by a polynomial function

of x [98]:

y = WO + W11x1 + W12x12 + W13Xf + + WlnXIl + WleZ + szxzz + W23x§ + + Wan;l +

— 3)

where y and x are dependent and independent variables, respectively. wy, wyq, =, Wy, are
coefficients that determine the shape of the polynomial curve. The degree of the polynomial is n,
and this represents the maximum complexity of the curve. Polynomial regression can be useful
when the relationship between the variables shows a curved pattern, and it allows to capture the
non-linear relationship between the features [99].

A simple example of linear and polynomial regression models is shown in Figure 2.4.
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Figure 2- 4. Linear and polynomial (2™ order) regression models for 1-dimensional inputs.

c) Logistic Regression
Logistic regression is a common classification approach that is applied to predict both
binary and multi-class outcomes [100]. The relationship between a dependent variable (target)
and one or more independent variable (feature) is modeled using class probability estimation. As
it shows in Figure 2.5, logistic regression model uses a logistic or sigmoid function to transfer

the features (independent variables) into a value between 0 and 1.
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Figure 2- 5. Logistic Regression Model.
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Simplicity, the interpretation of model coefficients, and accurate and efficient training are

the advantages of logistic regression algorithm [101].
d) Support Vector Machine

A Support Vector Machine (SVM) is a SML technique which can be applied for
classification and regression tasks [102]. Support Vector Regression (SVR) is utilized for
regression tasks where the target variable is continuous, while Support Vector Classification
(SVC) is applied for classification tasks where the target is categorical. The main objective in
SVR is to find a hyperplane that best fits the training data while maximizing the distance
(margin) to the closest training data [103] ,as shown in Figure 2.6(a). The hyperplane reflects the
regression function that can be used to predict unforeseen future data. Those data points that lie
closest to a given hyperplane are applied to determine the position of the hyperplane. The
tolerance region around the regression line is defined as € and allows some degree of flexibility
in the placement of the learned hyperplane. The SVR can be kernelized to estimate a nonlinear
regression curve [104].

SVC is a popular approach which can be adapted mostly in a binary classification task
[105]; it can be implemented in both linear (and non-linear, using kernels) classification by
finding an optimal hyperplane that maximize the margin between the class boundary [106]. As
shown in Figure 2.6(b), data points which are close to the hyperplane are called support vectors
and the position and orientation of the hyperplane are determined by support vectors. SVC might

not be suitable for large-scale dataset due to the computational complexity [107].
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Figure 2- 6. (a) Support vector Regressor; (b) Support Vector Classification.

e) Decision Tree
The Decision Tree is a popular and intuitive ML model applied for classification

and regression analysis [108], [109]. Figure 2.7 illustrates a simple decision tree model
that consists of an internal node and leaf. A decision is created based on a specific feature,
and an output is predicted at each leaf node of the tree. A Decision Tree Regression
(DTR) model has a broad range of applications, especially when the relationships
between independent and dependent variables are nonlinear or when model
interpretability is important [110]. However, the nature of the decision tree results in
highly quantized regression values as the output. A Decision Tree Classification (DTC)
algorithm can be applied to both binary and multi-class classification problems [111].
However, Decision Trees are susceptible to overfitting if the tree is allowed to grow

deeply or the data is noisy [112].
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Figure 2- 7. Decision tree algorithm

f) Deep Neural Network
As shown in Figure 2.8(a), a single-layer perceptron includes one input layer with
one or many input units and an output layer with one or many output units [113]. In
contrast, a multilayer perceptron has a number of hidden layers as well. DNN is a part of
ML and special type of Artificial Neural Network (ANN) inspired by the human brain. A
DNN is generally considered as having 2 or more hidden layers [114], [115]. In feed-
forward DNN models, the information flows in only one single direction: from the inputs,

through hidden layers, to the output layer.
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Figure 2- 8. (a) A single-layer perceptron; (b) A multi-layer perceptron (DNN)

Figure 2.8(b) shows a DNN model consisting of an input layer, activation functions,
hidden layers, weights, neurons, and an output layer. The input data is received by neurons in the
input layer and passed (transferred) to the different layers in the network. The hidden layers are
located between the input and output layers; the number of hidden layers and the number of
neurons are determined by means of empirical testing or trial and error [116]. In order to predict
an accurate output based on the original input, the weights of the DNN are constantly updated
during training. In classification or regression problems, a DNN model is applied to predict a
class label or a numeric value, respectively [117]. The weight on the connection shows the
magnitude between two connections and falls within the range of 0 to 1. The sum of the
weighted inputs is determined by the neurons; moreover, another functionality of neurons is to
initiate an activation process to normalize the sum of the weighted inputs. The activation
function is applied within the hidden and output layers and can be either linear or nonlinear.

Sigmoid, tanh, and Rectified Linear Unit (ReLU) are three common forms.
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Assessment of Regression and Classification Method

Different criteria are applied to evaluate the performance of regression and classification
SML methods [118]. These criteria are considered to determine the most effective method for a
specific task.
a) Evaluation Metrics in Classification Method
Several metrics can be used to evaluate the classification technique performance [119].
Some common evaluation metrics for classification methods are reviewed:
e Accuracy:
This is the most common evaluation metric in classification problems. Accuracy is

defined as the ratio of the number of correct predictions over the total number of predictions.

TP+TN
TP+TN+FP+FN

Accuracy = 4)

TP stands for True Positive, where both predicted and actual outputs are positive. TN
stands for True Negative, where both predicted and actual outputs are negative. FP stands for
False Positive, where predicted and actual outputs are positive and negative, respectively. FN
stands for False Negative where predicted and actual outputs are negative and positive,
respectively.
Note: The following evaluation metrics are commonly used for a binary classification problem,
but it could also be developed for multiclass classification model [120].

e Precision:

This is defined as the proportion of correctly predicted positive output to the sum of

number of true positive plus false positive.

TP
TP+FP

)

Precision =
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e Recall:
This is defined as the proportion of correctly predicted positive output to the sum of the

number of true positive plus false negative.

TP
TP+FN

Recall =

(6)
e [, Score:
Precision and recall are combined into a single metric in the F; Score, which conveys the
balance between the precision and recall. F; Score is particularly useful when there is an

imbalance between classes in the dataset.

__ 2XRecallxPrecision
=

Recall+Precision 7
b) Evaluation Metrics in Regression
Different evaluation metrics can be implemented to analyze regression model
performance [121]. Some common evaluation metrics for regression methods are as follows:
e Mean Square Error (MSE):
This is a popular error metric for the regression problems. The MSE is calculated as the

mean or average of the squared differences between predicted and estimated output values of a

dataset; it is defined as:
1 ~
MSE =< ¥t (vi — 9)° (®)
e Root Mean Square Error (RMSE):

It is an extension form of the MSE. RMSE can be calculated as follows; its unit is the

same as the original unit of the target value.

RMSE = |15, (y, - 90? = VHISE ©)



22
e Mean Absolute Error (MAE):

It is calculated as the average of the absolute error values:

MAE = |15, abs(yi - 90, (10)

where y and y are the estimated and predicted values in the dataset, respectively, and N is the

sample size. Like RMSE, the unit of the MAE and the predicted value are the same.

Machine Learning Approach for Generating Pseudo-Measurements

DSSE calculations are strongly dependent on real measurements collected by various
instruments installed on the DNs [122], [123]. Measurement devices are commonly installed in
the HV/MV primary DNs. But the placement of measurement devices on the LV side is limited
and challenging since LV substations consist of several LV lines and installation of measurement
devices at all buses are prohibitively expensive in the near future [25], [26]. To address the lack
of measurements and improve the quality of DSSE calculations in DNs, generating pseudo-
measurements (corresponding to off-line load estimation) from historical data and load
forecasting techniques are established in DNs [28], [124]. Monthly, weekly, or daily load profiles
along with other data can also be utilized to generate pseudo-measurements. Gaussian
distribution method is commonly performed to generated pseudo-measurement from load
profiles information. Gaussian Mixture Model (GMM) is proposed in [27] to generate pseudo-
measurements in ADNs. Other conventional methods, including stochastic time series and
regression-based methods, are also used to predict energy consumption [125]. This classical
method performs well in small-sized power networks, but it is not very effective in active large-

sized networks.
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Moreover, solar and wind energy systems, which are commonly used in ADNs, are
variable energy sources and add more uncertainties to ADNs. This limits the application of
conventional methods for generating pseudo-measurements in ADNs [126], [127]. So, in recent
years, ML approaches have been introduced to obtain pseudo-measurements from available data
to address some problems with the conventional methods [128]-[131]. Methodologies for
generating pseudo-measurements methods are widely utilized by Distribution System Operators
(DSOs) to perform SE calculation in order to improve the performance of DN effectively. Recent
advancement of applying data-driven approaches in DNs makes a significant improvement to
generate pseudo-measurements from a limited available measurement.

In [132], a gradient boosting tree model is proposed to generate pseudo-measurements in
ADNS. Authors in [133] apply Relevance Vector Machines (RVMs) [134] to perform pseudo-
measurement modeling in distribution networks. An Adaptive Nonlinear Auto-Regressive
exogenous (NARX) is used to perform load forecasting in DNs in [135]. ANN and DNN are also
widely used to generate pseudo-measurements in DNs. In [131], an ANN is applied to generate
active and reactive power injections from a limited real measurement. In [136], a distributed
game theoretic based on SML is applied to generate active power injection using AMI data. In
[137], muti-timescale learning structure based on ANN model is developed to generate an active
power injection for commercial, residential, and industrial sections from monthly billing data. In
[138], an ANN, linear regression, and Support Vector Regression (SVR) are applied to generate
load profile and electricity charges of consumers. In [139], an ANN based pseudo-measurement
generating algorithm (PMG-ANN) is applied to address a lack of real measurement and low-

observability issue in the DN.
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In [140], a DNN approach is proposed to identify consumption behavior and load
forecasting. A novel pooling-based DNN model is proposed in [141] for household load

forecasting.

Machine Learning Approach for Hybridization Traditional and Smart Measurements

Combining multiple measurements at different reporting rates to perform precise SE
calculations in a control center is identified as one of the notable topics in the grid modernization
efforts. To execute hybrid SE calculations based on smart and conventional measurements, both
advanced measurement data and traditional measurement data must be incorporated. Advanced
measurement data has high precision and high resolution and is collected at a rate of up to 30
samples per second. On the other hand, traditional measurement data has lower precision and
resolution and is updated every 2-6 seconds [123].

Machine learning methods have also been developed to hybrid traditional and smart
measurement data for DN modernization. In [142], different attributes of PMU and SCADA
measurements are determined based on data accuracy, time scale, and refreshing frequency.
Then, a specific solution is created based on the differences between measurement properties.

In [143], in order to include both SCADA and PMU measurements for DSSE calculation,
the state estimator switches between a Weighted Least Square (WLS) and Weighted Least
Absolute Value (WLAV) calculations.

In [144], a new hybrid SE method based on Particle Swarm Optimization (PSO) [145]
and Artificial Neural Network (ANN) approaches is proposed to combine the different

measurements.
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In [146], nonlinear static state estimation, linear static state estimation, and linear
dynamic state estimation are applied to hybrid SCADA, PMU and AMI measurements in ADNSs.

In [147], a new hybrid state estimator considering distributed state estimation method is
proposed to use SCADA and uPMU measurements in an unbalanced DN.

In [148], the improved robust and linear state estimators are applied to respond to
different frequency levels on measurement data from SCADA and PMU for medium voltage
DNs.

In [149], a hybrid simultaneous state estimator based on WLS method is proposed to
incorporate both SCADA and PMU measurements.

In [150], a hybrid SE method based on WLAV estimator and Deep Neural Network
(DNN) methods is proposed to manage the unsynchronized AMI and SCADA measurements and
monitor an ADNSs.

In [151], SCADA, uPMU, and Smart Meter (SM) data are used for an unbalanced DNs,
where Kalman smoother and Expectation Maximization (EM) methods are used to manage the
missing measurements and combine measurements in different time samples, respectively.

In [152], a static state estimator is used to perform DSSE calculation using both SCADA
and PMU measurements. When SCADA measurements are not available, a fast state
reconstruction algorithm is applied using only PMU and pseudo-measurements.

In [153], a spatio-temporal estimation generative adversarial network (ST-EGAN) is
proposed to generate pseudo-measurements to perform DSSE calculations in high resolution when

SCADA and PMU measurements are not available simultaneously.
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In [154], an improved sequential state estimation method is proposed to take advantage of
AMI and (uPMUs) measurements to address the asynchronization issue for performing DSEE

calculations.

Machine Learning Approach for Distribution System State Estimation

State estimation (SE) calculation has been introduced to monitor the performance and
secure operation of power grids [155]. The SE process is used to estimate the power system
states based on available measurements and network parameters. SE computation is considered
the core of Energy Management System (EMS) since SE results are applied to control and
improve the operation performance of a power grid [156]. Contingency analysis, security
assessment, economic dispatch, and other functions are possible using SE results [157]. TSSE
has been successfully developed and applied to TNs for several years. Transmission grids are
mainly designed in mesh configuration and found as an over-determined and fully observable
system since the number of available measurements are more than the number of state variables
in a TSSE calculation [158]. However, DNs are configured with either a radial or weakly meshed
structure and have a fairly large number of nodes. This makes it impossible to place
measurement devices at all nodes and leads to the lack of measurements for DSSE calculations
[159]. Therefore, because of the main differences between transmission and distribution
networks, TSSE methods are not directly applicable in DNs and new methods and approaches
should be designed to address the requirements of DNs[160].

DN are generally responsible for supplying high-quality end-customer service and can
be used for operational and management planning. These are critical tasks, which can be

accomplished using appropriate DSSE calculations [161]. DSSE computations are highly
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dependent on measurements which are obtained from measurement tools. However, real
measurements are not sufficient to perform an accurate DSSE calculation [162]. Therefore,
generating pseudo-measurements from an available measurement and historical data is widely
applied to address the lack of measurements and execute DSSE computations precisely [163].
The state vector of the power grid can be defined as a set of variables; when the state variables
are calculated, other electric power quantities can be computed from these states [164],[165].
The state vector for a DN can be defined as the voltage magnitude and phase angle at each bus or
the branch current magnitude and angle of each branch in a DN [166].

Model-based DSSE techniques based on measurement information and network parameters
have been established to acquire state vectors. Some traditional model-based DSSE techniques
and their advantages and disadvantages include [167]:

e Weighted Least Square (WLS) is applicable in both transmission and distribution

networks; it is a fast and straightforward method, but it is sensitive to bad data.

e [east Median of Squares (LMS) is robust against bad data, however it requires high

computational complexity and measurement redundancy.

e Least Trimmed Squares (LTS) is robust against bad data, but both computational

complexity and memory utilization are high.

e Least Absolute Value (LAV) is robust against bad data and line impedance uncertainty,

but in contrast, it is sensitive to measurement uncertainty and leverage point.

DSSE calculation has received much attention due to the new features of an advanced DN
including DGs, Electric Vehicles (EVs), two-way communications, smart buildings and

industries, energy storage systems, and smart meters [168]. A DN has become increasingly
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complex by these advanced features and new DSSE techniques are required to improve SE
results in terms of accuracy and speed [169]. Thus, DSSE approaches based on ML techniques
are developed widely to enhance SE results since these algorithms are mainly established based
on available data, unlike model-based methods which rely on system information as well [170].

With the development of sensor and smart meter technologies, the direction for further
research on DSSE techniques using ML methods in DNs has become important among the
researchers [171]. In [172], two DNNs are used to detect topology and perform DSSE
calculation. Switch status is identified by a DNN model using only sparse measurement data.
Another DNN is trained to perform DSSE calculation for an unbalanced three-phase DN. Voltage
magnitudes and phase angles are defined as the state vector. The authors tested and verified their
proposed method for both radial and meshed networks with Photovoltaic panels (PVs).
Moreover, non-Gaussian noise is considered by the authors for a smart meter measurement to
show the robustness of the method.

In [173], an ANN-based model is used to perform DSSE calculations using a limited number
of measurements in the presence of two types of DGs (PVs and wind turbines). Voltage
magnitude and branch currents are defined as state variables. The method is tested and verified
on a benchmark DN and a real DN considering high penetration of DGs. They compared the
accuracy of the method with the WLS approach using the same measurement data (and pseudo-
measurements) and showed that the method works well with high accuracy and fast execution
time.

In [174], a new DNN-based method named pruned physics-aware neural network (P2N2)

is used to improve voltage magnitude estimation. The connections between hidden layers are
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determined based on the physical topology of the DN. They utilized one year load data to
generate different scenarios using power flow calculations. These data along with PMU
measurements are utilized to train and test a method under different observability conditions.
They compared the method with the WLS approach and reported that the P2N2 method has
better performance in terms of estimation accuracy in a low observability condition.

In [175], the computational complexity of linear and nonlinear WLS methods and ANN
models are compared in Floating Point Operations (FLOPs). This technique is a machine
independent measure to calculate the run time of each method [176]. It is shown that the ANN
method has a faster running time than the WLS methods. The paper compared FLOP values with
the elapsed time [177], which applied in many studies, and showed that elapsed time may not
work well in a small DN, whereas the FLOP criteria is applicable in different DN sizes.

In [178], a data driven approach based on an ANN model is used to perform distributed
state estimation using limited PMU measurements. Voltage magnitudes and phase angles are
defined as the state vector. A DN is divided into several areas, and an ANN method is applied to
obtain SE values for each area for each phase (@ = {4, B, C}), then SE results from each area are
sent to a control center for further processing and a global DSSE calculation is performed based
on ANN model to obtain the final results. Multi-area data-driven and model-based approaches
based on the WLS method are compared in terms of accuracy and execution time, and it is
shown that state estimation variables from a data-driven approach follow a real value from a
power flow calculation in a high accuracy at a high speed compared to WLS method. Distributed
state estimation methods are introduced in a DN to address a lack of measurement and improve

SE results [179]. In distributed state estimation approaches, a DN is divided into several areas
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based on different criteria and a state estimation calculation is performed in each area separately.
Then, state estimation results from each area send to a control center for further processing and
obtain final state estimation results [180].

In [181], a DN is divided into several independent sub-areas, and a certain ANN is
designed for each area based on an available measurement in each area. A method is tested and
verified at one LV and one MV distribution networks.

As mentioned, unlike model-based methods, data-driven approaches do not depend on
system information. However, data-driven methods require a certain amount of data to
effectively perform DSSE calculations. So, some studies propose a hybrid method based on data-
driven and model-based approaches in order to take advantage of the strengths of each method
[182].

In [150], in order to utilize different measurement data at different time scales, a hybrid
method based on DNN and Weighted Least Absolute Value (WLAV) is implemented. When only
SCADA (Supervisory Control And Data Acquisition) measurements are available, a DNN model
is used to perform DSSE calculation; when SCADA and AMI (Advanced Metering
Infrastructure) measurements are available, WLAV method is applied to obtain SE results.

In [183], distribution learning and regression methods are applied to generate power
injection in a DN and a DNN model based on the Bayesian DSSE approach is used to obtain SE
results. Voltage magnitudes and phase angles are defined as the state vector. Their method is
tested and verified in both a radial and meshed network, showing that their model outperforms

other DNN models.
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In [184], a shallow ANN model is used to calculate an initial value using historical load
and generation data, pseudo-measurements, PMU measurements, and current magnitude
measurements. The initial values are used to perform SE calculations based on Gauss-Newton
iterative estimation [185]. The method shows acceptable performance in terms of accuracy and
execution time.

In [186], historical data of DPMU (Distribution Phasor Measurement Unit)
measurements (voltage and current magnitude and phase angle) and limited smart measurement
data are utilized to train a feed-forward neural network to estimate the voltage magnitudes and
phase angles of a DN.

In [187], a novel ANN model is developed to calculate state variables with high accuracy
under different scenarios including topology changes, load variation, and bad data in a DN. Their
method is also applicable to predict measurements such as power flows and power injections.
The proposed method is tested in different distribution grids with and without DGs to show its

robustness.

Machine Learning Approach for False Data Injection Attacks in a Distribution Grid

Distribution System Operators (DMOs) strongly depend on an advanced Distribution
Management System (DMS) to further develop smart DNs [188]. DSSE results are known as a
fundamental tool for DMS, since most of the DMS functions—including topology analysis,
volt/VAR control, distribution load forecasting analysis, distribution congestion management,
etc. are completed using SE results [189]. Moreover, additional advanced features are added to a
DN as part of grid modernization solutions [190]. Therefore, an accurate DSSE calculation plays

a crucial role for advanced DN operation and performance. The accuracy of SE results is directly
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affected by measurement data; so with an increase in the installation of smart measurement
devices such as PMUs, uPMUs (micro-PMUs), and AMI (Advanced Metering Infrastructure),
DSSE results could be enhanced significantly [191]. However, the possibility of false data
injection attacks (FDIAs) on measurement data is intensified by an ongoing increase of
measurement devices in a DN; such attacks can degrade the precision of DSSE results [192].
FDIAs are a kind of cyber-attack that is introduced in a DN to falsify measurement data and
disrupt a DN’s normal operation [193].

The concept of FDIAs in power grids was first studied in 2009 [194]. FDIA detection has
been established and developed in DNs to maintain the integrity and accuracy of DSSE results
[195]. The purpose of bad data detection (BDD) is to identify the faulty data in measurement
information [196]. In a conventional BDD method, the £,-norm of the residual measurements is
computed based on estimated and real measurements after DSSE calculations to determine if a
measurement contains bad data. If the residual value is greater than a pre-defined threshold, bad
data is unlikely to exist [197].

In [198], a hybrid Weighted Least Absolute Value (WLAV) method is proposed to use
Supervisory Control And Data Acquisition (SCADA) and micro-PMU measurements for three-
phase unbalanced DNs. The robustness of WLAV and WLS estimators are compared against
potential FDIAs, and it is shown that WLAYV has a better performance to enhance the security of
the DNs.

In [199], two distributed sparse state estimation and attack detection methods are studied

to make a DN observable and perform FDIA detection locally in DNs.
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In [200], the interval affine state estimation method is applied to identify attacks in
measurement data by considering the upper and lower boundaries of the state variables.

However, since FDIAs can successfully bypass the traditional BDD method, FDIAs
cannot be commonly identified by conventional BDD methods and errors could be introduced
into a DSEE result.

Therefore, ML techniques are implemented to detect FDIAs efficiently along with
applying ML methods to monitor and control DNs [68]. Various types of ML techniques have
been analyzed for FDIAs in a DN. FDIA detection is considered a supervised binary
classification problem.

In [201], the abilities of different machine learning approaches are tested to identify
attacks in ADNs. Furthermore, various scenarios are considered to verify that FDIAs can be
identified using machine learning methods.

In [202], a new method based on a SML approach is used to detect FDIAs on control
system of a DN in presence of DGs. First, historical voltage and branch current magnitude along
with meteorological data (solar irradiance and temperature) are used as inputs in a RF (Random
Forest) regressor to estimate voltage magnitude variables. Then, a logistic regression method is
applied to detect and locate a FDIA on a control system. A method is tested with both centralized
and distributed DN. A 240- bus DN (real-based in the USA), and IEEE 123-bus are used case
studies. They showed that FDIAs could be identify with up to 99% accuracy.

In [203], a new method based on a DNN method is used to identify the type and location
of FDIAs in an ADN. The method is designed based on a multi-output DNN classification

methodology and named as fault and attack location and classification (FALCON). They
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compared and analyzed their method with other methods, and it is shown that the FALCON
method could detect the type and location of FDIAs on IEEE 13-bus distribution grid with up to
98% accuracy.

In [204], a new DNN-based method is applied to detect FDIAs in a DN. A network
training function is updated based on Levenberg-Marquardt (LM) backpropagation [205]. Active
and reactive power injection and voltage magnitude and phase angle are considered as
measurements which are manipulated by FDIAs. IEEE 33-bus DN is used to validate a proposed
method. FDIAs could be identified with high accuracy using this method.

In [206], a SVM approach is applied to identify FDIAs on uPMU measurements.
Different types of attacks are defined and tested on several kernels to find a robust one which is
against FDIAs. The authors showed that their method can detect the attack and the number of
attacks on a data set.

In [207], errors at different levels, distributions, and biases are considered on PMU
measurements to classify events using different SML methods including k-Nearest Neighbor (k-
NN) [208], Naive Bayes (NB) [209], Decision Tree (DT), Ensemble (EN) [210], SVM, and
ANN. IEEE-123 bus DN is considered to test and verify the presented methods. Their work
shows that ANN has the best performance because of its flexibility and robustness against noise
and non-linearity behaviors.

Conclusion

In this thesis, different SML techniques are developed to enhance performance and
management of ADNs. Pseudo-measurements from a limited real measurement, temporal and

meteorological information using a DNN approach are generated in an ADNs considering the
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dynamic characteristics of DGs. Then, pseudo-measurements are utilized to perform DSSE
calculation to validate the accuracy of pseudo-measurements generated.

A new method based on a DNN approach is applied to perform DSSE calculation and
detect FDIAs simultaneously in ADNs considering two types of FDIA. A regression and
classification tasks are completed at output layer of a DNN at the same time. The results
indicates that a proposed method has a better performance in terms of accuracy and execution
time in comparison with a conventional DSSE method.

A new method based on an online machine learning approach is proposed to hybridize
traditional and advanced measurements by using advantage of all available measurements to

improve DSSE results.
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CHAPTER THREE

INCORPORATING TEMPORAL AND METEOROLOGICAL DATA FOR GENERATING

PSEUDO-MEASUREMENTS IN ACTIVE DISTRIBUTION POWER NETWORKS

The measurement and monitoring of power systems are well developed and prevalent for
transmission networks, but installing measurement devices is limited on the side of HV/MV
distribution networks and commonly absent in LV distribution networks. The accuracy of DSSE
results highly depends on the real measurement which are obtained from measurement devices,
but the DSSE calculations face a major challenge, as DNs lack real-measurements and have
inherent observability issues. Due to economic constraints, installing measurement devices at all
buses (to fully monitor a DN) is not feasible in the near future. On the other hand, maintaining
the observability and controllability of DNs is becoming more important while advance features
are continuously added to DNs. Also, real measurements are not always available due to
topology modification, sensor failures, communication errors, cyberattacks, and electrical
contingency.

Generating pseudo-measurements from historical data and temporal and meteorological
information using either probabilistic and statistical methods or machine learning approaches
could provide the solution to address the lack of measurement and maintain the observability and
controllability of ADNSs. In this dissertation, a new method based on SML is proposed to
generate pseudo-measurements in ADNs with a penetration of DGs and a limited number of real

measurements.
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In recent years, ML approaches have been developed to calculate pseudo-measurements
from available data to address the deficiencies of traditional methods [128]. Some of traditional
and data-based methods are reviewed in section 2.4.

Deep Neural Networks (DNN) have been applied as a prominent data-based technique to
handle the limitation of a dataset by tuning higher hidden layers to generate pseudo-
measurements [6],[211]. The performance of a DNN depends on tuning different
hyperparameters: number of neurons, number of hidden layers, learning rate, dropout rate,
activation function, and more [212]. However, increasing the number of layers and neurons in a
DNN cannot always bring an acceptable performance since the network becomes more complex
and it needs more data to train. Due to the lack of available measurements for pseudo-
measurement generation in ADNs, a DNN approach should be used along with other methods to
improve the accuracy of pseudo-measurement results and outperform a DNN performance.

While most previous works improve the accuracy of pseudo-measurement results by
implementing ML approaches, they have the following limitations:

1- High penetration and dynamic behavior of DGs in clear and cloudy sky conditions are not
well studied.

2- The lack of measurements is not commonly considered as one of the limitations in ADNs
for training an ML model.

3- Temporal and meteorological features (seasonality patterns, time-of-day, temperature,

cloudiness, etc.) have not yet been considered when addressing the dynamic behavior of a

training model for generating pseudo-measurements.

Given the mentioned shortcomings, the main contributions of this work are:
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1- Different criteria, including temporal and meteorological features, are considered for
dividing the training data. Thus, multiple models (base learners) are trained, each tailored
to different conditions.

2- Designing and developing a system of base learners along with a meta learner generates
accurate pseudo-measurements with limited available measurements.

3- A single model may fail to obtain an accurate pseudo-measurement result since the large
amount of training data is required for effective training. So, it is focused on how an
additional method, along with a DNN approach can be applied to address this deficiency
and make a training model robust against different dynamic behaviors of a DN.

4- The proposed method is compared using different criteria in the case of the training data
being divided based on a random split method. We show that by considering temporal
and meteorological features, a training model has a better performance.

Generated pseudo-measurements along with available measurements are used to perform
DSSE calculations based on the WLS method [160] to assess the accuracy of the proposed
method. The effectiveness of the proposed method is evaluated using a modified IEEE standard

69 bus DN considering limited available measurements in presence of DGs.

Methodology

As shown in Figure 3.1, inputs (available measurements, month, day of week, hour of
day, temperature data, wind speed, and solar irradiance) are fed into a training model to generate
pseudo-measurements. Pseudo-measurements, along with available measurements, are used to

perform WLS calculations to obtain the state variables of a DN.
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Figure 3- 1. Diagram of the proposed method.

In what follows, the proposed method is described for preparing a training data based on
different criteria to generate pseudo-measurements in ADNs where only a limited number of real

measurements are available. The overall diagram of the proposed method is shown in Figure 3.2.
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Figure 3- 2. Training and testing diagram of the proposed method.

Training data consists of the available measurements, month of a year, day of a week,

hour of a day, and temperature data. Month of a year, day of a week, hour of a day are coded as
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shown in Figure 3.3. In order to address different dynamic behaviors in ADNSs, the training data
are also divided into clear/cloudy, weekday/weekends, and summer/winter training models.

These stratifications represent significant differences in power consumption and generation.

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec SUN  MON TUE WED THU  FRI  SAT
|1|2|3|4|5|s|7|a|9|1o|11|12]|1|2|3|4|5|5|7|
(a) (b)
|1|z|3‘5|5|7|s|9| 10 | 1 | 12 | 13 | 14‘15| 16 | 17 ‘ 18 | 19 | 20 | 21 |zz| 23 | 24 |

(c)

Figure 3- 3. (a) Month of a year, (b) Day of a week, and (c) Hour of a day.

In this study, summer and winter seasons are considered. The actual data for Bozeman,
MT [213] are used, as these two seasons are mainly considered for this city. Moreover, the
training data are divided based on clear and cloudy skies since photovoltaic panels (PVs) are
considered as DGs in this study; outputs of PV depend on solar irradiance [214], which is
affected by cloudiness (see Figure 3.4). As can be seen, PV outputs have a severe dynamic
behavior in cloudy sky in contrast to a smooth behavior in clear sky. It is worth mentioning that
in some cases PV outputs have a combination of smooth and dynamic behaviors. All behaviors
of photovoltaic panels (PVs) are considered to improve model robustness and uncertainty in this

study.
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Figure 3- 4. PV outputs over two consecutive days.

After coding month of a year, day of a week, hour of a day and dividing data into
clear/cloudy, weekday/weekends, and summer, all data are then split into base learner training,
meta learner training, and test sets with ratio of 60%, 20%, and 20%, respectively. After splitting
the data, the base learner training data are categorized into three groups (clear or cloudy;
weekday or weekend; and winter or summer). Base learner training data for each base learner
with different ranges or units are transformed to scaled data by using the standard scaler from
Scikit-Learn [215]. Then base learner training data from each category is used to train each base
learner which consists of two DNN models. The same hyperparameters are considered for each
DNN. These hyperparameters are detailed in Section 3.2.1. Outputs of each base learner are
generated based upon the binary inputs category of each base learner (e.g., cloudy, or clear;
weekday, or weekend; and winter, or summer). The output values of each base learner are
different since different training data are considered for training each base learner. The meta
learner training data is then put through the trained base learner system and the results of each

base learner are used to train the random forest meta learner.
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A random forest is an ensemble of decision trees, and is one of the most popular
algorithms for a regression solution because of its simplicity and high accuracy [216]. Since a
single tree is not sufficient in providing effective results, the random forest approach has been
developed to outperform a decision tree performance. Figure 3.5 illustrates a random forest
model that consists of N decision tree models.

Random forest is a tree-based machine learning approach that takes advantage of multiple
decision trees for making an accurate decision. In a decision tree, in order to find the output,
every node works on a random subset of features. But, in a random forest, the output of multiple
individual decision trees is combined to generate the final result. The procedure for combining

the several individual models is called Ensemble Learning [214].

/& ________

Result-1 Rcsult-l Result-N

‘I_l_l'

Final Result

Figure 3- 5. A random forest model.

Also, random forests require less training data than DNNSs, so it is anticipated that the
performance of the random forest meta learner will outperform each base learner. The result of
the meta learner obtained on the unseen test data is presented as the final pseudo-measurement

result.
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Case Study

The IEEE standard 69 bus distribution network (shown in Figure 3.6) is chosen as the
case study for this work and the effectiveness of the proposed method is evaluated using this
system. This system is suitably adapted to include mix of commercial and residential loads and
DGs. A set of experimental data (available for a time period of one year) obtained from Open
Energy Information (OpenEl) [217], is utilized with a time step of 1-hour. Four Photovoltaic
(PV) panels are placed [218] on buses 17, 20, 38, and 64 with maximum generation of 22 kW, 11
kW, 17 kW, and 9 kW; respectively. The hourly data of power generation of the photovoltaic
system are computed based on the real data from the weather history of Bozeman, MT, USA
[219].
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Figure 3- 6. IEEE Standard 69 bus Distribution System.

| Placement of PVs: buses 17, 20, 38, and 64
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In this work, it is assumed that two sets of real and reactive power measurements are
available (P;_5,Q1_5 and Pyg_41, Q40—41). The inputs and outputs of the proposed method are

shown in Table 3.1.

Table 3- 1. .Input and output of the proposed method

Training Data Output
l:)1—2' Q1—2
P40—41’ Q40—41 , .
Month Pseudo-measurements: Buses’ Active (P)
and reactive (Q) power injections
Day of week
Hour of day

Temperature Data (F)

Training Phase. The training and testing phases for the case study will be explained in

this section. The hyperparameters chosen for a DNN base learner are shown in Error! R

eference source not found. 3.2.

Table 3- 2. Hyperparameters of each base learner for the proposed and random split

methods
Optimizer Stochastic gradient decent
Number hidden layers 2
Output layer activation Linear
Hidden layer activation Tanh
Number of neurons 500|250
Number of outputs 49

For the random forest (meta learner), the hyperparameters of Max Depth = 60 and

Number Estimators = 100 are used. All other hyperparameters are set to their default values
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using the Scikit-Learn version 0.23.2 package in python and the TensorFlow library 2.4.1
package in python.

Base learner training data is fed into each base learner (base learneri, base learnerz, and
base learners) to train each base learner. Then, meta learner training data is fed into a pre-trained
base learner and a random forest is trained based on the results of a base learner.

Testing Phase. In this step, the testing data is fed into the training model to evaluate the
proposed method. The MPE (Mean Percentage Error) and RMSPE (Root Mean Square
Percentage Error) values for each base learner (base learnerl, base learner 2, base learner 3) and
the meta learner for the proposed method, and random split considering no DG and 4 DGs are
shown in Figure 3.7 (a) and (b), respectively. MPE and RMSPE values calculated from (1) and
(2), respectively:

fi—xi

—lyn |%izX
MPE_n ‘=1|xi

x 100 (1

1 Ki—Xi
RMSPE = [-%7 (=% x 100 2)

Xi

The relatively small error values for MPE and RMSPE show that the proposed approach
is robust and performs well with or without DGs in DNs when available data is divided into three
binary categories based on temporal and meteorological features: clear or cloudy; weekday or

weekend; and winter or summer.
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Figure 3- 7. MPE and RMSPE values for (a) the proposed method and (b) and random split
method with no DG and four DGs.

To verify the proposed method, pseudo-measurements (active power injection) are
generated at two different times. These pseudo-measurements are shown in Figure 3.8 (08/29 at
8:00 AM), and Figure 3.9 (11/04/2015 at 1:00 PM). Moreover, actual and predicted values for

bus 38 for 01/31/2015 at 8:00 AM through 02/02/2015 at 5:00 PM is shown in Figure 3.10.
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Figure 3- 8. Active power injection at 08/29 at 8:00 AM (Pseudo-Measurements Generated).
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Figure 3- 9. Active power injection at 11/04 at 1:00 PM (Pseudo-Measurements Generated).
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Figure 3- 10. Actual and predicted values for Bus 38.

As it is clear from above figures, the predicted values from the proposed method
correctly follow the actual values which are calculated from the power flow calculation
compared to split random method.

In order to evaluate the accuracy of the generated pseudo-measurements (active and
reactive power injections from the proposed method) real measurements (active and reactive
power flows), and network parameters of the case study (IEEE standard 69 bus distribution

network) are used in the WLS method to calculate state variables of a DN. The state vector is
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defined as X = [V, -+, Vy, 8, -+, 8x], where V, § are the estimated values of voltage magnitude
and voltage angle at each bus, respectively, and N is the number of buses. Bus 1 is considered as
a reference bus with §; = 0. The standard deviation is considered as 50% of the nominal value
for pseudo-measurements and 3% of the actual value of active and reactive power flow
measurements. To verify the accuracy of the WLS method, root mean square error (RMSE) for

voltage magnitude estimations of the proposed and the random split approaches are shown in

Table 3.3.

Table 3- 3. RMSE (%) values for voltage magnitude estimation for the proposed method and
random split

Proposed Method Random Split

| RMSE (%) 0.080 0.105

As it is clear, the result of voltage magnitude estimations is improved when pseudo-
measurements generated from the proposed method are used along with real measurements using

a WLS method.

Conclusion

In this chapter, a data-based approach is proposed to generate pseudo-measurements in
ADNS s by considering limited availability of real measurements along with temporal and
meteorological information. Two sets of active and reactive power flow measurements, month of
year, day of week, hour of day, and the temperature data, are considered as inputs for generating
pseudo-measurements.

In order to train an effective model to be robust against dynamic behaviors of ADNSs, the

training data are divided based on temporal and meteorological features including season
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patterns (summer and winter), weekdays and weekends, cloudy and clear sky data. Three base
learners are considered for each category. Each base learner consists of two DNNs: one network
for one part of the binary category (e.g., cloudy), and one network for each of the other parts of
the category (e.g., clear).

In total, six DNNs with identical hyperparameters are considered as base learners.
Outputs of these three base learners are generated based upon the binary inputs category of each
base learner (e.g., cloudy or clear). The predictions from each base learner are considered as
inputs for training a random forest meta learner to calculate the pseudo-measurements results.

In this chapter, it is shown that a DNN-only approach cannot work well when there is not
enough data for training a model. This problem is addressed by using a DNN approach along
with another method to address a lack of measurement to generate accurate pseudo-
measurements in ADNS.

The results show that the proposed method is accurate enough in the absence and
presence of DGs in different criteria compared with random split method. In order to evaluate the
accuracy of pseudo-measurements for the DSSE calculation, the WLS method is performed by
using real measurements and pseudo-measurements generated from the proposed method.

The results of the WLS method show that pseudo-measurements are sufficiently accurate to

perform WLS and obtain state estimation values to make the network observable.
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CHAPTER FOUR

DISTRIBUTION SYSTEM STATE ESTIMATION AND FALSE DATA INJECTION ATTACK

DETECTION WITH A MULTI-OUTPUT DEEP NEURAL NETWORK

Distribution System State Estimation (DSSE) has been introduced to monitor distribution
Networks (DNs); however, because of the transition from passive to active distribution networks,
traditional DSSE methods are not able to reveal the operational conditions of Active Distribution
Networks (ADNSs). Furthermore, DSSE calculation depends heavily on real measurements from
measurement devices in DNs. Therefore, smart measurement devices are being gradually
installed in DNs to enable more reliable performance and obtain accurate DSSE calculations
from real measurements.

However, despite the progress toward the development and deployment of advanced
measuring instruments in DN, attackers attempt to disrupt the performance of DNs by
manipulating the data obtained from measurement devices. A malicious attacker’s goal is to
falsify the real measurements provided by measuring tools. The accuracy of DSSE results can be
significantly affected by such False Data Injection Attacks (FDIAs). If FDIAs cannot be
correctly identified and detected by an appropriate method, the control center performance will
be significantly degraded and diminished. DSSE results are used by a control center for further
processing including optimal power flow, contingency, voltage stability, and network security
analysis, etc., so poor DSSE results can have far-reaching negative consequences.

The concept of False Data Injection Attacks (FDIAs) in power systems has been studied
and applied to allow Bad Data Detection (BDD) on measurement information. Traditional BDD

schemes are performed using the £,-norm of the measurement residual after SE calculations
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[220], [221]. However, FDIAs can successfully bypass most conventional BDD algorithms and
attackers can inject bad data into measurement data and introduce arbitrary errors into the output
of the SE [222].

Unlike in DNs, SE techniques, attacks, and defense approaches are well developed in
transmission networks (TNs). However, due to the differences between TNs and DNs, these
techniques cannot be directly applied in DNs. Moreover, renewable energy sources and advanced
technologies are becoming more common in DNs [223]-[225], and the security aspects of ADNs—
including the ability to detect cyberattacks such as FDIAs [226], [227]—are required to improve
ADN performance. Unfortunately, conventional FDIA detection techniques are often unable to
identify FDIAs into measurement data in DNs.

In the last decade, machine learning approaches have been widely used and developed for
control and monitoring in power networks [228]-[231]. In [232], a machine learning approach is
used for an energy storage program and load management in power networks. Moreover, due to
limitations in detecting FDIAs using conventional (model-based) BDD methods, machine learning
approaches have been extensively applied to identify malicious manipulation of measurement data.
Faster performance and accurate results will benefit from machine learning technologies over
conventional BDD methods [233]. Machine learning algorithms are based on the data obtained
from the power networks, unlike model-based approaches which are based on network topologies
as well as measurement data.

In this chapter, the focus is on identifying FDIAs on measurement data using a DNN
approach in DNs. FDIA detection is considered a supervised binary classification problem. Some

existing research for detecting FDIAs using ML approaches is discussed in 2.7 section.
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In the existing research, DSSE calculation and bad data detection on state variables and

measurement data are performed separately by using model-based or data-based approaches. In

some cases, a single DNN model is designed to solve multi-output classification problems. In

contrast, a single DNN model is introduced to simultaneously perform DSSE and FDIA detection

on PMU measurements. Different scenarios are considered for FDIAs to verify the proposed

method; moreover, the performance of the proposed method is compared to when DSSE

calculation and FDIA detection are performed by separate DNN models [234]. To make a

comparison between the robustness of data-based and model-based approaches, the WLS method

is performed to obtain state variables in the presence of FDIAs on PMU measurements.

The main contributions of this work are summarized as follows:

A single DNN model is designed to perform the DSSE calculation and FDIA detection on
PMU measurements simultaneously. The results are compared to when DSSE calculation
and FDIAs are performed separately using two independent DNN models.

Having N + 1 classification nodes, where N is the number of PMU measurements, allows
the DNN to identify which PMU measurement, if any, was affected by FDIA, or if none of
the measurements were affected.

The performance of the proposed method is investigated for FDIA detection on PMU
measurements with different attack scenarios.

To make a comparison between data-based and model-based approaches, DSSE
calculations are performed using the WLS as a model-based approach.

The effectiveness of the proposed method is tested for passive and active distribution

networks: the 33 and 69 IEEE distribution networks, respectively.
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6- It is shown that the proposed method accurately calculates state estimation variables,
even in the presence of erroneous measurements.
7- The execution time comparison among the proposed method, disjoint DNN model for
DSSE calculation and FDIA detection, and model-based approach are calculated. The
results show that the average execution time is decreased significantly when DSSE

calculation and FDIA detection on measurements are done simultaneously.

Power System State Estimation

State estimation calculations are essential for continually improving the performance and
management of power networks [235]. Distribution System State Estimation (DSSE) aids to
enhance monitoring and controlling of DNs effectively and efficiently. Moreover, state
estimation results can be utilized for load forecasting, stability analysis, optimal power flow, bad
data detection, and energy market [236]. The Weighted Least Square (WLS) method is one of the

traditional methods which is effective in both distribution and transmission networks.

WLS formulation for State Estimation

The general measurement model for the state estimation problem can be expressed as:
z=h(x)+e,, (1)
where z = [z; ... zy;]Tis the vector of the measurements, and M is the number of available
measurements; h = [hy ... hy,]” is the list of measurement function vectors, and it is commonly
nonlinear. The relationship between the available measurements and state vectors are shown by
h(x). x = [x; ...xy]7 is the state variable vector and N is the number of state variables. Lastly,

e,~N (0, R,) is the measurement noise vector, and it is assumed to be zero mean and Gaussian
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random variable with covariance matrix R, = diag{oZ,,02, -, 02 }. For instance, power flow
equations can be expressed as:
P; = V; X1 V;(Gyjcosb;; + Byjsind;;) ()
Q; = V; X210 V;(Gyjsinb;; — B;jcosh;)). 3)
In these equations, P; and Q; are the real and reactive power injections at bus i, respectively. G;;
and B;; are the real and imaginary part of the nodal admittance matrix element Y;; and 6;; = 6; —
8; is the standing phase angle difference between buses i and j.

Additional equations describe the active (P;;) and reactive (;;) power flow from bus i to

bus j:
Pij = ViVj(GijCOSHij + BUSlnHU) — Gile'Z (4)
Qij = VLVJ(GUSlTlHU + BijCOSHij) + BijViZ (5)

When WLS is performed for the state estimation calculation, the objective function is
defined as:
J(x) = By wilzi — hy(0)]? (6)
In this formulation, w; is the weight associated with the i measurement, and M is the number of
available measurements to perform SE calculation. The difference between measurement values
(z) and the function corresponding to the state vector (h(x)) is expressed as z — h(x), and it is

called the measurement residual in the literature. Equation (6) can be defined in matrix form as:

J(x) = [z = h()]"W[z — h(x)] (7
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Wi 18 a diagonal matrix, whose diagonal elements correspond to the weights w;. The
Iterative Gauss-Newton (IGN) method is commonly performed to minimize the objective
function J(x); [237]. In IGN, the following function is solved at each iteration k:

G (X )Ax, = HgW [z — h(x,)] (®)
where H, = H(x;) is the Jacobian matrix at iteration k, and G (x;) = HI W H,, is the Gain
matrix. Ax; is the updated state vector to calculate the new state as the following:

Xps1 = X + Axy, )]

The iterative calculation continues until a predefined convergence criterion is reached.
The largest absolute value of the updated state vector (Ax;) is compared to a predefined
tolerance threshold €. When max (|Ax|) < &, the calculation will be stopped. The state vector
will be estimated in the last iteration by the WLS approach.

The state vector of the power grid can be defined as a set of variables; when the state
variables are calculated, other electric power quantities could be computed from these states
[164], [165]. In Node Voltage Distribution System State Estimation (NV-DSSE), voltage
magnitudes and phase angles for all buses are considered as state variables. State vectors can be
represented in polar coordination as x = [§5, -+, 6y, V4, -+, V], where &y , Vy are voltage phase
angle and magnitude, respectively, and N is the number of buses. It is assumed that there are no
measurement devices installed in the slack bus and only conventional measurements are
available in the DN. The phase angle of the slack bus is zero (6; = 0). However, if there is a
measuring device at the slack bus, the state vector will be defined as x =

[81¢) --» Ongs Vag, -, Vig] where the phase angle &, is not zero any more [238]-[240].



56
There are two main differences between the non-PMU configuration and the PMU
configuration. First, the definition of the mathematical equation relating measurements to

physical parameters of the DN is altered. Second, the Jacobian matrix has a different structure.

[241].

False Data Injection Attacks (FDIAs)

State estimation is needed to evaluate the operating status of power networks, including voltage
magnitude and phase angle of buses from available measurements. Unfortunately, the state
variables can be manipulated by injecting FDIAs into meter measurements [57], which reduces
the accuracy of DSSE results.

The measurement vector z could be manipulated and changed to a falsified measurement z,
when attackers inject malicious data:

Zg = Z +a. (10)

R™*1 is the malicious data vector that is injected into the measurement

In this formulation, a €
vector. The erroneous measurement vector, z,, can lead to an inaccurate system state X, = x + c,
where c is the resultant error in the state vector. The FDIAs cannot be identified by bad data
detection approaches if an attacker knows the structure of the power system h. For example, the

FDIAs can bypass the BDD if a = h(X,) — h(X), which causes the residual error before and after

the attack to be the same:

Ta = l12a = h(Za)l
= ”Z +a-— h(fa) + h(f) - h(J’C\)” (11)
=llz—hE@) +a—-h®)+h@| =7
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The general architecture of FDIAs on measurements and DSSE procedures are shown in
Figure 4.1. The measurement vector is manipulated by the FDIA vector (a), which modifies it to
become z, = z + a. Falsified measurements and network topology are fed into DSSE
calculation which can be performed using model-based or data-based approaches. Then, the SE
results are sent to the control and management center for further processing, including bad data

detection using appropriate methods.

Attacker

Distribution System State
Estimation (Model/ Data based
techniques)

Measurement Vector

21
Z2

z=|, -

z;ta
Zy+a

a zZ+a
— | Zm +al

Network Topology
5
1 2 ! 3 4
6

Figure 4- 1. General architecture of FDIAs on measurements and DSEE procedure.

Control & Management
Center

Zmimx1

State Estimation
&
Bad Data Detection

Machine Learning Approach to Detect FDIAs

Machine learning is a form of artificial intelligence that gives computers an ability to
learn without being explicitly programmed [242]. FDIA detection is defined as a supervised
binary classification problem. The main objective of a binary classifier for FDIAs is to classify
measurements as being either secure (z) or attacked (z, = z + a). A binary classification

problem can be defined as:

(0, ifa=0
yi_{l, if a#0 (12)
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where y; = 0 and y; = 1 indicate there is no attack or there is an attack on a measurement,
respectively, and a is the attack vector.

The Deep Neural Network (DNN) is a subset of machine learning inspired by the
organization or structure of the human brain. DNN is one of the fastest growing artificial
intelligence technologies. DNN methods have been proposed widely to detect FDIAs with high
accuracy [243]; however, this technique requires more time and data for a training phase [244].
In feed-forward DNN models, the information flows in only one single direction from the input,

through optional hidden layers, to the output, as shown in Figure 4.2.

Neuron

Activation Function

Input Layer

- Output Layer
Hidden Layers

Figure 4- 2. DNN configuration

A DNN consists of activation functions, weights, neurons, an input layer, hidden layers,
and an output layer. The input layer comprises neurons that receive the input variables and
transfer them to subsequent layers in the network. The number of neurons in the input layer must
be the same as the number of the features or attributes in the dataset. The hidden layers are

placed between the input and the output layers; the number of hidden layers and the number of
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neurons in each layer are determined experimentally. The weights in the network are constantly
updated so the output can reliably predict an outcome based on the original input. The strength or
the magnitude of connection between two neurons is called a weight. The value of the weights is
usually small and falls within the range of 0 to 1. Neurons have two important roles: first, they
determine the sum of the weighted inputs, and second, they initiate an activation process to
normalize the sum. Weights are associated with each input of the neuron. The network learns
these weights during the learning phase. The activation function, which can be either linear or
nonlinear, is the decision-making center at the neuron output. Three common activation functions

are sigmoid, tanh, and Rectified Linear Unit (ReLU).

Methodology

As mentioned earlier, DSSE calculation and FDIA detection are typically performed on
measurements separately. In conventional cases, DSSE calculation is performed in the first stage,
and then BDD is performed to identify FDIAs on measurements from SE results.

In data-based approaches, as shown in Figure 4.3 (a) and (b), two separate DNNs are
considered: one to execute DSSE calculations and one to perform the binary FDIA detection. In
this study, as shown in Figure 3 (c), a single DNN model is designed to perform DSSE
calculation and FDIA detection simultaneously. The proposed method is compared when DSSE
calculation and BDD on measurements are performed by using two independent DNN models.
Regression-based and classification-based DNNs are applied to perform DSSE calculation and
detect secure and attacked measurements, respectively. In the regression problem, a training
model tries to learn the relationship between inputs (measurements: z) and outputs (state

variables: x) in a training step (z — x). Then, a learning model is used in the testing phase to



60
calculate the corresponding outputs from a testing data. For binary classification, a training
model is used to classify the measurements as either secure or compromised. It is assumed the
attacker injects false data into the original measurements by directly modifying the measurement

vector: Z = Z,. (This can also be modeled as z;, = z + a.)

DNN Regression
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Figure 4- 3. (a) A regression DNN architecture for DSSE calculation; (b) A binary classification
DNN model for FDIAs detection on measurements; (c) the proposed DNN model configuration
to perform DSSE calculation and FDIAs on measurements simultaneously.

In this study, the bus voltage and branch current magnitudes are considered as available
measurements which are obtained from the PMU devices installed on a limited number of buses
in the distribution network.

The attack models (V, and I;,) on voltage and branch current magnitudes are expressed in

(13) and (14):
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4] Va1

V=25 =] (13)
Vn Van
I Ip1

=2 -1, =|" (14)
Iy Iy n

The proposed DNN model consists of input, two hidden, and output layers. The number
of neurons in the input layer is equal to number of available PMU measurements (N). The first
and second hidden layers have 900 and 400 neurons, respectively. tanh function is considered as
the activation function for both hidden layers. The output layer consists of N, regression nodes
and N + 1 classification nodes. N, is the number of state variables: the voltage magnitudes and
phase angles of all buses. N is the number of PMU measurements in the distribution networks:
one voltage magnitude and one current magnitude per PMU. The output nodes corresponding to
regression use a linear activation function. The classification nodes in the output layer use a
SoftMax activation function, allowing the algorithm to identify only one output node as being
the most likely output. Having N + 1 classification nodes allow the DNN to identify which PMU
measurement, if any, was affected by FDIA. Note that if multiple measurements are attacked
with the same vector injection, the algorithm will only report one of them because the softMax
function is used as the classification layer activation function. Stochastic Gradient Decent (SGD)
is used as the optimizer. All other hyperparameters are set to their default values using the
TensorFlow library 2.4.1 package in python.

In order to evaluate the DSSE results (i.e., the regression outputs), Mean Percent Error

(MPE) and Mean Absolute Error (MAE) are calculated using (15) and (16):



62

Q’C\i—xi

1
e = 1 [

x 100 (15)

1 A
MAE = =37, |%; — x;| x 100. (16)

In both equations, X is the estimated value, x is the actual value, and n refers to the data set size.

Accuracy and Fi- score, defined below, are used for binary classification outputs:

TP+TN

Accuracy = —————— (17)

__ 2XprecisionXrecall

F, =

(18)

precision+recall '

In (17), TP = True Positives, TN = True Negatives, F'P = False Positives, and F'N = False

Negatives. Precision and recall are calculated as follows:

Precision = — (19)
TP+FP
Recall = —4—. (20)
TP+TN

A confusion matrix can be used to analysis the performance of a given classifier.
Correctly classified and misclassified outcomes are represented on the on and off diagonals of
the confusion matrix, respectively. Where these values are nonzero, the entries are highlighted as

blue (correct) or red (incorrect).
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Results

Case Study [

The IEEE 33 bus distribution network (shown in Figure 4.4) is chosen as one of case
studies and the effectiveness of the proposed method is evaluated using this system. “True”

values of electrical parameters are calculated by power flow analysis.

23 24 25
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2 3|4
| |
b b
19 20 21 22
|

Figure 4- 4. IEEE standard 33 bus distribution network.
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Measurements are randomly obtained according to their probability density function for
each Monte Carlo trial. The following assumptions are considered:
1- The number of Monte Carlo trials is chosen as Ny, = 12000.
2- A Gaussian distribution, with 3¢ = 50% of the nominal value, is considered for power
injection on the buses.
3- Three PMUs [245]—located at buses 9, 16, and 31—are assumed as the available

measurement devices in the network. Voltage and branch current magnitudes from each
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PMU are used for FDIA detection and performing DSSE using the proposed method. It is
assumed 12000 samples for each PMU according to the number of Monte Carlo trials.
Two types of attack vectors are injected into available measurements:
zg = {(1£.05)z,(1 £ 0.1)z}, as in [201].
Z, = ~N(uy, 0,), where u, and o, are the average and standard deviation of each
measurement vector, respectively. In this case, it is assumed that the attacker knows the
distribution of each measurement and wants to falsify measurements based on the true
measurement distribution.
Data are then split into train and test sets with the ratio of 67% and 33%.
The pseudo-measurements of active and reactive power injections and flows are generated
to make the system observable and perform WLS calculations with the inclusion of the
PMU measurements.
Voltage magnitudes and phase angles for all the buses are considered as a state variable:
x =1[8y,6N,Vi,+,Vy], where 8y , Vy are the voltage phase angle and magnitude,
respectively, and N is the number of buses. It is assumed that there are no measurement
devices installed in the slack bus and §; = 0.
The standard deviation i1s considered as 50% of the nominal value for pseudo-
measurements and 3% of the actual value of active and reactive power flow measurements.
A gaussian error, with 30 = 1%, is added to PMU measurements (voltage and branch
current magnitudes) to model uncertainty. To model the zero injection buses, virtual

measurements’ error is considered as 1078,
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False Data Injection Attacks on Measurements with z, = {(1 + 0.05)z,(1 + 0.1)z}. In

this case, FDIAs are injected to measurement samples randomly, and 10% of each available

measurement (N, = 1200) are falsified randomly by FDIAs (z, = {(1 £ 0.05)z, (1 £ 0.1)z}).
In Figure 4.5, true and attacked measurements for 120 consecutive samples are shown. As

it is clear, after FDIA, the true measurements are changed to falsified values, and these erroneous

measurements are identified using the proposed method.

1.2 §——True Measurements
- = After FDIA
1.15 ® Attacked Samples

11}
! ' '
105} { " b
095 } Mool P
091 i 3

120 Samples

[y
g-—.

Figure 4- 5. Original and attacked measurements for 120 samples when z, = {(1 + 0.05)z, (1 +
0.1)z}.

Next, the FDIA detection and DSSE results from the proposed method are discussed.
Also, the appropriate binary classification-only or regression-only DNN model and the WLS
method are explained. All model performances are analyzed for the case where 10% of each
available measurement N,=1200 are falsified randomly by FDIAs (z, = {(1 £ 0.05)z, (1 +
0.1)z}).

Table 4.1 shows the results for the proposed and appropriate binary classification-only

methods. It shows that the proposed method successfully detected the FDIAs on the PMU
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measurements when false data z, = {(1 + 0.05)z, (1 + 0.1)z} are injected randomly in 10% of
available measurements. The accuracy and F1-score of the proposed method are 0.930 and 0.889,
respectively, which are better than when performing the binary classification only (i.e., 0.882 and

0.814, respectively).



Table 4- 1. Confusion matrix showing bad data detection results and accuracy values obtained using the proposed method and the
binary classification- only DNN model when N, = 1200 (10%), and z, = {(1 + 0.05)z, (1 + 0.1)z}.

DNN Classification Separatel

Joint DNN Regression and Classification

FDIA

Lo—10l

|116—17|

oo|o|(Oo|Oo|o

Actual Values

0
0 0 0 0 0
Vol | Val| Vasl| llo—10l | 16-171

|I31—32|
NoFDIA | 0 | 0 | 0 | O 0 0

|V9| |V16| |V31| |19—10| |116—17| |I31—32|

Predicted Values Predicted Values
Accuracy = 0.9295 Accuracy= 0.8820
F;-Score = 0.8885 F;-Score = 0.8142

The results of DSSE calculation from the proposed, the regression-only, and WLS methods are shown in Figure 4.6. As it is
clear from this figure, the proposed method has a better performance in both MPE and MAE compared to the other methods in the
presence of bad data. When no bad data is present, both of the DNN-based methods (regression-only and combined regression and
classification) have similar performance for the state estimation. The WLS estimator has the worst performance in both cases, and the

performance is significantly worse in the presence of bad data measurements.

L9
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Figure 4- 6. DSSE results obtained using the proposed method, the regression- only DNN model,
and WLS with or without bad data when N, = 1200 (10%), and z, = {(1 + 0.05)z, (1 +
0.1)z}.

False Data Injection Attacks on Measurements with z, = ~N (u,, ;). In this case, it is

assumed that the attacker knows the distribution of each measurement and wants to falsify
measurements based on the true measurement distribution.

In Figure 4.7, 103 measurements before and after FDIAs are shown. Falsified
measurements are identified by applying the proposed method. The FDIA detection and DSSE
regression results are shown when FDIAs vector is constructed with z, = ~N (u,, g,). It is clear
from the figure that attacked samples come from the same distribution as true measurement

samples, making them more difficult to identify.
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Figure 4- 7. Original and attacked measurements for 103 samples when z, = ~N'(u,, g;,).

The results in Table 4.2 for the proposed and appropriate binary classification-only
methods show that the proposed method successfully detected most FDIAs on all three PMUs
when false data z, = ~V (i, 0,) were injected randomly to 5% of the available measurements.
Furthermore, it shows that the proposed method works better than an independent binary
classification method. The accuracy and F1-score of the proposed method (0.924 and 0.556,
respectively) are better than when performing binary classification only (0.909 and 0.403,

respectively).



Table 4- 2. Confusion matrix showing bad data detection results and accuracy values obtained using the proposed method and the
binary classification-only DNN model when N, = 600 (5%), z, = ~N (i, 0;).

Joint DNN Regression and Classification

DNN Classification Separately

Lo—10l

|116—17|

Actual Values
FDIA

0
0 0 0 0 0

|131—32|
No FDIA

[Vol| V16l |31 32| Vol| Visl| IVa1l| llo—10l | l16-171
FDIA
Predicted Values Predicted Values
Accuracy = 0.9242 Accuracy= 0.9090
F;-Score = 0.5556 F;-Score = 0.4028

Figure 4.8 shows the results of DSSE calculation from the proposed method, the regression-only method, and the WLS method.
It is clear from the figure that the proposed method has a better performance in the MPE and MAE criteria compared to other methods
in the presence of bad data. Similar to what was seen in the previous case study, when no bad data is present, both DNN-based methods
(regression-only and combined regression and classification) have similar performance for state estimation. The WLS estimator has the

worst performance in both cases, and the performance is significantly worse in the presence of bad data measurements.

0L
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Figure 4- 8. DSSE Results Obtained Using the Proposed Method, the Regression- only DNN
Model, and WLS with or without Bad Data when N, = 600 (5%), and z, = ~N (i, 0,).

Table 4.3 shows the results for the proposed method and the appropriate binary
classification-only method, showing that the proposed method successfully detected most FDIAs
on all three PMUs when false data z, = ~V (u,, g,) were injected randomly to 10% of the
available measurements. It also shows that the proposed method works better than an
independent binary classification method. The accuracy and F1-score of the proposed method
(0.907 and 0.856, respectively) are better than when performing binary classification only (0.839

and 0.403, respectively).



Table 4- 3. Confusion matrix showing bad data detection results and accuracy values obtained using the proposed method and the
binary classification-only DNN model when N, = 1200 (10%), z, = ~N (i, 7).

Joint DNN Regression and Classification DNN Classification Separately

= <
S| o
N I T o] o 0
£ |l6-17] O 0 0 0
< |131-3,| 0 0 0
No FDIA 0 0 0
|V9| |V16| |V31| |V9| |V16| |V31| |19—10| |116—17| |131—32| No
FDIA
Predicted Values Predicted Values
Accuracy = 0.9068 Accuracy= 0.8393
F;-Score = 0.8557 F;-Score = 0.4028

Figure 4.9 shows the results of DSSE calculation from the proposed method, the regression-only, and the WLS methods. It is
clear from the figure that the proposed method has a better performance in MPE and MAE criteria compared to other methods in the
presence of bad data. Once again, when no bad data is present, both the DNN-based methods (regression-only and combined
regression and classification) have similar performance for state estimation. The WLS estimator has the worst performance in both

cases, and the performance is significantly worse in the presence of bad data measurements.
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Figure 4- 9. DSSE results obtained using the proposed method, the regression- only DNN model,
and WLS with or without bad data when N, = 1200 (10%), and z, = ~N (u,, 6;,).

Table 4.4 shows the execution time for the proposed regression-only method and the
WLS methods when the testing data are the same for each method. As it is clear, the execution
time is decreased significantly when regression and binary classification are performed
simultaneously by a joint DNN model. The WLS execution time is ten times the other methods
because, as mentioned earlier, the Jacobian matrix, which is based on physical parameters of a
network is recalculated in each iteration, which increases the execution time. Therefore, by
applying the proposed method, which is a data-based approach, the execution time is decreased

significantly.
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Table 4- 4. Execution time for the proposed, regression-only, and WLS methods.

Joint DNN DNN Regression
Regression and Separately WLS
Classification
FDIA V] 0 V] ) vl [ 6
a 0.62(s) | 0.42(s) | 1.35(s) | 0.78 (s) 30.91 (s)

= [£90%, 105%)]
a = [mean, STD] | 0.40 (s) | 0.47(s) | 0.35(s) | 058 (s) |  23.49 (s)

N = 5%
a = [mean,STD] | 0.63(s) | 0.56(s) | 1.02(s) | 0.75(s) |  27.55 (s)
N = 10%

Case Study II

The modified IEEE standard 69 bus distribution network (shown in Figure 4.10) is
chosen for the second case study. The effectiveness of the proposed method is evaluated using
this system. The system is suitably adapted to include a mix of commercial and residential loads
and DGs. A set of experimental data (available for a time period of one year), obtained from
Open Energy Information (OpenEl) [217], 1s utilized with the simulation time step of 1-hour.
Three PVs are placed [218] on buses 21, 62, and 64 with maximum generation of 929.7 kW,

1075.2 kW, and 992.5 kW, respectively.
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Figure 4- 10. The modified IEEE Standard 69 Bus Distribution System.
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The hourly data of power generation of a photovoltaic system are computed and adopted
based on actual data for Bozeman, MT, USA [213], [219].

1- Three PMUs—Iocated at buses 20, 60, and 67 [245]—are assumed as the available
measurement devices in the network. The bus voltage and branch current magnitudes
from each PMU are used for FDIAs detection and performing DSSE using the proposed
method. 8760 samples with a temporal resolution of 1 sample per hour for each PMU are
available, resulting in data for one year.

2- Two types of attack vector are injected into available measurements:

a) zg =1{(1%0.05)z (1+0.1)z}[201]

b) z, = ~N(u,, 0,), where u, and o, are the average and standard deviation of each

measurement vector, respectively. In this case, it is assume that the attacker knows the
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distribution of each measurement and wants to falsify measurements based on the true
measurement distribution.

3- All the data are then split into train and test sets with a ratio of 67% and 33%.

4- The pseudo-measurements of active and reactive power injections and flows are
generated to make the system observable and perform WLS calculations with the
inclusion of PMU measurements.

5- Voltage magnitudes and phase angles for all buses are considered as state variable: x =
[65,++, 0N, V4, -+, V], where 8y , V) are voltage phase and magnitude, respectively, and
N is the number of buses. It is assumed that there are no measurement devices installed in
the slack bus and §; = 0.

6- The standard deviation is considered as 50% of the nominal value for pseudo-
measurements and 3% of the actual value of active and reactive power flow
measurements. A gaussian error, with 36 = 1%, is added to the PMU measurements (i.e.,
the voltage and branch current magnitudes) to model the uncertainty. To model zero

injection buses, virtual measurements’ error is considered as 1078,

False Data Injection Attacks on Measurements with z, = {(1 4+ 0.05)z,(1 + 0.1)z}. In

this case, the FDIAs are injected to measurement samples randomly, and 10% of each available

measurement (N, = 876) are falsified randomly by the FDIAs: z, = {(1 £ 0.05)z, (1 + 0.1)z}.



The results in Table 4.5 for the proposed and appropriate binary classification-only methods show that the proposed method

successfully detected most FDIAs on each PMU measurement when the false data, z, = {(1 £ 0.05)z, (1 £ 0.1)z}, are injected

randomly to 10% of available measurements. The false data is the same for the independent binary classification method. The table

shows that the accuracy and F1-score of the proposed method (0.954 and 0.5334, respectively) are better than when performing the

binary classification only (0.916 and 0.521, respectively).

Table 4- 5. Confusion matrix showing bad data detection results and accuracy values obtained using the proposed method and the
binary classification- only DNN model when N, = 876, and z, = {(1 + 0.05)z, (1 + 0.1)z}.

Joint DNN Regression and Classification

g

S| 5

=N [I20-21] O

2 lso-61] O

S| gl 0
No FDIA 0

|V20| |V60| |V67|

DNN Classification Separately

Predicted Values

Predicted Values

Accuracy = 0.9546
F;-Score = 0.5334

Accuracy= 0.9166
F;-Score = 0.5231

LL
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The results of DSSE calculation from the proposed, the regression-only, and the WLS
methods are shown in Figure 4.11. It is clear from this figure that the proposed method has a better
performance in MPE and MAE criteria compared to other methods in the presence of bad data.
When no bad data is present, both the DNN-based methods (regression-only and combined
regression and classification) have similar performances for state estimation. The WLS estimator
has the worst performance in both cases, and the performance is significantly worse in the presence

of the bad data measurements.

- MPE (%)- Voltage Magnitude
4.5 - I MAE (%)- Voltage Magnitude
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Figure 4- 11. DSSE results obtained using the proposed method, the Regression- only DNN
Model, and WLS with or without Bad Data when N, = 876, and z, = {(1 £ 0.05)z, (1 +
0.1)z}.



False Data Injection Attacks on Measurements with z, = ~N (u,,d,). The results in Table 4.6 for the proposed and

appropriate binary classification-only methods show the proposed method successfully detected most of FDIAs on each PMU

measurement when false data z,~N (u,, 0,) are injected randomly to 5% of available measurements, and it works better than an

independent binary classification method.

The accuracy and F1-score of the proposed method (0.9723 and 0.722, respectively) are better than when performing binary

classification only (0.970 and 0.702, respectively).

Table 4- 6. Confusion matrix showing bad data detection results and accuracy values obtained using the proposed method and the
binary classification-only DNN model when N, = 438 (5%), and z, = ~N (U, 0,).

Joint DNN Regression and Classification DNN Classification Separatel

] 0
= L |120—21| 0
*3 |I60—61| 0
< ls7-65] O
No FDIA 0
[Vaol |L0-21] 60-61] s7-6sl Vo7l | 2021l
FDIA

Predicted Values Predicted Values

Accuracy = 0.9723 Accuracy= 0.9705

F;-Score = 0.7224 F;-Score = 0.7021

6L
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Figure 4.12 shows the results of the DSSE calculation from the proposed, the regression-
only, and WLS methods. As is clear from the Figure, the proposed method, has a better
performance in the MPE and MAE criteria compared to the other methods in the presence of bad
data. This is similar to what was seen in the previous case study, when no bad data is present
Both DNN-based methods (regression-only and combined regression and classification) have
similar performance for state estimation. The WLS estimator has the worst performance in both

cases, and the performance is significantly worse in the presence of bad data measurements.
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Figure 4- 12. DSSE results obtained using the proposed method, the regression- only DNN
model, and WLS with or without bad data when N, = 438 (5%), and z, = ~N (u,, 7;).



Table 4.7 shows the results for the proposed and appropriate binary classification-only methods, where the proposed method
successfully detected most FDIAs on each PMU measurement when false data z, = ~N (u,, 6,,) are injected randomly to 10% of
available measurements, and it works better than an independent binary classification method. The accuracy and F1-score of the

proposed method (0.9619 and 0.792, respectively) are also better than when performing the binary classification only (0.957 and
0.770, respectively).
Table 4- 7. Confusion matrix showing bad data detection results and accuracy values obtained using the proposed method and the

binary classification- only DNN model when N, = 876 (10%), and z, = ~N (u,, g,).
DNN Classification Separately

Joint DNN Regression and Classification

FDIA

/60611
llg7-6sl O
No FDIA 0
Vaol| Weol| Ve7l| 11z0-21] ll60-61] 1l67-6sl

Actual Values

Vo7l | 112021l

FDIA
Predicted Values Predicted Values
Accuracy = 0.9619 Accuracy= 0.9574
F;-Score = 0.7921 F;-Score = 0.7709

I8



82
The results of DSSE calculation from the proposed, the regression-only, and WLS
methods are shown in Figure 4.13. It is clear from this figure that the proposed method has a
better performance in MPE and MAE criteria compared to the other methods in the presence of
bad data. Once again, when no bad data is present, both DNN-based methods (regression-only
and combined regression and classification) have similar performance for state estimation. The
WLS estimator has the worst performance in both cases, and the performance is significantly

worse in the presence of bad data measurements.
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Figure 4- 13. DSSE results obtained using the proposed method, the regression- only DNN
model, and WLS with or without bad data when N, = 876, and z, = ~N (i, 7,).

In Table 4.8, the execution time for the proposed, regression- only, and WLS methods are

shown when the testing data are the same for each method. It is clear from the table that the
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execution time is decreased significantly when regression and binary classification are performed
simultaneously by a joint DNN model. The WLS execution time is ten times that of the other two
methods. As mentioned previously, each iteration recalculates the Jacobian matrix, which is
based on physical parameters of a network, which increases the execution time. Therefore, by
applying the proposed method, which is based on a data-based approach, the execution time is

decreased significantly.

Table 4- 8. Execution time for the proposed, regression-only, and WLS methods

Joint DNN DNN Regression
Regression and Separately WLS
Classification

FDIA V] 6 V] ) vi| 6

a = [1£90%,105%] | 0.41(s) | 0.63(s) | 0.24(s) | 0.15(s) 43 (s)

a = [mean, STD] 0.24 (s) | 0.23(s) | 0.15(s) | 0.15(s) 51 (s)
N =5%

a = [mean, STD] 0.17(s) | 0.15(s) | 0.18(s) | 0.23(s) 59 (s)
N=10%

Conclusion

A new method using a DNN approach is proposed to simultaneously perform DSSE
calculation and FDIA detection on measurements in DNs. Voltage magnitudes and phase angles
are defined as state vector variables. The proposed method considers the constraints of DG
penetration and limitations on the installation of measurement tools in distribution networks,
making it more applicable in a real-world setting. A single DNN model with two hidden layers is
designed to perform both the regression (DSSE calculation) and binary classification (FDIA
detection), and the results are compared when regression and binary classification are done with

two separate DNN models using the same hyperparameters as the proposed DNN model.
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Moreover, DSSE calculation based on the WLS method, along with PMU and pseudo-
measurements, is performed to make a comparison between data-based and model-based
approaches. In this work, it is shown that DSSE calculation can be performed precisely from
corrupted measurements and simultaneously identify FDIAs also on corrupted measurements

with high accuracy.
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CHAPTER FIVE

DISTRIBUTION SYSTEM STATE ESTIMATION USING HYBRID TRADITIONAL AND

ADVANCED MEASUREMENT FOR GRID MODIRNIZATION

Due to the scarcity of measurement devices in distribution Networks, Distribution System
State Estimation calculation is challenging [246]. In DN, the lack of measurements causes
issues with observability and the ability to perform DSSE computations. Generating pseudo-
measurements, which are acquired from load forecasting based on Advanced Metering
Infrastructure (AMI) measurements, is a common way to address these issues [13], [27].
Conventional measurements from Control and Data Acquisition (SCADA) measurements along
with pseudo-measurements are used to perform SE calculation using low sample rates of
SCADA measurements which are asynchronous and available with a long interval time [30].
Also, the conventional DSSE results are not precise enough since SCADA measurements and
have low accuracy [31], [32].

New features—including DGs, two-way communications, electric vehicles, variable
loads, etc.—will increase the need for accurate DSSE calculations [49], [143]. Therefore,
installing smart measurement devices, such as PMUs and micro PMUs (uPMUs), are currently
involved in grid modernization projects to improve DSSE results [33], [34]. PMUs are
extensively used in Transmission Networks (TNs) [35]. However, because DNs have different

characteristics than TNs, are PMUs are not as extensively used in DNs [36].
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Traditional and Smart Measurements

The penetration of DGs, EVs, and variable loads bring the complex interaction
characteristics with high uncertainties that makes the operation, monitoring, and management of
DNs more challenging [156], [247]. SCADA measurement systems are currently applied to
monitor and control the DNs [248]. The information from Remote Terminal Units (RTUs), which
are conventional measurement devices, are installed at various locations in DNs, are recorded by
SCADA [249]. Measurement data are unsynchronized voltage and branch current magnitudes,
real and reactive power injections, and flows within a lowest refresh interval time [250]. These
measurements, available using SCADA systems, fail to capture the dynamic behavior of ADNs
[251]; therefore, PMUs are introduced to facilitate a suitable and reliable monitoring of ADNs in
terms of higher precision and speed.

The Phasor Measurement Units (PMUs) are advanced measurement devices in power
grids to provide an accurate and synchronized voltage bus and branch current phasor
measurement [252]. PMUs have been widely used for wide-area monitoring, protection, and
control of TNs [26]. However, PMUs have not been deployed widely in ADNs due to economic
constraints as well as structure of the DNs [253], [254]. DN monitoring will be enhanced by
incorporating more PMUs in an ongoing modernization effort for ADNs due to the following
reasons [255], [256]:

» The linear mathematical SE calculation will be formulated since state variables can be

measured by PMUs.
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PMU measurements are available with a high precision (0.1% and 0.01 rad for
magnitudes and phase angle, respectively), thus SE computations can be performed using
PMU measurements with high-speed processing and accuracy.
Tracking the dynamic behaviors of ADNs could be captured using high resolution PMU
data in DSSE calculations.

SE results will be enhanced by Including different measurements data from multiple

measuring instruments due to the redundancy [254]. But measuring information integration from

different sources is not straightforward because of two main reasons [257]:

1-

The absence of unique coordination time among different measurements leads to time-
skew problem, and datasets might not be established in an exact time representative in a
control center. Time inconsistency might also be resulted owing to the effect of
communication delays of monitoring devices [258].

The precision weights of measured quantities from SCADA and PMU measurements are
different. Therefore, current SE software should be altered or corrected to make all
measurement values applicable in SE algorithms [259].

The SCADA, and PMU measurements, and their refresh samples are shown in Figure

5.1(a), and (b), respectively.
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Figure 5- 1. (a) SCADA and PMU measurements in a power network, (b) SCADA and PMU
measurements refresh rates.

Distribution System State Estimation

SE calculation is the function of Energy Management System (EMS) in a power grid. SE
calculations make a way to monitor real-time power grid operation and develop more power grid
analysis including power flow calculations, power dispatching, observability analysis, bad-data
detection, reliability assessment, etc. DSSE strategies should be designed according to needs and
requirements of DNs.

The first DSSE technique was established when the SCADA system was introduced in
1990 [260]. Traditional SE techniques are commonly performed based on conventional
measurements which are commonly obtained from SCADA systems [58]. However, since
SCADA measurements are not enough to acquire for SE calculations, pseudo-measurements are

considered along with traditional measurements to make a system observable [27].
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In order to calculate the state estimation variables, the WLS method is generally applied
on both TNs and DNs [260]. Using WLS, the state vector can be defined based on node voltage
[261], [262] or branch current variables [263], [264]. When state variables are calculated, other
network parameters can also be determined.

In the node voltage definition, the bus voltage phase angle as well as voltage magnitude
are considered as a state vector [265]: x = [0, V]. When only conventional measurements are
available, and no measurement devices are placed at the slack bus the state vector is defined in
polar coordination as follows:

x = [6z,-,0n, V1, Vy] (1)
Where, N is the number of buses. The slack bus is considered as a reference, 6; = 0.

When a PMU is located at the slack bus, the phase angle at the slack bus is not zero, and
it should be involved in the state vector, and the state vector is represented as:

x = 1[61,,0§ V1, V] 2

The relationship between the state variables and the measurement data is called the
measurement function, represented as:
z=h(x)+e 3)
where z = [z4, -+, ZM]T 1s the measurement vector, and M is the number of measurements. Bus
voltage magnitudes and phase angles, branch current magnitudes and phases as well as active
and reactive power flows and injections can be involved in the measurement vector.

The equations for standard active (P;) and reactive (Q;)power injections at bus i are
defined:

Pi = Vi Z?’zo Vj(Gl’jCOSHij + Bl]SlTlHU), (4)
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Q; = V; X210 V;(Gyjsinb;; — B;jcosb;)), (%)

Gi; and B;; are the real and imaginary part in a nodal admittance matrix element Y;; and
;; = 6; — 0; is the standing phase angle difference between buses i and j.

The active (P;;) and reactive (Q;;) power flow from bus i to bus j are expressed as:
P;; = V;V;(Gijcos;; + Byjsinb;;) — GV (6)
Qi; = ViV;(Gyjsin;; + Bjjcosb;;) + B;;V? (7)

The relationship between the measurement vector and the state variable x =
[x1, -, xy]T (N is the number of state variables) is shown by h = [hy, -+, hy]T. h is the list of
measurement functions which is commonly nonlinear. e = [eq, -+, ey]" is the vector
measurement error which follows the Gaussian distribution e~N (0, W), where W is the
covariance matrix of the measurement errors W = diag{azzl, 0z, azzm}, and zero mean.

The WLS technique is commonly applied to solve the SE problem. In this method, state
vectors are obtained by minimizing the sum of the residual squares as follows.

% = arg mxin](x) = arg min ((z — h(x))TW"l(z — h(x)). 8)

The Iterative Gauss-Newton numerical method is applied to solve the optimization
problem (8) with the objective function J(x).
[G(x)]Ax* = HT (X)W [z — h(x")],
xf+l = xk + AxK, )

G(x) = % = HT(x)W1H(x),

Where G is the gain matrix, and Ax* is the updated state vector to determine a new vector x*.

The iterative calculation proceeds until the preset convergence criterion is attained. The prefix
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threshold ¢ is compared to the largest absolute value of the updated state vector (Ax*), and the

state variables will be determined in the last iteration when max(|Ax|) < €.

H(x) = dh(x)/0(x) is the Jacobian matrix which is derived from the function vector h(x).

HGO =565

Oh(x) _

[ Ohi(x) Ohy(x) dhq(x) 7
0xq 0x, 0xp
Ohy(x) 0Ohy(x) Ohy(x)
0xq 0x4 Oxn
Ohm(x)  Ohp(x) Ohm (%)
L 0xq 0xq Ox,

(10)

The measurement function definitions and the Jacobian matrix in the SE computations

are different when either traditional or smart measurements are included in the measurement

vector [266]. In (11), the Jacobian Matrix is shown when the traditional (Hryqgitionar) @nd smart

(Hsmart )measurements are included in the measurement vector, respectively.

Hrraditional =

r0Vscapa 9Vscapal
26 av
a6 av
9Qinj  9Qinj
a6 av
anlow anlow
a6 av
anlow anlow
- a6 av -

Hsmare =

Methodology

r0Vscapa 9VscapaT
a6 av
353” Vpmu
20 av
ag;vlu dlpymuy
a6 av
aIimag aIimag
a6 av
26 av
9Qinj  9Qinj
26 av
OPflow  9Pfrow
a6 av
anlow anlow
- 00 av -

)

As mentioned earlier, SCADA measurements are commonly available from the beginning

operation of ADNs to perform DSSE calculations and make them observable [267]. The
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installation of PMU technology has gradually been developed as parts of grid modernization
projects to move from traditional DNs to smart DNs [268]. Thus, DSSE results will be improved
by incorporating PMU measurements as well as SCADA measurements.

Unfortunately, SCADA measurements typically have a slower refresh rate compared with
the newly installed PMU measurements [269]. With smart DNs, it is important to perform DSSE
calculations as frequently as possible in order to understand the dynamic state of the system [270].
Rather than only performing SEs as each new SCADA measurement arrives, we want to perform
DSSE calculations with every new PMU measurement. This requires a method of interpolating
SCADA measurements so they can be incorporated into the DSSE algorithm. Therefore, it is
assumed that an AND is equipped with SCADA measurements. After a period of time, the ADN
is updated to include PMUs as part of a grid modernization procedure.

Figures 5.2 and 5.3 illustrate how a regression model is trained to predict future SCADA
values prior to and after installing PMUs. Regression models are a category of supervised machine
learning, where the corresponding output (y) at each input (x) is available [271]. In the training
phase, a relationship between x and y is determined and expressed as f; ie., y = f(x). A
regression model is chosen in this chapter, since there are enough data points to train a model.

Note that the regression model is only used for DSSE after PMUs are installed in order to
produce interpolated SCADA measurements that can be used to perform DSSE more frequently.
In this chapter, the SCADA prediction model is pre-trained prior to PMU installation and regularly
updated the model after the PMU installation.

Prior to PMU installation, DSSE calculations based on WLS method are performed using

SCADA and pseudo-measurements. A multi-output regression model is trained based on these
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DSSE results to predict an interpolated SCADA measurement, as shown in Figure 5.2. The
ground truth used for the interpolated SCADA measurement is obtained using backward-forward
power flow calculation. This procedure is repeated for every SCADA measurement that arrives

prior to the PMU installation.
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Figure 5- 2. A Multi-output regression model to predict SCADA measurements. For the figure, it
is assumed that the PMUs are installed in the DN at time step Ny, so the procedure is performed
through time step Ni-5.

A different training procedure will be performed after adding the PMUs to the ADN. In
the updated procedure, SCADA measurements are predicted using the most recent DSSE
calculations, which in turn depend on the most recent PMU measurement and the most recent
SCADA measurement or prediction. As shown in Figure 5.3, a training model will be updated
every time real SCADA measurements are provided in order to improve model performance and
make it robust against dynamic changes of ADNs. For instance, when SCADA and PMU

measurements are refreshed at t;, a training model is updated from M, to M.
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Figure 5- 3. DSSE calculations and updating a training model after PMU installation.

In order to evaluate the DSSE result, Mean Absolute Error (MAE) and Root Mean Square

Error (RMSE) are calculated using (12) and (13), respectively:

1 f'—xi
MAE = 3L |7 = (12)
N (o _,.
RMSE = 2=1(+’”2 (13)

In the above equations, X is the estimated value, x is the actual value, and N refers to the
data set size.

The interface between MATLAB (2022) and Anaconda-Python is used to train and update
the model using the DSSE results obtained from the SCADA and PMU measurements. All tests

were performed on a desktop computer with an Intel Core i5 processor clocked at 1.60 GHz with

8.00 GB RAM.



Results

Case Study [

The effectiveness of the proposed method is evaluated on the modified IEEE 33-bus
distribution network as one of the case studies (shown in Figure 5.4). Actual values of the DN

are calculated based on power flow calculations.
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Figure 5- 4. IEEE standard 33 bus distribution system before and after grid modernization. Prior
to modernization, there is a PV on bus 8 and SCADA units on buses 3, 8, and 21. After
modernization, an additional PV is installed on bus 29 and PMU devices are installed on buses 1,
16, and 31.

The following assumptions are made about the system prior to PMU installation:

1- Measurements are randomly calculated based on their probability density function for
each Monte Carlo trial.

2- A Gaussian distribution, with 36 = 50% of the nominal value, is considered for power

injection on the buses [272].
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The PV panel placed at bus 8 [273] with the maximum generation capacity of 104 kW
(The PV is modeled as a negative load), and three SCADA devices are located at buses 3,
8, and 21. Voltage magnitudes, active and reactive power flows, and injections are

considered as real measurements (|V |3, |V]g, [V121),

flow pflow pflow pflow flow A flow A flow flow inj pinj pinj
(P3 4 P3a3. B9 By 22) (Q3 2 03253, 03-9 Q2 22) (P B, Pyy7 ), and

(Qm] , inj Q;T ) from SCADA to perform DSSE calculations.

The pseudo-measurements of active and reactive power injections and flows are
generated to make the system observable and to perform the WLS calculations.

The standard deviation is considered as 50% of the nominal value for pseudo-
measurements, 2% of the voltage magnitude and 3% of the actual value of active and
reactive power flow and injection measurements [149].

Voltage magnitudes and phase angles for all the buses are considered as a state variable:
x =[83,+,6n,Vq, -, Vy], where 6y, Vy are the voltage phase angle and magnitude,
respectively, and N is the number of buses. It is assumed that there are no measurement
devices installed in the slack bus and §; = 0. The Jacobian matrix will be formed as
Hrraditionat» Which is shown in section 5.2.

The SCADA measurements are refreshed every 5 iterations, and the DSSE calculations
are performed using the SCADA and pseudo-measurements every 5 iterations,
concluding at Ny, =5995. It is assumed that after this Monte Carlo trial, PMUs are
added to the system.

The DSSE results will be used for training a model to interpolate the SCADA

measurements, as discussed in section 5.3. It should be noted that the inputs are corrupted
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by random Gaussian error, with 30 = 2% and 30 = 1 crad for voltage magnitude and
phase angle values, respectively, before feeding to a training model. This initial model
will be used to predict the SCADA measurements after the installation of PMUs, to
enable the DSSE calculations to be performed more frequently.
The WLS calculations were performed using MATLAB and the iteration process is

stopped when the minimum difference between two iterations is € = 107°.

The following assumptions are made about the system after the PMU installation:

1-

Three PMUs are placed at buses 1, 16, and 31 [273], and one more PV with maximum
generation capacity of 80kW is added to a DN at bus 29 at Ny, = 6000 to meet the new
demands of the DN in grid modernization development.

To model the uncertainty of the PMU measurements, a Gaussian error with 3¢ = 1% and
30 = 1 crad is added to the voltage and branch current magnitudes, and voltage and
branch current phase angles, respectively [274].

Since a PMU is installed in the slack bus, the phase angle at bus 1 is included in the state
vector, so the full state vector is defined as: x = [&4, -+, 0, V4, -, Vy].

It is assumed that the PMU measurements are updated at each iteration, i.e., Tgcapg =
5Tpyy, and at each iteration SCADA measurements are predicted from a training model.
The training model is updated every time N_MC is a multiple of 20 (6020, 6040, 6060,
etc.) using the DSSE results obtained from the SCADA and PMU measurements during

that time.
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6- In order to verify the performance of the proposed method, the DSSE results are
compared to when the SCADA measurements are replaced using a sample-and-hold
technique.
7- The Estimated value from WLS calculations and the actual value from the power flow

calculations are compared in MAE and RMSE criteria, as shown in Table 5.1.

Table 5- 1 DSSE results of voltage magnitudes and phase angles after grid modernization.

Voltage Magnitude (p.u.) Phase Angle (rad)
Proposed Sample-and-hold Proposed Sample-and-hold
Criteria
Method technique Method technique
MAE | 82x 107 9.7 x 10~* 0.0060 0.0071
RMSE | 1.02 x 107° 1.45 x 1075 7.9 x107° 9.2x107°

It is clear from Table 5.1 that the MAE and RMSE values for the state variables (voltage
magnitude and phase angle) are improved from the proposed method compared to the sample-
and-hold technique. This means that predicting the SCADA measurements based on updating the
training model has a better performance. This is true even after more PVs are introduced to the

DN, showing that the proposed method is robust in a more dynamic environment.

Case Study II

The effectiveness of the proposed method is also evaluated using the modified IEEE
standard 69-buse distribution network (shown in Figure 5.5). The system is suitably adopted to
include a mix of commercial and residential loads and DGs. A set of experimental data (available

for a time period of one year), obtained from Open Energy Information (OpenEI) [217], is
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utilized with the simulation time step of 1h. The hourly data of power generation of a PV system

are computed and adopted based on the actual data for Bozeman, MT, USA [213], [219].

P Grid Modernization 3
I

4

Before Grid Modernization After Grid Modernization
PV Placement: Bus 20 PV Placement: Buses 20, 38, & 64

Figure 5- 5.IEEE standard 69 bus distribution system before and after grid modernization. Prior
to modernization, there is a PV on bus 20 and SCADA units on buses 33, and 53. After
modernization, two additional PVs are installed on bus 38 and 64, and PMU devices are installed
on buses 1, and 22.

The following assumptions are made about the system prior to PMU installation:

1- It is assumed that one PV is placed at bus 20 [273] with a maximum generation capacity
of 15.33 kW (The PV is modeled as a negative load), and three SCADA devices are
located at buses 6, 33, and 53. Voltage magnitudes, active and reactive power flows, and

injections are considered as real measurements

flow flow flow flow A flow flow inj pinj pinj
(|V|6'|V|33'|V|53) (P 33 34’ 53 54) (Qs 7 »¥¢33-34’ 53 54) (P P33 'P >

and (Qm] , ;gj , Qégj ) from SCADA to perform the DSSE calculations.
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2- The pseudo-measurements of active and reactive power injections and flows are
generated to make the system observable and to perform WLS calculations.

3- The standard deviation is considered as 50% of the nominal value for pseudo-
measurements, 2% of the voltage magnitude and 3% of the actual value of active and
reactive power flow and injection measurements [149].

10- Voltage magnitudes and phase angles for all the buses are considered as a state variable:
x = [8y,++, 0N, V4, ++, V], where &y, Vy are the voltage phase angle and magnitude,
respectively, and N is the number of buses. It is assumed that there are no measurement
devices installed in the slack bus and §; = 0. The Jacobian matrix will be formed as
Hrraditionar Which is shown in section 5.2.

4- SCADA measurements are refreshed every 5 iterations, so the DSSE calculations are
performed using SCADA and pseudo-measurements every 5 iterations, concluding at t =
4125. (After this time, PMU devices are added to the system.)

5- The DSSE results will be used for training a model to interpolate SCADA measurements
as discussed in section 5.3. This initial model will be used to predict SCADA
measurements after the installation of PMUs to enable the DSSE calculations to be
performed more frequently.

6- The WLS calculations were performed using MATLAB and the iteration process is
stopped when the minimum difference between two iterations is € = 107°.

The following assumptions are made about the system after PMU installation:
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Two PMUs are placed at buses 1 and 22 [273] and two more PVs are added to a DN at
buses 38 and 64 with maximum generation 20.83kW and 16.67 kW, respectively at
t =4130 to meet the new demands of DNs in grid modernization development.
To model the uncertainty of the PMU measurements, a Gaussian error, with 30 = 1%
and 30 = 1 crad is added to voltage and branch current magnitudes, and voltage and
branch current phase angles, respectively [274].
Since a PMU is installed in the slack bus, phase angle at bus 1 is included in the state
vector and is defined as: x = [&4, -, O, V4, -, Vy]-
It is assumed that the PMU measurements are updated at each iteration, i.e., Tgcapg =
5Tpyy, and at each iteration SCADA measurements are predicted from a training model.
The training model is updated once or twice per day using the DSSE results obtained
from the SCADA measurements and PMU measurements during that time. The PMU
measurement resolution is 20 measurements per day, so the model is updated every 10
(twice daily updates) or 20 (once daily updates) PMU measurements.
In order to verify the performance of the proposed method performance, the DSSE results
are compared when SCADA measurements are replaced using a sample-and-hold
technique.
The Estimated value from the WLS calculations and the actual value from the power flow

calculations are compared in MAE and RMSE criteria and shown in Table 5.2.
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Table 5- 2. DSSE Results of Voltage Magnitudes and Phase Angles After Grid Modernization
when the training model is updated every 10- or 20-time steps (twice or once per day).
Voltage Magnitude (p.u.) Phase Angle (rad)

Proposed Method Proposed Method

Criteria| Daily |Twice Daily| Sample-and- Daily | Twice Daily | Sample-and-

Update Update |hold technique| Update Update |hold technique

MAE | 0.0031 0.0023 0.0035 0.0069 0.0062 0.0071

RMSE [4.8 x 10753.7x1075| 5.2x 1075 [9.1x 1075 85%x 1075 | 9.8 %x 1075

This case study is based on the actual data, and it has more severe dynamic behaviors.
When the model is updated daily, the results are improved, but still close to those obtained using
the sample-and-hold technique. In order to improve the results, the training model is updated
twice a day to become robust against the dynamic behavior of the DN. As it is clear from Table
5.2, the MAE and RMSE values for the state variables (voltage magnitude and phase angle) are
improved using the proposed method when the model is updated twice a day compared to the

sample-and-hold technique.

Conclusion

In this chapter, a new approach based on a regression model is proposed to utilize all the
available measurements to improve the DSSE results. DSSE results have widely been dependent
on traditional measurements before installation of smart measurement devices in ADNs. As part
of grid modernization efforts toward an advanced grid, smart measurement devices have

progressively been installed to manage and control the dynamic behaviors of ADNs. However,
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all traditional measurement devices cannot be substituted with advanced ones over a short time,
and it is essential to utilize different kinds of measurements using an appropriate method.

Conventional measurements have low update rates unlike smart measurement devices
which collect measurements at high frame rates. The difference in frame rates requires
interpolation between the traditional measurements to allow for synchronization between the
traditional and advanced sensors.

The WLS method is initially performed using the traditional measurements to calculate
the state variables; i.e bus voltage magnitudes and phase angles. Then, the network configuration
is modified toward a modernized DN by installing smart measurement devices to improve the
DSSE results and observability analysis. Since traditional and smart measurements have different
sampling rates, the DSSE results using a traditional measurement before the smart measurement
devices are added to the system, and their data are used to train a machine learning-based
regression approach. This training model is used to predict the traditional measurements when
these measurements are not available between their refreshing times after the installation of
smart measurement devices.

The proposed regression method works effectively for the DSSE calculations, but it
requires the model to be updated regularly in order to be robust in a dynamic environment. In
this work, the results of the proposed method are compared with those obtained when the
traditional measurements are incorporated into the DSSE calculation using a sample-and-hold
technique after smart measurement installation are compared. The effectiveness of the proposed

method is validated using the two case studies in the presence of DGs:
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The DSSE results given illustrate that the proposed method performs better than the
sample-and-hold method after advanced measurement installation. The proposed method could
be used in advancing distribution grid modernization to enhance DN performance and

capabilities.
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CHAPTER SIX

CONCLUSION

Because of the deployment of new features and technologies, Distribution Networks
(DNs) have been developed and upgraded to advanced networks. These modern technologies
include renewable energy resources and storage devices which transform traditional
infrastructures into smart ones. Even though the performance of a DN is improved and customer
needs and wants are better acquired, new challenges and issues have emerged regarding DN
control and management. For example, the degree of uncertainty in dynamic behaviors are
intensified by the penetration of Distributed Generations (DGs). Likewise, the risk of cyber-
attacks is also increased with the development of communication and advanced measuring
devices in the smart DN.

To address these challenges, Distribution System State Estimation (DSSE) calculations
have been introduced to obtain accurate real-time state information to enable reliable operation
and control. DSSE methods are mostly developed based on specific DN features and
characteristics since Transmission System State Estimation (TSSE) cannot be applied to DNs.

DSSE calculations are highly dependent on the number of real-time measurements from
measurement instruments, but due to financial constraints and particular characteristics of DN,
installation of measurement devices is not possible at all buses in a DN. To solve this problem,
generating pseudo-measurements from historical load and generation information has been
established to address the lack of real measurements in a DN. Pseudo- and traditional

measurements are fed in to DSSE calculations to obtain DN states. Unfortunately, DSSE results
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from conventional and pseudo-measurements are not accurate enough to resolve DN control and
decision problems.

Recently, as part of grid modernization procedures, limited numbers of smart
measurement devices are being installed in DNs. This enhances DSSE performance and
addresses the lack of accurate traditional and pseudo-measurements in Active Distribution
Networks (ADNs). Smart and conventional measurement data are available with different
sampling rates and precision and these measurements should be combined truly to acquire an
accurate DSSE result and take advantage of all measurements in a DN.

Having adequate and accurate measurement data are two main conditions required to
obtain precise DSSE results. However, measurement data integrity could be degraded by False
Data Injection Attacks (FDIAs) on measurement information. If FDIAs cannot be identified and
removed using an appropriate method, DSSE results could be influenced significantly, and a
proper decision cannot be made by a control center to improve efficiency, reliability, resiliency,
and security of a DN.

Machine learning approaches have already been extensively applied for different
purposes in the DN, including power flow and DSSE calculations, cyber-security awareness,
reliability and resilience assessments, and energy market analysis. Fast speed and high precision
are two features of machine learning algorithms in contrast to model-based methods for DN
applications. Machine learning methods are categorized into supervised, semi-supervised,

unsupervised, and reinforcement learning.
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In this study, different supervised machine learning methods are applied for generating
pseudo-measurements, performing state estimation calculation and FDIAs detection
simultaneously, and combining traditional and smart measurements toward grid modernization.

A limited number of available real measurements, as well as temporal and meteorological
information, are used to generate pseudo-measurements considering dynamic behavior of
photovoltaic panels during clear and cloudy sky conditions. Three Deep Neural Networks
(DNNSs) are considered as base learners, and the base learner results are applied to train a random
forest to get the final results.

Pseudo-measurement results along with available real measurements are used to perform
WLS calculations to verify the accuracy of the proposed method to generate pseudo-
measurements. Moreover, the proposed method precision is compared to random split method in
different criteria to verify the ability of the proposed method for generation pseudo-
measurements.

A new method is proposed to perform DSEE calculation and FDIA detection
simultaneously using a DNN method. In this method, regression (DSSE calculation) and
classification (FDIAs detection) processes are performed at the same time at the output layer of
the DNN. Two kinds of attack vectors are modeled and injected into Phasor Measurement Unit
(PMU) data to evaluate the robustness, accuracy, and speed of the proposed method in
performing state estimation calculations and detect FDIAs in DNs.

WLS method is also performed to assess the proposed method’s robustness in state

estimation calculation and FDIA detection. These results show that simultaneous state estimation
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calculations and FDIA detection outperform the model-based performance in terms of accuracy
and execution time in DNs.

A new method is proposed to hybridize traditional and advanced measurements using an
online machine learning model. In this work, it is assumed that an ADN has been monitored
using traditional measurements and the WLS method is performed to obtain DSSE results. The
voltage magnitudes and phase angles at each bus are considered as the state vector. After a period
of time, a network is modified by the installation of an advanced measurement device (such as a
PMU) to facilitate ADN monitoring and control with a desired performance.

This work proposes a method for taking advantage of all available measurements to
improve DSSE results. First, a machine learning-based regression model is trained from DSSE
results obtained using only the traditional measurements available before the installation of smart
measurement devices. After smart measurement devices are added to the network, the model
predicts traditional measurements when these measurements are not available to enable
synchronization between the traditional and smart sensors, despite their different refresh rates.

The results show that the regression model has improved performance under the
condition that it continues to be updated regularly as more data are collected from the
measurement devices. In this way, the SML model becomes robust and improves the DSSE
performance even in the presence of more DGs. The results of the proposed method are
compared to when traditional measurements are incorporated into the DSSE calculation using a
sample-and-hold technique.

One more paragraph saying something like: “In summary, the research presented in this

dissertation takes a step towards more effectively monitoring and controlling active distribution
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networks. The contributions to this field will lead to more efficient energy use, reducing the cost

and carbon footprint of future power networks.”

Publication
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Practices and Their Challenges, (Published in Sustainability Journal), February 2022.
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Random Forest Meta Learner for Generating Pseudo-Measurements in Active
Distribution Power Networks, (Published in ISGT USA), January 2023.

Distribution System State Estimation and False Data Injection Attack Detection with a
Multi-Output Deep Neural Network, (Published in in Energies Journal). February 2023.
Distribution System State Estimation Using Hybrid Traditional and Advanced
Measurements for Grid Modernization, (Published in Applied Science Journal), April
2023.
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