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ABSTRACT

This research explores the ability of machine learning to perform signal separation
of an Ethernet style encoded, full-duplex communication. Typical signal separation
currently requires an active tap of the communication line, followed by a recombination
and retransmission of the data. The purpose of this research is to study a passive approach
to the acquisition of data from a full-duplex signal. The machine learning model used in
this research is a long-short-term memory recurrent neural network (LSTM-RNN), typically
expressed as LSTM. The results show that the LSTM was largely successful in recreating
the transmission signal from the measured data points, though the separated signals of the
full-duplex Ethernet protocol have not yet been tested using a manual decoding method.
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INTRODUCTION

General

Machine learning has become an essential tool in modern fields of science and industry,

including electrical and computer engineering, physics, astronomy, healthcare, finance, and

many other disciplines. From the creation of the first neural network using an electric circuit

completed by Warren McCullogh and Walter Pitts in 1943, machine learning applications

have surged in the 21st century. The success of machine learning has been a direct

consequence of Moore’s Law. As modern computers have increased in computing power,

this has allowed for larger data sets to be used to train machine learning models as well as

more sophisticated machine learning models to be developed [25]. This thesis will present

research on using a Long Short Term Memory (LSTM) - Recurrent Neural Network (RNN)

to study digital signal separation for a Gigabit Ethernet communication.

Ethernet Communication

A common form of Ethernet used today is the 100 Base-TX [40]. The 100 represents the

transmission speed of the digital signal of 100 Mb/s. The transmission and receive of a signal

for this Ethernet can be accomplished under two distinctions; half-duplex communication

or full-duplex communication [3, 48, 54]. In full-duplex communication, signals propagate

simultaneously between two endpoints on a single shared conductor. The signals are

transmitted on the same carrier frequency. In half-duplex communication, two endpoints

share a communication line, but only one node is allowed to drive the line at a given time.

The introduction of full-duplex communication is made possible through a combination of

increases in transmission speeds and advances in RF and baseband techniques [12].
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Unfortunately, the extra bandwidth obtained via full-duplex communication comes

at the cost of complications in signal separation [17]. Recent explorations in full-duplex

communication channel signal separation include RF self-interference cancellation [19, 38],

analog beamforming [7], and independent component analysis [11, 44]. Additionally, machine

learning techniques have been successfully applied for signal separation in other application

domains, including audio [21, 53], radar [29], and even protein analysis [30].

Machine Learning

Machine learning is a subfield of artificial intelligence. In machine learning, algorithms

are used to attempt to allow computers to learn from large data sets, and then accomplish

tasks, based on the studied data, without being explicitly programmed to do so. Two primary

distinctions within machine learning are physics-based models and data-driven models. This

paper focuses on a data-driven model, specifically the LSTM model.

LSTM is a type of RNN, which is a type of deep learning. Deep learning is a subfield of

machine learning. Deep learning models are based on artificial neural networks that contain

multiple layers, called deep neural networks [52]. As data is passed through the layers, each

layer performs a mathematical operation on the data. Each layer serves as the input to the

next layer. Ultimately, resulting in some output from the neural network [52]. This approach

can be very useful with data sets that have difficult to define characteristics. A disadvantage

of deep learning is it is computationally expensive and requires very large amounts of data

to be successful [52].

An LSTM is a specific type of RNN. One of the challenges faced by RNN models when

working with time series data is learning long term dependencies. In an RNN, data from

distant time steps can be essential for making accurate predictions of the current state [52].

LSTM models eliminate this challenge by including a memory cell which can hold data from

distant time steps [52].
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Summary

In this work, we seek to evaluate the effectiveness of machine learning techniques applied

to the problem of full-duplex signal separation. We focus our efforts on implementing a long

short-term memory-recurrent neural network (LSTM-RNN) [45]. LSTM-RNNs have been

effectively used in many time-series analysis tasks [23]. Our goal is to use an LSTM-RNN

to potentially decode the mixed signal in a full-duplex communication system in order to

recreate the original transmitted waveforms.

The layout of this thesis will begin with this introduction and follow with a background

chapter. The background chapter will present research from other parties that studies

machine learning, communication protocols, and research that has attempted to apply

machine learning to communication protocols within various scientific and industrial

disciplines. This thesis will then continue with two technical chapters summarizing research

completed by Keith and colleagues from both Montana State University and Idaho National

Lab. This thesis will finish with a conclusion section, discussing the success of the research

presented as well as possible future considerations.
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BACKGROUND

Machine Learning Literature Review

Since its first incarnation in the form of an electric circuit neural network in 1943,

machine learning has become an integral tool to modern research in science and engineering

[25]. This chapter will present examples of completed research with machine learning as

a primary form of data analysis. The fields of study presented include genetics, electrical

engineering, and astronomy. These three fields were chosen for being fields of interest to the

author, but machine learning application is present in many other disciplines. While these

studies discuss the use of general machine learning algorithms, this section will then present

research using the LSTM model type.

Machine learning methods can be divided into supervised and unsupervised models.

Supervised models are used on data which have labels associated with each data point,

such as ”gene a” or ”non-gene” for example. These models, once trained, then attempt to

predict similar labels for other data sets. Unsupervised models find patterns in data without

labels [28]. Each of these methods has strengths depending on the anticipated outcome of

the problem in question. Similarly, models can be classified as generative or discriminative

models. Generative models output a statistical distribution over the input data and are

most successful at interpretation of data. Discriminative methods only model labels and are

typically used for prediction of data [28]. LSTM models are typically generative.

Libbrecht and Noble present research on the analysis of genome sequencing data

sets. Their work includes annotation of sequence elements and epigenetic, proteomic, and

metabolomic data. They present challenges and considerations in applying supervised,

semi-supervised, and unsupervised learning methods to these data, as well as results using

generative and discriminative models. Their research concludes with discussion on choosing

between these methods and the application to genetic and genomic data set research [28].
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Banik and colleagues present the following research on the prediction of electrical

energy consumption based on data studied by machine learning techniques. Due to market

deregulation and the introduction of renewable resources, the forecast of electricity demand

has become increasingly relevant. Advanced intelligent models are built to provide precise

power forecasts. The use of intelligent forecasting algorithms is a key feature of smart grids.

They are also an effective tool for resolving uncertainty for better decisions about energy

and cost efficiency, such as scheduling generations, ensuring system reliability and power

optimization, and economic smart grid operations. Forecasting algorithms must have very

high prediction accuracy as many important activities of power operators, such as load

dispatch, depend upon this short-term forecast. This research completed by Banik et al

proposes a model for the estimation of the consumption of electricity in Agartala, Tripura

in India. This model can accurately predict the next 24 hour load with an estimation of

load from 1 week to 1 month. Several characteristics in the city are analysed to extract

variables that could affect the pattern of electricity consumption directly. This research

provides results to significantly improve the accuracy of the prediction through ensemble

machine learning processes. The research uses the models Random Forest, Extreme Gradient

Boosting (XG Boost), and an ensemble of the two methods. The ensemble results in an

improved accuracy of 15-29 percent. The results also provide information in connection with

energy consumption [6].

Fluke and Jacobs present the following research on the application of machine learning

and artificial intelligence (AI) in astronomy. Their review surveys contemporary published

literature on machine learning and AI in astronomy and astrophysics. Various applications

of machine learning are now firmly established in astronomy. Random forests, support vector

machines, and neural networks are now having a genuine impact in applications as diverse as;

discovering extrasolar planets, transient objects, quasars, and gravitationally lensed systems.

Further areas of relevance include forecasting solar activity, and distinguishing between
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signals and instrumental effects in gravitational wave astronomy. Machine learning and

AI applications span seven main categories of activity; classification, regression, clustering,

forecasting, generation, discovery, and development of new scientific insights [13].

Greff and colleagues present research on LSTM architecture. LSTM architecture for

RNN was first proposed in 1995 and since then, several variants of LSTM have been studied.

In recent years LSTM has become the state-of-the-art model for many machine learning

problems. Greff and colleagues research presents a large scale analysis of eight LSTM variants

on three different tasks; speech recognition, handwriting recognition, and polyphonic music

modeling. The hyper-parameters of all LSTM variants for each task were optimized using

random search, and their importance was assessed using the functional Analysis of Variance

framework. The research summarized 5400 experimental runs. This was the largest study

of LSTM architecture at the time of publishing. The results show none of the variants were

significantly better than the standard LSTM architecture. They determined the forget gate

and the output activation function are the most critical components of the LSTM architecture

[18].

Communication Technology Literature Review

Ethernet is a protocol that allows computers to communicate with each other over

wired networks through devices such as routers, switches, hubs, and wireless protocols. The

Ethernet protocol connects LANs, WANs, Internet, IoT devices, cloud, and Wi-Fi systems

into a single global communications network. Ethernet is one of the original networking

technologies and was invented in 1973 by a team at the Xerox Corporation. Ethernet remains

the dominant wired networking technology due to its simplicity, adaptability, and backward

compatibility. As AI workloads have begun to increase in modern industry, engineers have

focused on ensuring that Ethernet technology will be able to keep up with this new high-

performance networking demand [8].
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One of the successes of Ethernet is the high efficiency of the protocol. Ethernet breaks

down information into ”frames” that contain the source and destination addresses of the

information being transmitted. This enables efficient routing across the network. Older

Ethernet technology uses collision detection techniques and modern Ethernet uses full-duplex

communication, which eliminates any possible collision between transmitting and receiving

communication signals [8]. This full-duplex communication is a primary point of interest in

the research presented in Technical Chapters 1 and 2. A wealth of research on traditional

(non AI driven) Ethernet communication applications has been completed. Examples of

Ethernet communication used in industry are presented here.

J.D. Decotignie presents an article on the use of Ethernet-based real-time industrial

communications. This paper reports that despite early attempt to use Ethernet in the

industrial context, only recently (as of the early 2000’s) has the technology gained attention

as a support for industrial communication. A number of vendors are offering industrial

communication products based on Ethernet and TCP/IP as a means to interconnect field

devices to the first level of automation. Others restrict their offer to communication between

automation devices such as programmable logic controllers and provide integration means

to existing fieldbuses. This paper details the requirements that an industrial network has

to fulfill. It then shows how Ethernet has been enhanced to comply with the real-time

requirements in particular in the industrial context. Lastly, the paper presents how the

requirements that cannot be fulfilled at layer 2 of the OSI model can be addressed in the

higher layers adding functionality to existing standard protocols [55].

Danielis and colleagues completed the following research on companies in the automa-

tion industry. Their research provides a summary of different industrial Ethernet protocols

for real-time data transmission via Ethernet in automation environments. For companies

in the automation industry, the development of real-time Ethernet to connect devices is

of high economic interest. The goal is to replace conventional fieldbus systems. This is a
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challenging task. The original Ethernet standard IEEE 802.3 was not designed for real-

time data transmission. Also, protocols like TCP, UDP, and IP do not consider real-time

requirements. Therefore, adaptations on several OSI layers becomes necessary to make an

industrial system meet these requirements. To accomplish this, a variety of realtime capable

industrial Ethernet systems have been developed, thus solving the problems of standard

Ethernet, TCP/IP, and UDP/IP based communications. Danielis and colleagues research

provides results analyzing the advantages and disadvantages of these protocols with regard

to their sustainability in terms of their realtime capabilities, reliability, scalability, self-

configuration of the network, and hardware requirements. The authors discuss consequences

for future developments based on the number of connected devices growing over time and

the growing computational power of the ”industrial internet” [14].

Zier and colleagues present the following research on the trade-offs of using Ethernet

based communication in public communication services. Their study discusses how

enterprises and residential customers increasingly take advantage of more sophisticated

applications and evolve their business models. At the same time, service providers (SP) see a

declining revenue from the existing connectivity services. In response to this trend, SPs begin

to offer highly customized, high-bandwidth network services that complement and interwork

with the existing leased line, ATM, or frame relay offerings. Ethernet is quickly becoming

the customer UNI of choice. Ethernet is a packet based technology, and complements IP-

based services such as content, voice, data, video, and additional value-added services over

a high-speed access connection. Ethernet also provides a flexible high-speed connection to

the SP network and eliminates access bottlenecks. Using Ethernet as the common access

interface allows providers to employ flexible transport services that enable additional value-

added services at layer 3 (of the network layers) and above. Also, the rollout of Ethernet

services challenges the installed base, given that bandwidth per customer is usually much

higher and additional attributes for tight SLAs apply. These challenges suggest an updated
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approach to network deployment and rollout is needed. An updated approach in which

networks need to be planned and built in a service-centric fashion. The article written by

Zier et al begins with a look at the driving forces of Ethernet-based public communication

services. The article identifies five generic services for Ethernet MANs/WANs and discusses

related deployment issues of the different service options. These options include the degree

of customization, geographic reach, bandwidth profile of the serviice, and evolution aspects

of the installed base [55].

Machine Learning Applications in Communication Technology Literature Review

The problem of developing a real-time Ethernet network is one of many that engineers

are attempting to solve with the application of machine learning algorithms. This section will

present several examples of completed research on machine learning applications to Ethernet

communication protocols. This section concludes the Background chapter for this thesis.

Mai and colleagues present the following research to explore how machine learning may

provide a viable alternative to conventional scheduling analysis to determine if a real-time

Ethernet network meets a set of timing constraints. Mai and others applied a supervised

machine learning technique called k-Nearest Neighbors (k-NN). This algorithm is used here

to compare its accuracy and running times against precise scheduling analyses developed

in Network-Calculus. The experiments consider different TSN scheduling solutions based

on priority levels and traffic shaping. The results are obtained for an automotive network

topology. These results suggest that k-NN is efficient at predicting the feasibility of realistic

TSN networks, with an accuracy range of 91.8 percent to 95.9 percent. These results depend

on the exact TSN scheduling mechanism and a speedup of 190 over a schedulability analysis

for 106 considerations. One trade-off discovered with this approach is, machine learning

produces a certain number of ”false positive” results. There is evidence to suggest a number

of false positive results may be tolerable in this area of study [32].
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Lucas Torlay presents his completed master’s thesis from Clemson University with the

following research. The cybersecurity of power systems is vulnerable to the threat of attacks

due to a lack of physical layer device authentication techniques for OT communication

networks. OT networks cannot support the active probing cybersecurity methods that

are popular in IT networks. In addition, both active and passive scanning techniques are

susceptible to medium access control (MAC) address spoofing when operating at Layer 2 of

the Open Systems Interconnection (OSI) model. Torlay’s thesis analyzes the role of deep

learning in passively authenticating Ethernet devices by their communication signals. This

method operates at the physical layer, or Layer 1, of the OSI model. The security model

collects signal data from Ethernet device transmissions, applies deep learning to gather

distinguishing features from signal data, and uses these features to make an authentication

decision on the Ethernet devices. This proposed approach is passive, automatic, and spoof

resistant. The role of deep learning is determined to be critical to this security model [51].

Mai and Navet present research exploring improvements to deep-learning methods used

as prediction to switched network Ethernet configurations. The machine learning model used

in this research is a graph neural network (GNN). This is an advanced machine learning model

that has recently been applied to encode Ethernet configurations as graphs and predict their

feasibility in terms of meeting deadline constraints. GNN models have proven to be robust

to changes in the topology and traffic patterns with respect to the training set. However, the

moderate prediction accuracy of the model, 79.3 percent at the lowest, hinders the application

of GNN real-world problems. This study proposes improvements to the base GNN model

in the construction of the training set and the structure of the model itself. First, new

training sets are introduced to the GNN model. These sets are more diverse in terms of

topologies and traffic patterns and focus on configurations that are difficult to predict. The

GNN model is then enhanced with more powerful activation functions, multiple channels,

and implementation of a technique called global pooling. The prediction accuracy of the
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GNN with a combination of the suggested improvements increases significantly, up to 11.9

percent on the same 13 tests. An important determination from this research is that these

improvements only marginally increase the time it takes to predict unseen configurations.

The speedup factor is still from 50 to 1125 compared to schedulability analysis, which allows

a far more extensive exploration of the design space [31].

Segolene et al. present research studying the application of machine learning to improve

the prediction-based Energy Efficient Ethernet (EEE) strategy. According to their paper,

Ethernet consumes maximum energy even when there is no data transmission. To reduce the

power consumption, IEEE 802.3az standardizes the Energy Efficient Ethernet that enhances

Ethernet with the low power idle state without data transmission. However, this standard

does not describe the specific strategy about when the Ethernet link will enter or exit the

low power idle state. The EEEP strategy was proposed for the 1-10 Gbps EEE to reduce

power consumption. Specifically, EEEP predicts the future traffic in a time window by the

Autoregressive Integrated Moving Average (ARIMA) model and determines when to enter

or exit the low power idle state according to the prediction results. However, the EEEP

strategy relies on the prediction accuracy of the ARIMA model for good energy saving. This

paper proposes to use the Long Short Term Memory (LSTM) model for EEEP to improve

the prediction accuracy. Due to the historic traffic information, the LSTM model can achieve

about 11 percent improvement on the accuracy compared to ARIMA, and thus helps EEEP

to achieve better energy saving, according to the author’s trace-driven simulation results

[43].
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SUPERVISED MACHINE LEARNING FOR MODBUS COMMUNICATION

PROTOCOL DECODING

The majority of the technical content for this chapter has been accepted for publication

in the 2025 Intermountain Engineering, Techonology and Computing conference: Skyler

Reid, Maximus Marceau, Keith M. Filler, Keith D. Mecham, and Bradley M. Whitaker,

“Supervised Machine Learning for Modbus Communication Protocol Decoding,” IETC 2025.

Introduction

This study explores machine learning for decoding Modbus RTU data using K-Nearest

Neighbors (KNN) models. An initial KNN model trained on 8,000 packets achieved 95.15%

accuracy. Although ML improves generalization, accuracy still falls short of deterministic

methods. These findings have implications for Modbus traffic analysis, intrusion detection

in industrial networks, and adaptive error correction in real-time monitoring systems. By

refining ML-based decoding, future work could enable more efficient anomaly detection and

predictive maintenance in industrial automation and cybersecurity applications.

Modbus RTU is a fundamental serial communication protocol used for many basic

communication tasks [49]. With a maximum baud rate of 115,200, data is transmitted in

8-bit packets. Each packet also includes a start bit, a checksum bit, and an end bit, forming

an 11-bit unit. These packets are grouped into data frames, typically spanning between

1322 to 1340 packets in length. Encoding and decoding these packets is well understood

and is common practice in many computing applications [2, 15]. Many other communication

protocols exist as well, each with their own encoding and corresponding decoding schemes

[1, 5, 24, 46, 50].

While communication protocols are straightforward when the encoding scheme is

known, it can be very difficult to reverse engineer an encoding scheme in order to create
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a decoding scheme by analyzing only the transmitted data [9]. In this work, we apply

machine learning to develop a decoding algorithm beginning with the knowledge of the pre-

encoded data and the received encoded signal, but without initial knowledge of the encoding

algorithm.

As a widely adopted industrial communication protocol, Modbus has been the subject

of extensive research. However, the application of machine learning to Modbus signal

decoding remains relatively unexplored. Instead, much of the existing literature focuses on

leveraging machine learning techniques for anomaly detection and cybersecurity applications

[4, 39]. Prior studies have demonstrated that models such as extreme gradient boosting

and convolutional neural networks (CNNs) can detect faults and cyberattacks in Modbus

networks with near-perfect accuracy, reaching values as high as 0.9999 [10, 37, 41]. Some

of the same machine learning techniques explored in this study, including long short-term

memory (LSTM) networks and support vectors machines (SVMs), have also been applied in

these anomaly detection frameworks.

Beyond security applications, research has also explored the potential for embedding

hidden communication channels within Modbus transmissions [27]. Several plausible covert

channels have been identified, demonstrating the feasibility of transmitting additional data

within standard Modbus traffic. However, further investigation is required to assess the

scalability and robustness of this approach in real-world deployments.

Another key area of research in Modbus protocol analysis is the implementation of

Hamming codes for error detection and correction [22, 42]. These techniques enable the

identification of single- and double-bit errors, with automatic correction of single-bit errors,

enhancing the reliability of Modbus-based communication systems. The integration of such

error-correcting mechanisms is particularly relevant in environments where transmission

integrity is critical.

The simplicity and relative security of Modbus communication makes it an ideal
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candidate for developing a proof-of-concept decoder using machine learning techniques. We

show that machine learning is effective at decoding the Modbus communication channel,

given a collection of input-output pairs.

Methods

Figure 1: Experiment layout for the initial voltage measurements from a MODBUS
communication scheme. These measurements are then converted into usable data for
training the machine learning models.

Data Collection Figure 1 shows an example layout for an experiment in which initial

signal voltage measurements were performed and recorded as data. Figure 2 displays an

outline of the data creation process used in this study. The data creation process involved

alternating transmissions (Tx) and responses (Rx) between two communication nodes, while

constantly measuring the voltage level on the transmission line. There is a brief pause

(transmitting only zeros) between corresponding Tx/Rx signals, and a longer pause after

the complete Tx/Rx pair. This transmit/receive procedure was repeated 88,485 times, at

which point one billion samples were collected by the oscilloscope. The one billion samples

include information about 176,970 traces plus the zero-only pauses between traces. The

actual transmitted data bits for each trace were stored in a log for comparison.



15

Figure 2: Illustration of the process of converting data frames to modbus log entries. The
data creation process involved alternating transmissions (Tx) and responses (Rx) between
two communication nodes. There is a brief pause (transmitting only zeros) between
corresponding Tx/Rx signals, and a longer pause after the complete Tx/Rx pair. This
transmit/receive procedure was repeated 88,485 times, at which point one billion samples
were collected by the oscilloscope. The one billion samples include information about
176,970 traces plus the zero-only pauses between traces.

Each trace consists of an address packet, a function code packet, and between 7 and 15

data packets. In turn, each packet consists of a start bit, an 8-bit hex value for transmission,

a parity bit, and a stop bit, for a total of 11 bits. Lastly, the oscilloscope was set to sample

the voltage at 5 Gsps, which corresponds to about 10 samples per bit. Fig. 3 shows plots of

a trace, identifying the first three packets within the trace (the address packet, the function

code packet, and the first data packet).

Prior to training, the data were preprocessed to ensure uniformity in frame length.

Frames shorter than the mean length were zero-padded, while longer frames were down-

sampled to match the mean length. Frames consistently had around 1,330 samples with

minimal variation; in fact, 50% of all the packets were between 1122 and 1130 samples long.

Depending on which subset of packets were analyzed, the mean length was between 1129

and 1135 samples long.

For the purposes of this study, the zero-padded or downsampled waveform is considered

to be the input that needs to be decoded. The two-character hexadecimal (hex) value

associated with the packet (ignoring the start, parity, and stop bits) is taken from the log
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Figure 3: Trace structure showing address packet, function code packet, and the first data
packet within the trace. Note that each packet contains 11 bits and about 110 samples,
meaning that the signal has approximately 10 samples per bit.

file to be the ground truth, or target, for the decoder. For this work, we develop two decoding

algorithms: one is developed manually based on the Modbus encoding scheme, and the other
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is developed using supervised machine learning.

Manual Decoder Initially, we developed custom decoding algorithms to manually parse

and decode each frame, in order to provide ground-truth data for training machine learning

models. To identify individual data frames within a complete transmission or response

(referred to as a trace), we leveraged the characteristic separation of frames by extended

sequences of zeros, making the segmentation process straightforward.

Figure 4 shows the data structure of a typical MODBUS packet. Each data packet

contains 11 bits, each of which is approximately 10 samples long. However, the bits could

be as long as 14 samples or as short as 7 samples. To account for these possibilities, our

decoding algorithm counted the number of samples in three high-to-low bit transitions, then

divided that number by three and used the result as the length of one bit. This ensured that

the correct bit length was used, and error did not compound with each data packet.

Once a binary sequence could be determined by the algorithm, the sequence was flipped

to account for little-endian encoding and converted to hexadecimal (hex) format. This

sequence of hex values was then compared to the values stored in the MODBUS log to

determine the accuracy of the created algorithm. An example of this procedure is shown in

Figure 5.

Machine Learning Decoder As discussed previously, the dataset used for machine

learning comprised 176,000 frames. Preprocessing involved normalizing frame lengths:

Figure 4: Data structure of a MODBUS packet.
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Figure 5: An example of analyzing a determined binary sequence. The first step in this
procedure is to account for the little endian style encoding scheme typical to MODBUS
data. This requires the initially determined binary sequence to be flipped from LSB first to
MSB first. This new binary sequence is then converted to the hexadecimal equivalent and
compared to the MODBUS log data.

shorter frames were zero-padded, and longer frames were downsampled to the mean length.

This preprocessing step ensured consistent input dimensions for machine learning models

while preserving data integrity.

For computational efficiency, we reduced the training set size to 10,000 packets while

maintaining diversity, enabling more accurate classification of unseen data. The 10,000

frames include 588 unique messages. Of these, 468 are represented only once in the dataset.

For the machine learning classification task, we explored four basic machine learning

models: Decision Trees, Ensemble Trees, Support Vector Machines (SVM), and K-

Nearest Neighbors (KNN). Preliminary results indicated that the Tree methods had poor

performance. In addition, while both SVM and KNN had similar performance, the KNN

was much faster. Based on this, the classification algorithm selected for this project was the

KNN algorithm.
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Figure 6: Table of hyperparameters for KNN training procedure.

Table 1 in Figure 6 shows the hyperparameters that were explored during the training

process for the KNN classifier.

Results

Manual Decoder The manual approach was developed based on a priori knowledge of

the Modbus encoding scheme. As a result, it achieved 100% accuracy in splitting frames

into packets and decoding individual packets. Figure 7 shows the data values determined

from the decoding algorithm compared with the recorded MODBUS data log values.

Figure 7: Comparison of the determined hexadecimal values to the recorded MODBUS
data log values. The results show a 100 percent accuracy in the manual decoding algorithm.

Machine Learning Decoder A K-Nearest Neighbors (KNN) model was initially trained

on 8,000 frames, and the most effective hyperparameteres were determined to be: 1 nearest

neighbor, no standardization, and City Block distance. When applied to the 2,000 frames
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Figure 8: Confusion matrix. Note that messages with index greater than 214 were
predicted by the algorithm to be a message not present in the test dataset. The presence of
a strong diagonal indicates a successful classifier.

reserved for testing, the classifier achieved 95.15% accuracy. Note that the behavior of the

model remained unchanged as it was scaled to be trained on 80,000 frames and tested on

20,000 frames. For brevity, we report only the detailed results on the smaller dataset. A

confusion matrix for the test data is reported in Fig. 8.

The model’s performance plateaued because it relied on pattern recognition rather than

true decoding. If a message was only present once in the dataset, it could belong either to

the training set or the test set. If it was included in the test set, it was impossible for the

KNN algorithm to select it as a possible solution, and was automatically misclassified.

For our test, the 95.15% accuracy includes correctly classifying 1903 of the 2000 frames.

However, of the 97 misclassified data points, 94 of them were frames that were present only
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Figure 9: Confusion plot showing only the misclassified frames. Note that messages with
index greater than 214 were predicted by the algorithm to be a message not present in the
test dataset.

in the testing data. Thus, it was impossible for the algorithm to correctly label those 94

points. Instead, the algorithm predicted labels for these points that were not part of the test

dataset. This behavior is illustrated in Figure 9.

Figure 9 shows a scatter plot of all misclassified points. The full dataset contained 588

unique messages. Of these, 494 were present in the training data, meaning that 94 messages

were not present in the training set. The test set consisted of 214 unique messages. Of

these, 94 are unique to the test set and 120 have some overlap with the training set. The

top-left section of the figure shows the algorithm’s confusion when considering these 214

labels. There are only three misclassified frames, represented as black dots. In contrast, the

top-right section of the figure shows that 94 incorrectly classified messages were predicted as
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messages that were not even in the test set, because the predicted message number is greater

than 214.

Ignoring the 94 points that are impossible to predict with machine learning classification

results in an accuracy of 1903/1906, or 99.84%.

Conclusion

The deterministic decoding script achieved 100% accuracy, highlighting a fundamental

limitation of machine learning in this application. Unlike deterministic decoding, the

ML model could not guarantee correctness across all frames. Confidence interval analysis

confirmed that even incorrect predictions had high confidence scores, limiting improvements

through confidence-based filtering.

Despite the limitations of machine learning-based decoding, achieving a 99.84%

accuracy on previously seen data is quite impressive. This approach may be extended to

other communication protocols, such as 100 Base-TX and 100 Base-T1 Ethernet, to discover

ways to create an automated decoder without a priori knowledge of an encoding scheme.

In summary, We have demonstrated the viability of machine-learning assisted decoding

procedures for Modbus RTU communications. However, we have also demonstrated that

such a model has an upper bound on accuracy, and will never be able to predict with 100

percent accuracy across a sufficiently large dataset.
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LSTM FOR DIGITAL SIGNAL SEPARATION

The majority of the technical content for this chapter has been accepted for publication in

the 2025 Intermountain Engineering, Techonology and Computing conference: Keith M.

Filler, Maximus Marceau, Skyler Reid, Stephen P. Ude, Noah J. Netz, Keith D. Mecham,

and Bradley M. Whitaker, “Full-Duplex Gigabit Ethernet Signal Separation Using LSTM,”

IETC 2025.

Introduction

This chapter will present the research completed for the application of an LSTM model

to the passive data acquisition and analysis of a simulated communication signal. The

intent of this research is to apply these methods to the passive data acquisition of a full-

duplex Gigabit Ethernet communication. This chapter will cover the method of initial data

acquisition from an experimental signal transmission, originally completed by Noah Netz

and Stephen Ude while performing a research internship with Idaho National Laboratory

[36]. This chapter will then present the approach used to apply an LSTM model to these

data and present the observed results. The original LSTM experiment was completed by

Netz and Ude. K. Filler and colleagues at MSU then used their results to recreate the LSTM

experiment and study the results further. This chapter will conclude with a discussion on

the interpretation and future research possibility determined from the experiment.

Methods

Figure 10 shows a simple diagram of three communication protocols. The protocol

of interest with this research is the full-duplex communication. Typical communication

protocols operate with a transmitter and a receiver. The full-duplex communication is

capable of transmitting and receiving signals simultaneously. An example of this style of
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communication is a telephone call, where parties on either end of the call can talk or listen

simultaneously with each other [20].

Figure 10: Simple diagram of various communication protocols.

To begin the study of full-duplex communication signals, a number of sample signals are

collected and formatted to be used as data. This section begins with the details regarding the

initial data acquisition from simulated communication signals. Following the data collection

methods, the information for the application of an LSTM model for the analysis of the signal

data is presented.

Data Collection The experimental setup is described in Figure 11. To begin the LSTM

study, researchers at Idaho National Lab (INL) used a LeCroy TF-AUTO-ENET directional

splitter to separate a 100 BASE-T1 signal into component signals called Ta and Tb. This

initial approach was completed using an oscilloscope to sample a full duplex signal at two
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Figure 11: Schematic of the Experiment Layout Completed at INL.

points A and B on either side of the TF-AUTO-ENET directional splitter. This is an

active procedure that includes decoupling the transmit and receive signals first, and then

re-coupling the full-duplex communication signal. For this experiment, researchers also have

direct passive line types at node A.

The labeled schematic in Figure 11 includes internal directional coupler traces and the

lengths of the probes plus the cable lengths. Ta, Tb, the signal cables between endpoint A,

the directional coupler, and endpoint B are all RG-316. These cables have a propagation

velocity of 0.69c, where c represents the physical constant designated for the speed of light in

vacuum. Probes A and B appear to be made with RG-174, which has a propagation velocity

of 0.66c.

Using the successful LSTM experiment completed by the INL research team, the MSU

research team was able to use the same data set and recreate the experiment in an effort

to continue to study the results. The MSU researchers implemented the LSTM model in a

Jupyter Lab environment written in the Python programming language. The model training
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process was programmed to run for 50 epochs to allow for higher accuracy of the model. An

epoch in machine learning indicates one complete pass of the training data set. The benefit

of running multiple epochs during a training procedure is the model can improve over each

epoch by adjusting internal parameters to better assess the data set [26].

LSTM for Signal Separation LSTMs are a commonly used machine learning tool for

time-series analysis. These models are especially accurate in time-series forecasting, and have

found application in financial forecasting, among other disciplines [47]. This type of model

is a promising approach for the research goals of full-duplex signal separation because the

signals of the full-duplex communication are time dependent. In fact, transmission signals, in

general, are time dependent. This time dependence is critical to the success of a transmission

signal in conveying information in the form of data. Transmission signals are characterized

by parameters such as phase, amplitude, and frequency that change over time [16]. In this

experiment, the goal of the LSTM is to recover the signal transmitted by measurement points

A and B, which we call Ta and Tb, respectively.

The LSTM architecture used here begins by creating datasets from both the mixed

(non-separated full-duplex) and original signals. The length of the data set indicates the

number of mixed signal segments. These sets are converted into two-dimensional tensors for

input into the LSTM. The tensor constructed from the original signals creates the target

tensor from which the LSTM will learn the desired prediction [35].

After an initial dataset is loaded into the LSTM, the data is split into training and

validation sets. These sets are also first converted into arrays, then two-dimensional tensors

to fit the format of the LSTM. The number of features in the data is determined by the

LSTM, and the training model is then instantiated with the specified parameters based on

the shape of the data. The LSTM used here has a built in optimization protocol. This

protocol allowed the model training to run for 50 epochs followed by data reporting on the
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validation loss and validation R2 for each epoch [35]. These results are summarized in Figure

13.

Figure 12 shows an example of an input waveform, labeled as a mixed signal, and

the re-created output waveform, labeled as original waveform. The term ”mixed signal”

corresponds to the full-duplex communication signals measured at points A and B in the

experiment layout schematic. The term ”original signal” corresponds to the separated signals

recorded at points Ta and Tb from the same schematic. The points Ta and Tb represent

the communication signal after it has passed through the directional coupler. Note that the

signals are normalized to have magnitude between -1 and 1. Traditional methods for tapping

a communication channel require an active couple to provide Ta and Tb. Again, the goal of

using an LSTM is to attempt to passively recover the active element of Ta and Tb.

Recovering a transmission signal is a challenge due to the simultaneous transmission

and reception of the full-duplex communication. It is difficult to understand which signal

is a transmission when both the transmit and receive are mixed together. The purpose

of attempting to reconstruct signals Ta and Tb from the input communication data is to

determine if an LSTM can take these mixed transmit and receive signals as input and then

output two unmixed, or separated, signals. Success in doing so would suggest an LSTM

model may be a good candidate for a passive procedure to acquire the individual transmit

and receive data from a full-duplex communication.

Results

The training and validation losses correspond to the degree to which the training ML

model agrees with the training and validation data sets. The training and validation losses

shown in Figure 13 suggest the successful fit of the LSTM model to the respective data sets.

The numerical values are measured after each epoch [34]. After allowing the LSTM training

process to run for 50 epochs, the results yield a final validation loss = 0.0107 and a validation
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Figure 12: Example of mixed signals (A and B in the block diagram) and corresponding
original waveforms (Ta and Tb in the block diagram). The goal of the LSTM is to
reconstruct the original waveforms from the mixed signals.

R2 of 0.9536.

Figure 14 shows the actual and predicted values for the first target (top) and the second

target (bottom). The actual values (Ta and Tb) are obtained from the oscilloscope using

the active directional coupler (see Fig. 11). The predicted values are the output result

from the completed LSTM program. These waveforms are obtained by passively tapping the

transmission lines at point A and point B, and feeding the passively obtained information

into the trained LSTM. Each trace consisted of 500,000 training points, but the plots show

only the first 650 samples.
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Figure 13: Training and validation losses for the LSTM model. The model training
behavior follows the ideal pattern of reducing validation loss (indicative of improving
model performance) while keeping training and validation loss close (indicative of avoiding
overfitting).

Figure 15 shows the histogram of prediction errors of the LSTM model. A histogram

of prediction errors is a useful tool for determining the accuracy of a machine learning

model. On the x axis the histogram displays the range of values for variations between

actual (target) values when compared with the value determined by the ML model. The y

axis shows the frequency of the error for each particular value determination. A prediction

error of 0 indicates a perfect correlation between the target value and the ML determined

value.

The prediction error results clustered around zero tell researchers that this model is a

good fit to the data. The prediction error follows a Gaussian distribution and has a mean of

0.00186 and a standard deviation of 0.102. Because of the normalization of the input data,
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Figure 14: Actual and predicted values for the first target (top) and the second target
(bottom). The actual values (Ta and Tb) are obtained from the oscilloscope using the
active directional coupler (see Fig. 11). The predicted values are obtained by passively
tapping the transmission lines at point A and point B, and feeding the passively obtained
information into the trained LSTM. Each trace consisted of 500,000 training points, but
the plots show only the first 650 samples.
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Figure 15: Histogram of point-by-point errors between the actual target values (Ta and
Tb) and the predicted target values (derived from feeding A and B into the LSTM). The
prediction error has a mean of 0.00186 and a standard deviation of 0.102.

this indicates that about 68% of the samples were correctly predicted within 10% of their

actual value, and 95% of samples were correctly predicted within 20% of their actual value.

Conclusion

The machine learning algorithm studied in this research showed success in passive signal

separation of the transmit and receive signals in the full-duplex communication. This success

indicates future researchers may continue to study the performance of machine learning-

style algorithms, specifically LSTM and similar models, on full-duplex communication signal

separation. Researchers may discover that machine learning works well on a specific portion

of the signal separation, while traditional digital signal processing (DSP) techniques may

work well for other aspects. Researchers may be able to take advantage of both approaches.
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Because the goal of the signal separation process is to provide signals for decoding,

having a voltage/measurement error of 20% may still allow for 100% signal decoding. If the

transitions between the three states corresponding to {-1}, {0}, and {1} are preserved, the

decoding procedure may still be successful. One proposed area of future research will be to

evaluate the success of decoding the transmission signals after the completed LSTM-based

signal separation.

A goal of future research is to develop and train machine learning algorithms capable

of passively observing, interpreting, and decoding full-duplex network signals. The research

presented here demonstrates the success of an LSTM model in accomplishing this task.

Specifically, researchers aim to develop this process to be compatible with Gigabit Ethernet

and related communication protocols. The intent is to allow an algorithm to record these

signal observations without interrupting or modifying the transmission signals, thus avoiding

any disturbance to critical systems.
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THESIS CONCLUSION

Research into the potential of machine learning algorithms as tools in science and

engineering is a developing field. As modern computing power continues to increase, the

potential for applying machine learning technology will also continue to increase. As has

been presented in this thesis, there are numerous applications across the scientific disciplines

where machine learning driven data analysis may prove beneficial.

From the background information chapter we learn the various disciplines in which

machine learning algorithms are being used. From simple data analysis tasks in scientific

research to applications in industrial Ethernet communication protocols [6, 8, 14, 18].

Machine learning has led to scientific breakthroughs in physics, astronomy, healthcare, and

engineering [13, 25]. Research suggests that machine learning driven data analysis may be

viable for most, if not all, technical disciplines. The range of application for machine learning

technology is far from strictly defined, and this unknown drives research similar to the work

presented in this thesis.

The work studying MODBUS communication in the MODBUS chapter of this paper

presents the author’s introduction to this style of research. Full-duplex communication is

widely used in engineering academia, industry, and throughout the world’s communication

technology. There is no shortage of applications for passive data acquisition techniques.

The success of the research presented in the MODBUS chapter shows promise for future

researchers in continuing to study applications of these techniques. The particular

experiment presented in the LSTM chapter of this thesis shows promise for potential

applications in cybersecurity [33, 36].

When considering a communication of high importance, the relevance of understanding

what information may be contained in an incoming transmission seems apparent. However,

the data associated with an incoming transmission could contain potentially malicious
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information. Passive data acquisition would allow for this knowledge to be obtained without

interfering with actual communication. The importance of this technique also seems relevant

when considering, for example, time-sensitive communications. It is not beneficial to stop a

time-sensitive communication to study the incoming data before fully receiving the essential

information of the incoming message.

Initial research using MODBUS communication may lead to similar research using

Ethernet communication. A goal of the research presented in this thesis is for researchers

to continue studying the LSTM application to Gigabit Ethernet full-duplex communication

[33]. The benefit of studying MODBUS communication is a simpler encoding scheme of the

transmission data as compared with Ethernet style encoding. This allows for a smoother

introduction into this field of research before attempting a project on the more complicated

Ethernet style encoding scheme.

The success of the LSTM machine learning model in data acquisition and signal

recreation for full-duplex communication may be due, in part, to the time-dependent nature

of communication signals. LSTM models have proven effective in time series data analysis

and forecasting, based on other research [47]. From the Background chapter we learn

of research completed by Banik and colleagues. Their research studies the prediction of

electrical energy consumption [6]. Perhaps an LSTM model may be effective in similar

research. Machine learning engineers and researchers may determine other similar models

to be more effective in the future.

The research presented by Mai and colleagues focuses on determining the application

of machine learning algorithms used in scheduling analysis in an effort to create a real-time

Ethernet network [32]. Here too, perhaps an LSTM may provide an effective contribution.

Mai and colleagues use a KNN algorithm in the presented research. The KNN approach is a

simpler method than an LSTM. A KNN algorithm essentially studies the proximity of data

points in a particular data set and attempts to make predictions based on these locations.
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An LSTM is a deep neural network that can study and accomplish tasks corresponding to

more complex aspects of a data set [14, 51].

The research presented by Lucas Torlay focuses on the passive data acquisition from

Ethernet devices in the context of cybersecurity of power systems. Torlay employs deep

learning to passively authenticate Ethernet devices based on their communication signals.

While he reports deep learning proves critical to this method of authentication, in the publicly

available abstract he does not specify a particular deep learning model [51]. An LSTM model

may be a valid candidate for similar research.

The complexity of full-duplex communication seems a prime candidate for research

into machine learning assisted data analysis. The application of the LSTM model for signal

separation demonstrates a method that was moderately straightforward to understand by the

MSU researchers. An attempt to accomplish this signal separation using a manual decoding

method may have proved challenging to K. Filler and others at this time.

The underlying theory of artificial intelligence and machine learning (not to mention

the wealth of science fiction material on the subject) can make this topic seem outlandish

and daunting. The research experience completed by K. Filler demonstrated how accessible

and useful this technology can be. There is no doubt that there are far more advanced

aspects to machine learning than presented here, and more complicated problems to solve.

This thesis represents an introduction to machine learning and signal processing research for

K. Filler. The research proved to be informative and quite tangible after some considerable

studying by K. Filler.

Throughout this research, the author has presented several successful experiments using

machine learning algorithms for data analysis. The initial MODBUS research presented in

the MODBUS chapter of this thesis also reports the shortcomings of a machine learning

method compared to a manual decoder method in regard to data analysis of a half-duplex

communication. This research suggests that there are many applications where the use of
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machine learning may prove beneficial, but there are also applications where traditional DSP

techniques are sufficient, or more effective [33].

This is an important observation. It seems that often as new technology emerges, in

this case machine learning algorithms, the reaction can be an attempt to apply this new

technology to as many areas as possible. The goal of engineering research is not to simply

find as many new applications as possible, although that is certainly a goal. Another primary

goal is to determine the appropriate boundaries for where the new technology can interact

with the time-tested technology.

The application of machine learning to communication protocols seems a viable field for

further research. The implementation of a real-time Ethernet network in industry would be

a considerable accomplishment [8, 14]. The studies presented in this thesis suggest machine

learning driven technology may be critical to this endeavor. The importance of cybersecurity

in modern technology is also becoming clear. As our digital technology continues to advance

and become more user accessible, modern culture becomes more dependent on digital

communication. The security of personal information is an obvious goal moving forward.

The research presented in this thesis demonstrates the success and broad application

of deep learning, in particular an LSTM machine learning model [33]. The LSTM model

has proven successful in other research using time series data [47]. The success of the LSTM

model in analyzing time series data was likely a contributing factor in the initial decision

to study this model type with full-duplex communication signals. There may be other deep

learning models that perform better in similar future research.

The application for deep learning models to data analysis, compared with standard

machine learning models, is a topic of further research. The success of deep learning lies in

the ability of these models to process more complex data than, for example, a KNN machine

learning model [31]. A simpler machine learning algorithm may be more effective in certain

data analysis tasks. These models may be faster trained and accomplish the specific task in
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question faster. As the data sets and tasks proposed to machine learning algorithms become

more complex, deep learning may become the more effective tool.

Future research involving machine learning applications to communication, and other

scientific disciplines, seems quite broad. At this time there seems no particular limit to

what researchers can, at least attempt to, apply machine learning algorithms to. As has

been previously expressed in this thesis, the relevance of data analysis has increased over the

past couple decades as computing power has likewise advanced. Researchers will continue

to study these applications and pursue the most efficient combination of traditional and

machine learning driven data analysis.
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