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ABSTRACT 

Modern full-duplex communication systems such as Automotive Ethernet present a 
signifcant challenge for passive network monitoring. Because both endpoints transmit 
simultaneously over a shared physical medium, the signal observed at any point along the 
cable is a superposition of two component signals that cannot be directly separated without 
knowledge of what each endpoint is transmitting. 

This thesis investigates the use of recurrent neural networks as a passive monitoring tool 
for full-duplex 100BASE-T1 Automotive Ethernet. A custom decoding pipeline compliant 
with the IEEE 802.3 standard was frst developed and validated against ground-truth data, 
achieving a frame decode accuracy of 93.0%. This pipeline served as the primary evaluation 
framework for all machine learning experiments. 

Two passive tap confgurations were investigated. In the double-tap approach, BiLSTM, 
LSTM, and GRU models were trained to predict component signals from two passively 
observed full-duplex measurements. All well-confgured models exceeded the ground-truth 
decode accuracy baseline, with LSTM and GRU models achieving the highest accuracies 
of 97.0% and 96.9% respectively, despite producing higher mean absolute error than the 
BiLSTM. This result demonstrates that waveform MAE alone is not a sufcient indicator of 
passive tap performance, and that frame decode accuracy is the more meaningful evaluation 
metric. 

The single-tap investigation examined whether signal separation remains feasible from 
a single observation point. While more sensitive to model architecture and hyperparameter 
selection, the best single-tap confgurations achieved mean absolute error comparable to 
double-tap results, suggesting that a single passive probe may be sufcient for reliable signal 
reconstruction with appropriate model design. 

Overall, these results demonstrate that machine learning is a viable approach for 
passive monitoring of full-duplex Automotive Ethernet, enabling frame-level decoding from 
simple oscilloscope probes without participation in link negotiation or access to endpoint 
transmission data. 
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INTRODUCTION 

Project Motivation 

Modern communication systems rely heavily on Ethernet-based protocols to enable 

reliable, high-speed data exchange across a wide range of applications. Implementing 

standardized protocols allows new technologies to integrate easily with existing systems 

that operate under the same specifcations. Although these protocols are standardized, the 

demand for higher communication speeds continues to grow. As a result, protocol designs 

have become increasingly complex, making them more difcult to monitor, diagnose, and 

troubleshoot. 

Traditional Ethernet monitoring techniques typically rely on active network devices or 

passive hardware taps that must be inserted directly into the communication link. While 

these approaches can be efective in many environments, they are not always scalable or 

cost-efective. In some communication systems, passive diagnostic methods are unavailable, 

requiring the use of active taps that can interfere with signal integrity. 

This challenge becomes particularly signifcant in modern full-duplex Ethernet systems 

such as Automotive Ethernet. In half-duplex communication systems, passive monitoring is 

relatively straightforward because only one endpoint transmits at a time, allowing a probe 

to directly observe and decode the transmitted data. In contrast, full-duplex communication 

allows both endpoints to transmit simultaneously over the same physical medium. As a 

result, the observed signal at any point along the cable is a superposition of the signals 

transmitted by both endpoints. Each endpoint can recover the desired signal by subtracting 

its own transmitted waveform through echo cancellation; however, a passive observer does 

not have access to this information, making separation of the component signals signifcantly 



 

  

          

            

          

            

            

      

             

           

             

              

            

               

            

             

           

            

             

          

             

              

          

             

          

   

2 

more challenging. 

This limitation has motivated research into alternative approaches for extracting 

information from full-duplex communication channels. Recent work has explored the use of 

machine learning, particularly recurrent neural networks (RNNs), which have demonstrated 

the ability to learn temporal dependencies in time-series signals. These models have 

been successfully applied to a variety of communication tasks, including channel modeling, 

interference mitigation, and network trafc analysis[2]. 

Prior work related to this project investigated the use of Long Short-Term Memory 

(LSTM) networks to predict the individual component signals within a full-duplex Automo-

tive Ethernet link[11]. Using supervised training and two tap points on the communication 

channel, the model was able to learn the temporal dependencies of the full-duplex signals 

and predict the component signals with promising accuracy. These results suggest that 

machine learning could enable a new form of passive network tap capable of separating and 

decoding signals without requiring knowledge of the transmitted signals at the endpoints 

or the insertion of complex hardware. In principle, this approach could allow simple 

oscilloscope probes to monitor the communication channel while software performs decoding 

and diagnostic analysis. However, the prior work demonstrated only that the component 

signals could be approximated; it did not determine whether the predicted signals contained 

sufcient information to be successfully decoded into valid Ethernet frames. 

Building upon this foundation, the goal of this research is to investigate whether 

machine learning techniques can be used to recover and decode Ethernet frames from a 

passively observed full-duplex Automotive Ethernet signal. Specifcally, this work evaluates 

the feasibility of using RNN architectures to predict the individual component signals and 

determine whether the resulting predictions contain sufcient information to reconstruct 

valid Ethernet frames. 
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Research Questions 

To evaluate the capability of machine learning as a passive monitoring approach for 

full-duplex Automotive Ethernet communication, several key research questions must be 

addressed. Previous work demonstrated that LSTM networks can approximate the individual 

component signals within a full-duplex Automotive Ethernet channel; however, it remains 

unclear whether these predictions are sufciently accurate to enable reliable frame decoding. 

Furthermore, the performance of diferent neural network architectures and their ability 

to predict component signals within a full-duplex link must be examined. Addressing 

these questions is essential to determine whether machine learning can serve as a practical 

alternative to traditional hardware-based monitoring techniques. 

This research investigates the following questions: 

• Can machine learning models predict component signals within a full-duplex Automo-

tive Ethernet channel using only passively observed full-duplex signals? 

• Which recurrent neural network (RNN) architecture provides the most efective 

performance for predicting component signals in a full-duplex Automotive Ethernet 

link? 

• Are the predicted component signals sufciently accurate to allow successful decoding 

of Automotive Ethernet frames? 

• What limitations exist when applying machine learning to passive monitoring of full-

duplex communication channels? 

Contributions 

To address the primary research questions, the following contributions are made in this 

thesis: 
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• Development of a decoding pipeline to evaluate the accuracy of predicted signals based 

on successful Ethernet frame reconstruction. 

• Evaluation of multiple recurrent neural network (RNN) architectures for predicting 

component signals in a full-duplex Automotive Ethernet channel, including a com-

parison of double-tap and single-tap confgurations to assess the minimum passive 

observation required for reliable frame decoding. 

Thesis Organization 

The remainder of this thesis is organized as follows. Chapter 2 provides background 

on Ethernet communication systems, receiver pipelines, and machine learning techniques 

relevant to this work. Chapter 3 describes the design and implementation of the decoding 

pipeline, including validation using ground-truth data to evaluate prediction accuracy. 

Chapter 4 presents the double-tap signal prediction study, detailing the neural network 

architectures considered, hyperparameter tuning, selected models, and evaluation results 

based on both signal replication and Ethernet frame decoding accuracy. Chapter 5 

investigates the single-tap signal prediction approach using a similar methodology, with 

the goal of exploring the limitations of machine learning models when only a single passive 

observation point is available. Finally, Chapter 6 summarizes the conclusions of this work 

and discusses potential directions for future research. 
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BACKGROUND 

Introduction 

This section provides an overview of modern-day communication protocols related to 

Ethernet, the current state of machine learning, particularly recurrent neural networks, and 

current applications of machine learning in Ethernet communication protocols. 

Modern Day Communication 

The Open Systems Interconnection (OSI) model is a conceptual framework that 

standardizes the functions of telecommunication and computing systems [3, 22]. It is divided 

into seven layers, each responsible for specifc aspects of data communication. 

Looking at the higher layers of the OSI model, brief descriptions are provided to give a 

clearer picture of how the model is structured and to situate this project within the broader 

networking framework. From the application to the transport layer, these layers operate 

at a higher level of abstraction than what will be directly addressed in this project. The 

application layer defnes how a device transmits and receives data using a specifc protocol, 

such as the Hypertext Transfer Protocol (HTTPS) [6]. The presentation layer handles 

data encryption, decryption, and compression, preparing information for transmission [22]. 

Meanwhile, the session layer establishes, manages, and terminates connections between two 

devices, ensuring reliable data transport [22]. 

At the transport layer, data is transferred between devices using either the Transmission 

Control Protocol (TCP) or the User Datagram Protocol (UDP). TCP is connection-oriented: 

a session is established between endpoints, and acknowledgments confrm the successful 

delivery of data, making TCP reliable but slower [37]. In contrast, UDP is connectionless; 

data is transmitted without waiting for acknowledgments, making it faster but less reliable 
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and suitable for devices or applications where occasional data loss is acceptable [37]. 

The network layer routes data packets from a source to a destination using IP 

addressing, where each device has a unique identifer [22]. Beneath this, the data link layer 

formats data into frames and assigns a unique Media Access Control (MAC) address. It is 

responsible for fow control, synchronization of endpoints, and error detection [3]. While this 

layer provides essential context for understanding end-to-end communication within the OSI 

model, its direct involvement in the implementation and analysis of this project is limited 

to associated terminology. 

In typical Ethernet implementations, the data link layer consists of two sublayers: the 

Logical Link Control (LLC) and the MAC layer. The LLC ensures that a reliable link is 

established between endpoints using techniques such as echo cancellation, clock recovery, 

and, in some cases, scrambler lock. The MAC layer formats the data into frames, while 

the Reconciliation layer prepares these frames for transfer through the Media Independent 

Interface (MII) to the physical layer [1]. 

The PHY, part of the physical layer, consists of two main components: the Physical 

Coding Sublayer (PCS) and the Physical Medium Attachment (PMA). The PCS is 

responsible for encoding and decoding data, converting hexadecimal data into a binary 

bitstream. The PMA then converts this bitstream into the physical signal transmitted 

through the Medium Dependent Interface (MDI) and across the physical medium, such as 

copper cables or fber optics [1]. 

This project primarily focuses on the data link and PHY layers. How the physical 

signal is received and the digital signal processing that takes place to extract information 

from that signal are at the core of what this project analyzes. 
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Figure 2.1: OSI Model with Data Link and Physical layers expanded to represent typical 
Ethernet applications 

The distinction between half-duplex and full-duplex communication is a fundamental 

characteristic of data transmission protocols. In a half-duplex system, both endpoints 

share a common transmission medium and possess the capability to transmit and receive 

data; however, transmission occurs in only one direction at a time. This necessitates a 

coordination mechanism to prevent simultaneous transmissions. In contrast, a full-duplex 

system enables both endpoints to transmit and receive concurrently over the same physical 

medium, efectively doubling the potential communication throughput [45]. 
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Figure 2.2: Half-Duplex and Full-Duplex Communication Between Two Endpoints 

When observing the signal at an intermediate point along a half-duplex channel, 

only one signal is detected at any given moment, corresponding to the endpoint currently 

transmitting. Conversely, in a full-duplex system, the observed signal represents a 

superimposed combination of the signals transmitted by both endpoints. Despite this 

overlap, each endpoint can accurately recover the data transmitted by the other because 

it possesses knowledge of its own outgoing signal. By mathematically subtracting its 

own transmitted component from the composite received signal, an endpoint isolates and 

reconstructs the information sent from the opposite endpoint. This process is often referred 

to as echo cancellation [26]. 

Receiver Pipeline 

Receivers in a network environment employ many diferent strategies to detect and 

decode the messages sent down the cable. In general, there is a typical fow for how this 

process works. There is typically analog front-end circuitry that obtains the signal and 

conditions it. This signal is converted into a digital signal via some form of analog-to-digital 
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converter (ADC). Echo cancellation is then deployed in full-duplex networks to extract the 

received signal, and adaptive equalization tunes the digital signal to mitigate transmission 

efects. Timing recovery examines the conditioned digital signal and determines the optimal 

samples that should be used to identify the received symbol. The decoding algorithm uses 

those optimal samples to extract a symbol stream. Within that symbol stream, encoded 

Ethernet frames must be decoded using an algorithm specifc to the communication protocol 

in use. 

Figure 2.3: Typical Ethernet Receive Pipeline Block Diagram 

Starting with the analog front-end, there is typically a diferential voltage present on 

the communication medium. This stage typically includes impedance-matched termination, 

protection circuitry, and diferential amplifcation to reject common-mode noise while 

preserving the received signal. A programmable gain amplifer or automatic gain control loop 

is commonly employed to scale the signal amplitude to the optimal range for digitization via 

an ADC. Continuous-time fltering may also be applied to limit out-of-band noise and prevent 

aliasing during sampling. Collectively, these circuits ensure that the received waveform is 

properly scaled, bandwidth-limited, and noise-conditioned before digital signal processing 

(DSP) stages are applied [17, 36]. 
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Following analog front-end conditioning, the received signal is digitized using an ADC. 

The ADC samples the fltered analog waveform at a rate sufcient to capture enough samples 

per symbol for timing recovery to be achieved. Accurate sampling is critical because the 

following stages operate entirely in the digital domain [49]. Oversampling is frequently 

employed in communication receivers to improve robustness to timing ofsets, enable digital 

fltering, and enhance signal reconstruction performance [27]. 

In full-duplex wired communication systems, the receiver must often operate while the 

transmitter is simultaneously active on the same communication medium. As a result, the 

signal couples into a superimposed signal containing the transmissions from both endpoints. 

Echo cancellation is employed to mitigate this interference by generating a digital estimate 

of the locally transmitted signal, fltering it according to the estimated channel response, 

and subtracting this prediction from the received signal. The cancellation flter is typically 

adaptive, allowing it to track variations in the coupling path caused by various factors. By 

removing the self-interference component of the received signal, echo cancellation enables 

reliable recovery of the desired remote signal prior to further processing [16, 29]. 

Running in parallel with echo cancellation, adaptive equalization is typically employed 

to mitigate efects on the signal such as channel loss, impedance discontinuities, and 

frequency-dependent attenuation introduced by the cable and connectors. The adaptive 

equalizer employs some form of flter, such as a fnite-impulse-response (FIR) flter. In high-

speed Ethernet PHYs, both feed-forward equalizers (FFE) and decision-feedback equalizers 

(DFE) are commonly used [15, 28]. 

Once the digital signal has undergone echo cancellation to provide the received signal, 

and adaptive equalization has ensured signal integrity, timing recovery can be implemented. 

The receiver must determine the optimal sampling instants for symbol detection. Because 

Ethernet signals are transmitted without a separate clock line, the receiver performs timing 

recovery to estimate the symbol period and phase directly from the received waveform. This 
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is typically achieved using a timing error detector that measures deviations between expected 

and observed signal transitions, combined with a feedback loop that adjusts the sampling 

clock or interpolation phase [30]. Common timing recovery approaches for modulated 

waveforms in digital synchronous communication are either inductive or deductive and 

typically involve a phase-locked loop (PLL) [24, 55]. The recovered timing ensures that 

samples are taken near the center of each symbol interval, where inter-symbol interference 

and noise sensitivity are minimized, thereby improving symbol extraction. This is often 

observed when plotting an eye diagram, where the eye opens up, or in a constellation diagram, 

where the clusters become smaller [56]. 

Once symbols have been extracted from the digitized and conditioned signal, the 

message can be decoded. The signal uses some form of modulation, which for full-duplex 

Ethernet is typically Pulse Amplitude Modulation (PAM) [33]. The receiver evaluates the 

samples identifed by timing recovery and determines the symbol to extract. The receiver 

performs this process continuously, forming a symbol stream that contains encoded Ethernet 

frames [1]. Encoding schemes vary depending on the protocol. A decoding algorithm 

designed for the specifc protocol processes the received symbols to determine the transmitted 

Ethernet frames [8]. 

Communication Protocols 

Over the years, numerous communication protocols, both active and obsolete, have 

been developed to enable interoperability among devices from diferent manufacturers. These 

protocols provide standardized rules for data exchange, ensuring that networked components 

can communicate efectively when they adhere to the same specifcations. Discussed below 

are four protocols—two half-duplex and two full-duplex—that are relevant to this research. 

This project specifcally examined these protocols, starting with the simplest and progressing 

toward the more complex. 
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An important specifcation for Ethernet protocols is that the frames containing data 

transmitted between endpoints follow a format defned by the IEEE Standard [1]. Ethernet 

frames begin with a preamble, a set sequence of bytes identical for all Ethernet frames. The 

preamble consists of 7 bytes of ”55” in hex, followed by the Start-Frame-Delimiter (SFD), 

a single byte ”D5” in hex. Following these bytes are 6 bytes each for the MAC destination 

and source addresses, identifying where the frame is coming from and where it is going. 

The length or type feld follows the addresses, consisting of two bytes that defne either the 

Ethernet protocol or the frame length. Then, the data payload is transmitted, ranging from 

46 to 1500 bytes. Finally, a cyclic redundancy check (CRC) validates whether any errors 

occurred during transmission or reception. 

Figure 2.4: Ethernet Frame Format and Associated Bytes per Section 

MODBUS 

To establish a foundation for understanding these communication systems, this research 

began with the study of a simple serial protocol known as MODBUS. Developed by Modicon 

in 1979, MODBUS was one of the earliest and most widely adopted industrial automation 

protocols. It operates on a master/slave architecture, where the master device issues read or 

write queries, either to individual slaves or as a broadcast to all, while slave devices respond 

only to queries addressed to them [9]. 

MODBUS supports multiple data formats, including American Standard Code for 

Information Interchange (ASCII), Remote Terminal Unit (RTU), and TCP for Ethernet-
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based communication. Focusing on the simpler serial RTU mode, data is transmitted 

as frames composed of a device address, function code, data feld, and error-checking 

information. Each byte in a frame is sent as an 11-bit sequence: a start bit, eight data 

bits, one parity bit, and a stop bit. These bits are transmitted over a twisted-pair wire, with 

voltage levels representing binary 1s and 0s. Between transmissions, the line is held at a 

constant voltage to indicate an idle state. MODBUS is strictly half-duplex [47]. 

100BASE-TX 

The next protocol examined was 100BASE-TX, commonly known as Fast Ethernet, 

a half-duplex communication standard operating at 100 Mbps. Data is transmitted over a 

single twisted-pair cable as voltage diferentials and formatted into standard Ethernet frames. 

Before transmission, each frame undergoes several encoding steps. First, the nibbles (4-bit 

groups) within each byte are swapped. Each nibble is then converted into a 5-bit sequence 

using the 4B/5B lookup table, which also defnes special control symbols such as start-of-

frame and end-of-frame markers. The resulting bitstream is scrambled using a linear feedback 

shift register (LFSR), with XOR operations applied to specifc taps defned by a common 

polynomial. This ensures data randomness and reduces electromagnetic interference. Finally, 

the scrambled data is converted to Multi-Level Transmit-3 (MLT-3) signaling, which uses 

three voltage levels (-1, 0, and +1). A logical 0 maintains the current level, while a logical 

1 triggers a transition to the next level in a cyclical sequence (0 → 1 → 0 → -1 → 0 → 

1 . . . ). This scheme allows efcient 100 Mbps transmission while maintaining low signal 

bandwidth. As with MODBUS, Fast Ethernet’s half-duplex nature makes passive tapping 

relatively simple [1, 5, 10, 18, 21]. 

100BASE-T1 

The primary focus of this research, however, is Automotive Ethernet (100BASE-

T1). Automotive Ethernet was designed by Broadcom and referred to as BroadR-
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Reach technology. Unlike traditional Ethernet variants, 100BASE-T1 supports full-duplex 

communication over a single twisted pair, enabling simultaneous bidirectional data transfer. 

This architectural diference makes the development of passive taps signifcantly more 

challenging. Directional couplers can serve as a form of passive tap, as they are minimally 

disruptive and allow the main link to remain active [44]. 

At a high level, Automotive Ethernet uses the standard Ethernet frame structure but 

employs a distinct encoding process. Each byte of data is divided into 3-bit segments, which 

are then scrambled using an LFSR whose initial state is negotiated during link establishment. 

The scrambling operation applies XOR feedback according to a defned polynomial [1]. The 

resulting scrambled 3-bit sequences are mapped to ternary symbols (-1, 0, +1) via a lookup 

table and transmitted as corresponding voltage levels over the twisted pair. This encoding 

method is known as PAM3 (Pulse Amplitude Modulation with Three Levels) [7, 13, 38]. 

1000BASE-T 

Finally, Gigabit Ethernet, also known as 1000BASE-T, builds upon the principles of 

Automotive Ethernet but increases data throughput by transmitting over four twisted-pair 

cables simultaneously. It employs PAM5 (Pulse Amplitude Modulation with Five Levels) 

encoding, which uses fve voltage levels (-2, -1, 0, +1, +2). Each pair transmits data at 

100 Mbps; however, by sending four symbols in parallel—one on each pair—an entire byte 

can be conveyed per transmission cycle. This parallelism, combined with higher symbol 

resolution, enables Gigabit Ethernet’s data rate of 1 Gbps while maintaining signal integrity 

across multiple wire pairs. Gigabit Ethernet also employs a side-stream additive scrambler 

to ensure randomness. It uses a similar LFSR whose initial state is negotiated during link 

establishment, with additional operations to scramble a full byte of data at a time [1, 4, 14]. 

Upon successful development of a machine learning (ML) based passive tap for Automotive 

Ethernet, this protocol would be the next target for investigation. 
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Machine Learning 

Overview 

ML is a feld of Artifcial Intelligence (AI) that enables computer systems to learn from 

data by identifying patterns and making decisions using statistical models, which are refned 

to improve accuracy and performance when predicting or performing certain tasks [14]. 

ML is divided into four categories: supervised, unsupervised, semi-supervised, and 

reinforcement learning. Supervised learning requires labeled data partitioned into training 

and test sets. Models are typically used for tasks such as classifcation or regression 

[34]. Unsupervised learning involves training a model on unlabeled data, with the goal 

of inferring patterns. These models are commonly used for clustering or dimensionality 

reduction [31]. Semi-supervised learning combines a small amount of labeled data with a 

larger amount of unlabeled data to improve performance, often applied in medical imaging, 

text classifcation, and speech recognition [41]. Reinforcement learning involves a guided 

trial-and-error approach, where an agent receives positive feedback for decisions that move 

it closer to a desired outcome. These models are often applied in robotics and automation 

[19]. 

Deep Learning 

Deep learning is a subset of ML inspired by biological neural systems. These models, 

referred to as Artifcial Neural Networks (ANNs), are typically built with multiple layers 

of neurons. Each layer has an associated activation function, usually non-linear, allowing 

the model to learn complex patterns. The number of layers, nodes, and types of activation 

functions are hyperparameters that can be tuned [51]. 

In fully connected architectures, each neuron in one layer connects to every neuron in 

the next. Each connection has a weight, and each neuron has a bias applied to its weighted 
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input. During training, weights and biases are adjusted to improve performance. Most 

learning occurs in hidden layers, between the input and output layers [50, 52]. 

Backpropagation is used to train the model. During a forward pass, input predictors 

are fed into the network to produce an output. This output is compared to the ground 

truth to determine accuracy. The diference is quantifed using a loss function. During 

backpropagation, the gradient of the loss with respect to each weight and bias is calculated, 

showing how changes afect the loss. Optimization algorithms, such as gradient descent, 

update the weights and biases to reduce the loss. This process repeats until training stabilizes 

or meets a convergence criterion [23]. 

RNNs 

RNNs are a type of deep learning network designed to leverage memory from previous 

states to process sequences. An RNN cell uses shared weights across time steps, allowing it 

to retain information over sequences. A hidden state is calculated for each input to capture 

sequential dependencies, which is then used to determine the output [43]. 

Vanilla RNNs contain a single hidden layer and are suitable for modeling short-term 

dependencies. However, they can sufer from the vanishing gradient problem, where gradients 

shrink exponentially over time, potentially preventing learning of long-term dependencies 

[32]. 

Figure 2.5 below shows a typical RNN layer structure. An input, along with the hidden 

state from the previous time step, is passed through the RNN cell. The result is a new 

hidden state, which is then fed into the RNN cell for the next input. The new hidden state 

also serves as the output in sequence-to-sequence RNNs. 
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Figure 2.5: RNN Architecture 

To address the vanishing gradient problem, LSTMs and Gated Recurrent Units (GRUs) 

were introduced. An LSTM introduces a memory mechanism that helps maintain long-term 

dependencies often lost in a vanilla RNN. A GRU has a similar goal but uses a simpler 

architecture, allowing for faster training while being slightly less efective at preserving long-

term dependencies [54]. 

LSTMs 

An LSTM network is organized into cells containing three primary gates: forget, input, 

and output. At each time step, the LSTM receives the current input from the sequence, the 

hidden state from the previous step, and the memory cell state [54]. 

The forget gate [48, 54] concatenates the hidden state and input vector and passes them 

through a sigmoid activation. The output determines the fraction of the previous memory 

that should be retained: 
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ft = σ(Wf ∗ [ht−1, Xt] + bf ) (2.1) 

At the input gate [54], the concatenated hidden state and input are passed through both 

a sigmoid and a tanh activation function. The sigmoid output determines which portions 

of the memory should be updated, while the tanh output generates candidate values for the 

memory update. These candidate values are combined with the previous memory to update 

the cell state: 

it = σ(Wi ∗ [ht−1, Xt] + bi) (2.2) 

Ĉt = tanh(Wc ∗ [ht − 1, Xt] + bc) (2.3) 

The output gate [40, 54] determines the next hidden state. The input and hidden state 

are combined with learned weights and passed through a sigmoid activation. The updated 

cell state is passed through a tanh activation, and the outputs of the two paths are multiplied 

to form the new hidden state: 

ot = σ(Wo ∗ [ht−1, Xt] + bo) (2.4) 

ˆCt = ft ∗ Ct−1 + it ∗ Ct (2.5) 

ht = ot ∗ tanh(Ct) (2.6) 
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Figure 2.6: LSTM Cell Architecture 

GRUs 

The GRU cell is a simpler variant with two gates: reset and update. The reset 

gate determines how much of the previous hidden state contributes to the candidate state, 

while the update gate balances the contribution between the previous hidden state and the 

candidate state [54]. 

For the reset gate [39, 54], the previous hidden state is concatenated with the current 

input and passed through a sigmoid function. The output, rt, is multiplied element-wise 

with the previous hidden state: 

rt = σ(Wr ∗ [ht−1, Xt] + br) (2.7) 

For the update gate [39, 54], the previous hidden state and input are concatenated and 

passed through a sigmoid to generate zt. The previous hidden state is then combined with 

the candidate hidden state according to zt to compute the new hidden state: 

zt = σ(Wz ∗ [ht−1, Xt] + bz) (2.8) 
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ĥt = tanh(Wh ∗ Xt + Wh ∗ (rt ∗ ht − 1) + bh) (2.9) 

ht = zt ∗ ht−1 + (1 − zt) ∗ ĥ 
t (2.10) 

Figure 2.7: GRU Cell Architecture 

Bidirectional Long Short Term Memory (Bi-LSTM) 

The BiLSTM layer uses the same LSTM cell structure but consists of both a forward 

and a backward layer. This allows the network to learn dependencies from both past and 

future inputs at each time step. The input at the current time step is fed into the forward 

LSTM cell along with the initial cell state, which includes the short-term hidden state and 

long-term cell state. The cell is unrolled through the sequence from the frst input to the 

last, producing the forward output. Simultaneously, the initial cell state is also fed into a 

backward LSTM, which processes the input sequence in reverse, from the last element to the 

frst, producing the backward output. At each time step, the outputs from the forward and 

backward LSTMs are concatenated to form the fnal BiLSTM output. Therefore, each time 

step’s output refects both preceding and subsequent dependencies in the sequence [53, 54]. 
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Figure 2.8: BiLSTM Layer Architecture 

Current Machine Learning Applications in Communication 

While traditional transceiver and communication protocol design rely on a combination 

of analog front-end circuitry and extensive DSP with control algorithms, ML is increasingly 

explored for applications in communication systems. ML has primarily been applied at the 

physical, link, and network layers, with use cases including improving DSP blocks in the 

PHY layer and recognizing patterns across the communication link [2, 42, 46]. These studies 

highlight ML’s potential to complement or even replace conventional design elements in 

modern communication systems. 

A foundational example involves framing a communication system as an end-to-end 

autoencoder, where the transmitter and receiver are jointly optimized through model training 

[35]. ANNs can replace or augment conventional blocks such as modulation, detection, and 

channel equalization. Deep learning models can learn efcient signal representations and 

detection strategies directly from data, showing that ML could replace specifc DSP blocks 

in traditional communication design. 
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An example of ML applied to a specifc DSP function at the PHY layer involved training 

an LSTM network to predict the frequency-hopping pattern in a satellite communication 

system [25]. The model learned the temporal dependencies of the hopping sequence and 

could anticipate future frequency changes, reducing reliance on conventional synchronization 

algorithms. This demonstrates that RNNs can efectively capture complex, time-dependent 

behaviors in communication signals. 

ML has also been applied to Automotive Ethernet protocols. One study investigated 

how ML could enhance security by using a Convolutional Neural Network - Bidirectional 

Long Short Term Memory (CNN-BiLSTM) time series prediction model to learn the normal 

temporal behavior of network trafc [12]. Anomalies were detected by identifying deviations 

from expected patterns. This work demonstrates that ML techniques can monitor PHY-

layer signals and recognize abnormal patterns at the network layer, showing utility beyond 

traditional DSP tasks. 

ML can also support design optimization in communication networks. A study of a 

10-Gbit/s passive optical access network explored how ML could determine optimal design 

parameters, such as fber length and secure key rate, which are otherwise difcult to set 

efciently [20]. The ML model predicted these parameters, guiding design decisions and 

improving network performance. This illustrates that ML can operate adjacent to the PHY 

layer to optimize system-level decisions, complementing conventional engineering approaches. 

Finally, previous work on this project provides a direct foundation for this research. 

LSTM models were trained to predict the component signals of a full-duplex Automotive 

Ethernet link between two endpoints [11]. Prediction accuracy was sufciently high that the 

resulting signals could potentially be decoded into frames, providing a proof-of-concept for 

an ML-based passive tap. This motivates the current project, which seeks to extend this 

approach and evaluate the feasibility of decoding predicted signals in a real-world full-duplex 

Ethernet system. 
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EXPERIMENT FRAMEWORK 

Data Collection 

Since the machine learning model is intended to use supervised learning, a ground 

truth must frst be established within an operational network environment using Automotive 

Ethernet. Idaho National Labs (INL) conducted an experiment to gather data by tapping 

the cable connecting two communicating endpoints, referred to as Endpoint A and Endpoint 

B. 

The objective of this experiment was to capture full-duplex signals and train a model 

capable of predicting the individual component signals transmitted by each endpoint. To 

achieve this, two endpoints were confgured to communicate over a full-duplex Automotive 

Ethernet channel. Oscilloscope probes were placed at three locations along the channel: 

Probe D was positioned at the midpoint between the endpoints, Probe A was located between 

Endpoint A and Probe D, and Probe B was located between Endpoint B and Probe D. 

All full-duplex signals were captured using a PicoScope oscilloscope. The PicoScope 

software is capable of using measurements from Probes A and B, along with known system 

parameters such as cable length and transmission speed, to extrapolate the individual 

component signals, denoted as TA and TB. While the exact internal method is proprietary, 

it efectively separates the superimposed full-duplex signal into its component signals. 

The PicoScope sampled the full-duplex signals at 313 MHz, while the data transmission 

rate was 66 MHz. Automotive Ethernet utilizes PAM3, meaning each symbol corresponds to 

one of three voltage levels: -1 V, 0 V, or 1 V. Because the full-duplex signal is a superposition 

of two component signals, the observed signal exhibits voltage levels of approximately -2 V, 

0 V, and 2 V. 
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Figure 3.1: Experimental Setup for Ground Truth Acquisition 

The experiment produced three full-duplex signals (A, B, and D), each sampled 

continuously at 313 MHz. The component signals TA and TB were extrapolated at the same 

efective sampling rate, corresponding to approximately 4.7 samples per symbol. However, 

unlike the full-duplex signals, the component signals were captured in discrete bufers rather 

than continuously. Each experiment consisted of 64 bufers of data. Within each bufer, full-

duplex signals were continuously sampled, while the component signals were extrapolated 

for most of the bufer duration, except for small regions at the beginning and end where 

values were undefned (NaNs). 

When combining bufers for analysis, these undefned regions introduced gaps in the 

component signal data. These gaps can impact decoding performance, as valid Ethernet 

frames may be partially or entirely contained within these missing segments. 

Overall, the experiment produced fve signals: three full-duplex signals measured at 

diferent points along the channel, and two extrapolated component signals corresponding 

to each endpoint transmission. The full-duplex signals represent continuous superimposed 
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PAM3 waveforms, while the component signals consist of PAM3 waveforms segmented into 

bufers with gaps between them. 

PicoScope Decode Results 

To assist in developing the decoding pipeline, the experiment was confgured such that 

both endpoints repeatedly transmitted the same Ethernet frame. As a result, although many 

frames were present in the captured data, each component signal contained only one unique 

frame repeated multiple times. 

The PicoScope software includes a built-in decoding algorithm that scans the compo-

nent signals, identifes frame boundaries, and attempts to decode the transmitted data. The 

decoding results for ten experimental runs are summarized in Table 3.2 below. While a 

large number of frames were identifed, only a small fraction were successfully decoded. The 

overall decoding accuracy was 8.6%, with TA achieving 11.1% accuracy and TB achieving 

6.6%. 
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Table 3.1: PicoScope Decode Results 

Experiment Capture TA VALID Frames TA Total Frames TB VALID Frames TB Total Frames 

1 8 47 5 43 

2 5 58 7 53 

3 2 37 2 34 

4 4 50 2 59 

5 6 54 2 47 

6 2 40 5 41 

7 6 38 3 64 

8 4 33 3 43 

9 10 39 2 39 

10 2 47 7 149 

Total 49 443 38 572 

Table 3.2: PicoScope Decode Accuracy 

Overall Decode Accuracy TA Decode Accuracy TB Decode Accuracy 

8.6% 11.1% 6.6% 

These results indicate that while the PicoScope software can approximate the com-

ponent signals, the resulting decode accuracy is relatively low. Therefore, the PicoScope 

alone does not provide a reliable passive decoding solution for this experiment. However, 

the extrapolated component signals may still serve as a valid ground truth for training and 

evaluation. To investigate this further, a custom decoding pipeline was developed to assess 

the true decodability of the predicted signals. 
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DECODING 

Introduction 

After the full-duplex signals have been separated into their respective component 

signals, each signal must be decoded. Successful decoding provides further validation that the 

signal separation process accurately recovered the original transmitted signals. Therefore, 

a decoder was designed to be compliant with the 100BASE-T1 standard for Automotive 

Ethernet [1], efectively functioning as a receiver within the communication system. 

The encoding scheme used in this standard is defned in Clause 96 of the IEEE Ethernet 

specifcation. At the MAC layer, data is represented as a sequence of hexadecimal values, 

which are converted into binary form for transmission. This binary data is then encoded 

using a PAM3 modulation scheme, resulting in a signal with voltage levels ranging from -1 

V to +1 V. The decoding process performs the inverse operation, taking a PAM3 signal as 

input and recovering the original hexadecimal data. 

The following sections describe the decoding process in detail. At each stage, the 

corresponding encoding operation defned by the IEEE standard is frst introduced, followed 

by the implementation of the decoding method. The decoding pipeline is presented in 

chronological order, while the encoding process is described in reverse order to provide proper 

context for each step. 

Figure 4.1 illustrates the overall decoding pipeline. Beginning with the raw component 

signals, a preprocessing and search stage scans the data to identify segments where frames 

are likely present. For each candidate segment, clock alignment markers are detected and 

stored. A processing loop is then applied to each potential frame, where a clock recovery 

algorithm aligns the sampling clock to the signal, and a symbol extraction method recovers 

the PAM3 symbols. 

Once a PAM3 symbol stream has been obtained, a frame detection step isolates the 
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portion of the stream corresponding to a valid frame. This segment is then converted into 

a scrambled binary sequence using the standard-defned 2T-to-3B mapping. The binary 

sequence is subsequently descrambled, reorganized, and validated using a CRC. 

Throughout the decoding process, multiple validation checks are performed. If an error 

is detected at any stage, the algorithm returns to the clock recovery step to attempt improved 

alignment. This iterative process continues until the frame is successfully decoded or until 

no further improvement in clock recovery is possible, at which point the frame is classifed 

as invalid. 

Figure 4.1: Decoding Pipeline Overview Flow Diagram 

Preprocessing and Identifying Potential Frames 

Most preprocessing steps were completed during the signal separation stage; however, 

additional preprocessing is required for decoding. 

In Automotive Ethernet, frames are defned by unique sequences of PAM3 symbols that 

mark their beginning and end. These sequences are known as the Start of Stream Delimiter 

(SSD) and End of Stream Delimiter (ESD). The SSD and ESD occur only at the boundaries 

of a frame and should not appear elsewhere in the signal during idle transmission. 
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The SSD is defned as six consecutive zero symbols (000000) within the PAM3 signal. 

The ESD can take one of two forms: either four consecutive zero symbols followed by two 

consecutive ”1” symbols, or four consecutive zero symbols followed by two consecutive ”-1” 

symbols (000011 or 0000-1-1). A sequence of ”1” symbols indicates that the transmitting 

endpoint considered the frame valid, while ”-1” symbols indicate that the frame was marked 

invalid during transmission. These symbol representations are discussed further in Section 4. 

To identify candidate frames and initiate the decoding process, a lightweight search 

function was developed. The purpose of this function is to efciently scan the signal and 

extract segments likely to contain an SSD, thereby isolating potential frames for further 

processing. 

This approach signifcantly reduces computational cost. As described in the following 

section, clock alignment is the most computationally intensive step in the decoding pipeline. 

By restricting clock alignment to only those regions where frames are likely present, the 

overall processing time is greatly reduced. 

Because the signal is transmitted using PAM3 modulation, a simple threshold-based 

classifcation method is used to approximate symbol values. Each sample is classifed as ”1”, 

”0”, or ”-1” based on its voltage level: samples above 0.3 V are classifed as ”1”, samples 

between -0.3 V and 0.3 V are classifed as ”0”, and samples below -0.3 V are classifed as 

”-1”. 

The number of consecutive samples within each region is counted before a transition 

occurs. Each count is then divided by the estimated samples-per-symbol rate and rounded 

to the nearest integer, providing an approximate number of PAM3 symbols in each segment. 

This produces a coarse PAM3 representation of the signal. While this approximation is not 

suitable for accurate decoding, it is sufcient for identifying candidate SSD locations. 

Because the SSD consists of six consecutive zero symbols and is unlikely to occur 

elsewhere in the signal, the search function identifes regions containing fve or more 
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consecutive estimated zero symbols. Using fve instead of six provides robustness against 

estimation error and reduces the likelihood of missing valid SSDs. The indices of these 

potential SSD locations are then recorded. 

Figure 4.2: Process for Identifying Potential Frames Within the Signal 

For each detected SSD location, a segment of the signal is extracted and stored as a 

separate array. The length of each segment is chosen to ensure that it contains enough 

samples to represent the longest possible Ethernet frame (1,518 bytes). Given that the 

encoding scheme maps 2 symbols to 3 bits and the signal contains approximately 4.7 samples 

per symbol, this results in approximately 38,376 samples for a maximum-length frame. 

Accordingly, for each potential SSD, 100 samples preceding the SSD and 38,376 samples 

following it are extracted. 

Finally, each extracted segment is upsampled by a factor of 10. This improves the 

accuracy of subsequent processing steps, particularly clock alignment, where fner temporal 
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resolution enhances the detection of alignment markers. The result is a collection of 

upsampled signal segments that are likely to contain frames and are suitable for detailed 

decoding analysis. 

Clock Alignment 

Clock alignment is one of the most critical components of the decoding pipeline. Given 

a transmission rate of 66 MHz, a PAM3 symbol is transmitted every half cycle of a 33 MHz 

clock. Therefore, clock recovery involves aligning a 33 MHz square wave to the received 

signal in order to correctly sample each symbol. 

Two primary functions were developed for clock recovery: (1) identifcation of clock 

alignment markers and (2) alignment of the clock to these markers. 

Identifying Clock Alignment Markers 

The frst step is to identify reliable alignment markers within the signal. Ideally, these 

markers correspond to symbol transitions. Due to noise and signal variability, only the 

largest transitions, specifcally transitions between -1 and 1, were found to be consistently 

reliable. Smaller transitions were more prone to ambiguity due to intermediate voltage levels 

and local extrema. 

To detect these transitions, a coarse PAM3 classifcation is frst performed using 

thresholding. Each sample is classifed as -1, 0, or 1 using thresholds of -0.3 V and 0.3 

V. Transitions between regions are then identifed and categorized. Because the signal is 

upsampled, transitions between -1 and 1 always pass through the intermediate (0) region, 

allowing transition direction to be inferred. 

Using these classifed transitions, pattern matching is applied to identify candidate -1 

to 1 and 1 to -1 transitions. Specifcally, the patterns -1, 0, 1 and 1, 0, -1 are detected within 

the classifed sequence. The index corresponding to the intermediate 0 value is extracted as 
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a candidate alignment marker. 

However, not all such patterns correspond to true transitions. If the signal remains in 

the 0 region for an extended duration, the pattern may instead represent a valid 0 symbol 

rather than a transition. To address this, the duration of the 0 region is evaluated. If the 

number of consecutive samples in the 0 region exceeds a threshold, the candidate is rejected; 

otherwise, it is accepted as a valid transition marker. The resulting set of indices represents 

the alignment markers used for clock recovery. 

Figure 4.3: Upsampled Signal with Identifed Clock Alignment Markers 

Batched Clock Alignment 

Once alignment markers are identifed, the next step is to align the clock. Although the 

nominal symbol rate is known, small timing variations require continuous clock adjustment 

to maintain alignment with the signal. 
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To achieve this, the signal is divided into segments, each containing 10 alignment 

markers. This choice balances two competing factors: smaller segments allow more frequent 

clock recovery, while larger segments provide more markers for accurate alignment. 

For each segment, a 33 MHz clock is generated. The goal is to align the clock transitions 

with the detected alignment markers. The alignment process iteratively shifts the phase of 

the clock and computes the average distance between the closest clock transition points and 

alignment markers. The phase that minimizes this average distance is selected as the optimal 

alignment for the segment. 

Figure 4.4: Clock Alignment Before and After Optimization 

After determining the optimal clock for each segment, the segments are stitched together 

to form a continuous recovered clock. Due to variations in phase alignment, discontinuities 

can occur at segment boundaries, resulting in irregular high or low durations. 
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Short-duration segments are acceptable and indicate normal clock adjustment. How-

ever, excessively long segments can lead to symbol extraction errors. To mitigate this, the 

fnal sample of each segment is fipped to enforce a transition at the boundary. Additional 

checks ensure that this adjustment does not introduce extended high or low regions across 

segment boundaries. 

Figure 4.5: Stitched Clock Showing Recovery Points 

The result is a continuously recovered clock that adapts across the signal. This clock 

is then used to determine the optimal sampling points for PAM3 symbol extraction in the 

subsequent stage. 
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PAM3 Symbol Extraction 

Using the recovered clock, an algorithm was developed to extract PAM3 symbols from 

the signal. Ideally, the transmitted signal consists of three voltage levels (+1 V, 0 V, and -1 

V), corresponding to PAM3 symbols of 1, 0, and -1. The optimal sampling point occurs at 

the center of each half cycle of the recovered clock, where the signal should be closest to one 

of these ideal voltage levels. 

In practice, however, symbol extraction is nontrivial. Noise, inter-symbol interference, 

and signal distortion introduce local minima and maxima between ideal levels, making direct 

classifcation unreliable. To address this, a multi-stage decision process was developed to 

improve symbol accuracy. 

Figure 4.6 shows the overall symbol extraction pipeline. For each symbol, a set of 

voting characteristics is frst determined. If these characteristics provide a confdent decision, 

the symbol is assigned directly. Otherwise, additional strategies are applied, incorporating 

information from neighboring symbols. This process guarantees symbol assignment, although 

some symbols may be fagged for later refnement. 

Figure 4.6: PAM3 Symbol Extraction Overview Flow Diagram 
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Voting Characteristics 

For each half cycle of the recovered clock, all samples are extracted; however, only the 

middle portion of the samples is used, as it provides the most reliable representation of the 

symbol. Samples near the edges are more likely to be afected by transitions. 

Each sample is classifed into one of fve regions based on voltage thresholds: High (H), 

High-Mid (HM), Mid (M), Low-Mid (LM), and Low (L). The number of samples in each 

region is counted, and a majority region is determined. 

Figure 4.7: Determination of Voting Characteristics Flow Diagram 

Symbol Placement Strategy 

Attempt 1: Majority Vote If the majority region is H, M, or L, the symbol is directly 

assigned as 1, 0, or -1, respectively. These cases correspond to strong confdence decisions. 

Figure 4.8: Symbol Placement Attempt 1 Flow Diagram 
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If the majority falls within the ambiguous regions (HM or LM), the algorithm proceeds 

to the next stage. 

Attempt 2: Previous Symbol Comparison The center sample of the current 

symbol is compared with that of the previous symbol. If the diference is small, the current 

symbol is assumed to be the same as the previous symbol. Otherwise, further analysis is 

required. 

Figure 4.9: Symbol Placement Attempt 2 Flow Diagram 

Attempt 3: Context-Based Decision If the frst two attempts are inconclusive, a 

more detailed decision process is applied using both the previous symbol and the current 

voting characteristics. 

If the previous symbol is 0, the sign of the amplitude change determines whether the 

current symbol is 1 or -1. If the previous symbol is ±1, the decision depends on both the 

majority region (HM or LM) and the direction of amplitude change. In ambiguous cases, 

the symbol is temporarily assigned and fagged for later correction. 
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Figure 4.10: Symbol Placement Attempt 3 Flow Diagram 

Attempt 4: Retroactive Correction After assigning the current symbol, the 

algorithm checks whether the previous symbol was fagged. If so, a three-symbol window 

(N-2, N-1, N) is evaluated. In cases where the surrounding symbols indicate a transition 

(e.g., -1 to 1 or 1 to -1), the intermediate symbol is reassigned to 0. This correction is based 

on observed patterns in misclassifed transitions. 
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Figure 4.11: Symbol Placement Attempt 4 Flow Diagram 

Summary 

This multi-stage process ensures that every symbol is assigned, with increasing levels 

of complexity applied only when necessary. The resulting output is a discrete PAM3 symbol 

stream consisting of values in {-1, 0, 1}. 

Prior to implementing this algorithm, decoding accuracy was approximately 10%. 

The introduction of this structured decision process signifcantly improved performance, 

demonstrating the importance of robust symbol extraction in the overall decoding pipeline. 

Frame Extraction 

As introduced in the quick search stage of the decoding pipeline, each potential 

frame segment contains enough samples to represent the longest possible Ethernet frame. 

Therefore, only a subset of the extracted PAM3 symbols corresponds to an actual frame. 

Frame extraction is performed by identifying the Start of Stream Delimiter (SSD) and End 

of Stream Delimiter (ESD) within the PAM3 stream. 
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Figure 4.12: Frame Extraction Overview Flow Diagram 

The extraction process begins with a pattern search to identify all candidate SSD and 

ESD indices within the PAM3 stream. 

Signifcant fltering is required to remove false detections. Since the SSD should appear 

near the beginning of a valid frame, any SSD candidates that occur later in the segment 

are discarded, as they likely belong to a subsequent frame. Additionally, ESD patterns may 

falsely appear immediately after an SSD due to valid symbol sequences, and these cases must 

also be removed. A similar fltering process is applied to ESD error patterns. 

In some cases, the SSD pattern may be preceded or followed by an additional zero, 

resulting in multiple consecutive detections of the same pattern. When this occurs, the frst 

detected index is discarded, as it would imply an invalid symbol sequence (e.g., an extra zero 

following the SSD), which is not permitted under the encoding scheme. 

Once valid SSD and ESD candidates are identifed, the PAM3 stream is extracted from 

the selected SSD index to the corresponding ESD index. Because valid encoding requires 

symbols to be processed in pairs, the extracted sequence must contain an even number of 

symbols. If an odd-length sequence is obtained, the frst symbol is removed to enforce proper 

pairing. This adjustment typically accounts for extra zeros or minor symbol classifcation 

errors. Afterward, the SSD and ESD symbols are removed, as they are not part of the frame 

and do not map to valid symbol conversions in subsequent stages. 
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Several error conditions are checked during this process. If no SSD is detected, the 

segment likely contains only the end of a previous frame and is labeled as an SSD Error. If 

neither an SSD nor an ESD is found, the segment is considered to contain no valid frame. 

If an SSD is found but no valid ESD is detected, the segment is labeled as an ESD Error. 

Additionally, if an ESD error pattern is detected, the frame is marked invalid, as indicated 

by the transmitter. 

Finally, the presence of any invalid symbol pair, such as consecutive zeros that do not 

map to a valid 2T-to-3B conversion, results in immediate rejection of the frame. 

The output of this stage is a paired PAM3 symbol sequence representing the extracted 

frame payload. If no errors are detected, this sequence proceeds to the next stage of decoding. 

Otherwise, the segment is returned to the clock alignment stage for reprocessing, allowing 

for improved timing recovery. This process repeats until a valid frame is extracted or no 

further improvement in clock alignment is possible. 

2T to 3B Conversion 

The conversion from a PAM3 symbol stream to a binary bit stream is one of the more 

straightforward stages in the decoding pipeline. This process is defned by the IEEE standard 

for Automotive Ethernet and is implemented using a fxed lookup table, shown in Table 4.1. 

Table 4.1: 2T/3B Conversion Table 
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Scrambled Sequence First Symbol Second Symbol 

000 -1 0 

001 0 1 

010 -1 1 

011 0 1 

100 1 0 

101 0 -1 

110 1 -1 

111 0 -1 

During transmission, the encoder groups the scrambled binary bit stream into 3-bit 

sequences. Each 3-bit sequence is then mapped to a pair of PAM3 symbols consisting of 

values {−1, 0, 1}. 

Because two PAM3 symbols represent three binary bits, a mismatch can occur between 

the total number of transmitted bits and the required grouping into 3-bit sequences, as 8 

(the number of bits in a byte) is not divisible by 3. To address this, the transmitter may 

append one or two stuf bits at the end of the bit stream to ensure that the fnal group forms 

a complete 3-bit sequence. 

To reverse this process, the received PAM3 stream is frst grouped into symbol pairs, 

beginning immediately after the SSD and continuing up to the ESD. Each symbol pair is 

then mapped back to its corresponding 3-bit sequence using the conversion table, resulting 

in a scrambled binary bit stream. 

Before proceeding to the next stage, the length of the reconstructed bit stream must be 

validated. Specifcally, the length (excluding the SSD, ESD, and the initial portion of the 

stream afected by the preamble) must be a multiple of 8 to form valid bytes. The frst 9 

bits are excluded from this check because the SSD replaces the initial 9 bits of the preamble, 
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which can distort alignment at the beginning of the stream. 

If the resulting bit stream length is not a multiple of 8, this is attributed to the presence 

of appended stuf bits. In this case, one or two bits are removed from the end of the stream 

to restore proper byte alignment. 

Descrambling 

Link Negotiation 

After the transmitter converts the binary sequence representing the frame to be 

transmitted, it scrambles that sequence. This scrambling is performed for clock recovery 

purposes. Most clock recovery software and circuitry rely on transitions between symbols, 

and increasing the number of transitions reduces the risk of clock recovery failure. Without 

scrambling, if a network transmits a frame containing long stretches of a single symbol, the 

receiver may have difculty accurately capturing the data. A pseudo-random scrambling 

technique ensures that, on average, sufcient transitions occur. 

This pseudo-randomization also ensures that the receiver can still decode the incoming 

data, as both endpoints share a recognizable pattern. To establish this pseudo-random 

sequence, the two endpoints perform link negotiation. During this process, the devices 

frst determine which will act as the master and which will act as the slave. There are 

three transmission modes: SEND Z, SEND I, and SEND N. The SEND Z mode transmits 

constant 0 symbols, SEND I is used for training the idle sequence, and SEND N is used for 

transmitting actual data or idle sequences. 

During the handshake, the master transitions from SEND Z to SEND I while the slave 

remains in SEND Z. During this time, the slave synchronizes its clock and locks its scrambler. 

The master then remains in SEND I while the slave transitions to SEND I, where it trains its 

echo canceler. The master subsequently locks its scrambler, and both devices now agree on 

the scrambler state. Once the scrambler state is locked and consistent between both devices, 
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they enter SEND N mode, where either endpoint can transmit frames or idle sequences 

between frames. 

When developing a passive tap, it is assumed that the tap does not participate in the 

link negotiation process. The goal of the passive tap is to observe any full-duplex Automotive 

Ethernet signal and decode frames from either endpoint at any point in time. As a result, 

the passive tap cannot lock the scrambler state with the master and slave, making it difcult 

to directly descramble the binary sequence. Therefore, the scrambler state must be solved 

for on a per-frame basis. To accomplish this, a detailed understanding of the scrambling 

process is frst required. 

Scrambling Method 

To begin, it is assumed that the master and slave have agreed upon a scrambler state. 

This scrambler state is contained within a LFSR. For Automotive Ethernet, the LFSR is 

33 bits wide and is flled with a pseudo-random binary sequence. It is assumed that this 

register is completely flled and identical for both the master and the slave. First it will be 

described how a 3-bit binary sequence is scrambled based on the initial state of the LFSR, 

and then explain how the LFSR progresses to scramble the remaining data. 

As seen in Figure 4.13, consider a 3-bit sequence that is to be transmitted and must 

be scrambled. For each iteration of the LFSR, 3 bits of data are scrambled. The example 

shown is TXdata[2 : 0]. The LFSR has an initial state agreed upon by the master and slave, 

where positions 0 through 32 are all populated with binary values. The LFSR can also be 

denoted as Scrn. The bit-wise notation for Scrn is reversed, with position 0 located at the 

far left of the register, to remain consistent with the IEEE standard. 

The frst step in the scrambling process is to generate a 3-bit sequence based on taps 

within the LFSR. This sequence is denoted as Syn[2 : 0]. Each bit of Syn[2 : 0] is defned by 

an XOR operation between two tapped bits of the LFSR. These tap locations are illustrated 
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in Figure 4.13, with colors corresponding to their positions in the register. Specifcally, Syn[2] 

is the XOR of bits in positions 6 and 16 of the LFSR, Syn[1] is the XOR of bits in positions 

3 and 8, and Syn[0] is simply equal to the bit in position 0. Once Syn[2 : 0] is determined, 

the original data TXdata[2 : 0] is XOR’d with Syn[2 : 0] to produce the scrambled output 

Sdn[2 : 0]. 

Figure 4.13: Scrambling Process for 3-Bit Sequence With Initial LFSR Filled 

After scrambling 3 bits of data, the LFSR updates to process the next 3 bits. To perform 

this update, the LFSR computes a feedback bit based on tap positions that difer between 

the master and slave. The feedback bit is obtained by XOR’ing the two specifed taps. For 

the master, these taps are positions 13 and 32, while for the slave they are positions 20 and 

32. Once the feedback bit is computed, all bits in the register shift to the right. The bit in 

position 32 is shifted out of the register, and the newly computed feedback bit is inserted 

into position 0. At this point, the LFSR has been updated and is ready to scramble the next 

3-bit sequence. This process repeats continuously as long as the master and slave remain 

linked. 
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Figure 4.14: LFSR Feedback and Shift Example for Master Device 

Target Sequence to Solve 

Now that the scrambling process is understood, the next step is to work backwards 

to recover the original data from the scrambled sequence. Assuming the LFSR is fully 

defned, descrambling follows the same process as scrambling. This type of mechanism is 

known as an additive scrambler, where the scrambling and descrambling operations are 

identical. However, to reach this point, the LFSR state must frst be solved. From the 

decoded binary sequences of potential frames obtained in earlier steps, the LFSR is initially 

unknown. Therefore, knowledge of the frame structure must be leveraged to determine the 

LFSR state at the start of each frame. 

In particular, the preamble of an Automotive Ethernet frame is required, as it is the only 

portion that is consistent across all frames. The preamble consists of 8 bytes, represented in 

hexadecimal as 55 55 55 55 55 55 55 D5. This known sequence enables the LFSR to be solved 

by working backwards through the scrambling process with several key considerations. 

The SSD replaces the frst 9 bits of the preamble in Automotive Ethernet. This is 

important because it removes several 3-bit sequences that could otherwise be used to solve 

the LFSR. As a result, this method relies on exactly 16 iterations of 3-bit scrambled sequences 

to solve all 33 LFSR positions. Of the 64 known preamble bits, 9 are replaced by the SSD, 

leaving 55 usable bits. This provides a maximum of 18 possible 3-bit iterations, meaning 

that solving the LFSR in 16 iterations is sufcient but leaves little margin. 

To construct the required sequence, Figure 4.15 below illustrates how the target 
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sequence is determined. Although the preamble is fxed, the data is not transmitted in 

its original order. Each byte is frst reversed, such that transmission occurs from the least 

signifcant bit (LSB) to the most signifcant bit (MSB). After reversing the bytes, the data 

is concatenated into a single binary stream and divided into 3-bit sequences. These 3-

bit sequences are then individually reversed, since they are transmitted in reverse order. 

Finally, the target sequence is extracted by removing the frst 9 bits (replaced by the SSD) 

and selecting the next 48 bits, corresponding to 16 3-bit sequences. This resulting sequence 

represents TXdata and is used to solve for the LFSR. 

Figure 4.15: Determining Target Sequence to Solve LFSR 

Solving for LFSR Current State 

The LFSR can now be solved by working backwards through the scrambling process. 

Since the target sequence is known and the scrambled sequence has already been recovered 

through decoding, the LFSR state can be determined using the known scrambling equations. 

The process begins with the frst 3-bit sequence of TXdata, denoted as TXdata[2 : 0]. This 

sequence is XOR’d with the corresponding 3-bit sequence of the received scrambled data, 

Sdn[2 : 0], producing Syn[2 : 0]. Once Syn[2 : 0] is known, the LFSR tap equations can be 

applied. Specifcally, Syn[2] is the XOR of Scrn[6] and Scrn[16], Syn[1] is the XOR of Scrn[3] 
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and Scrn[8], and Syn[0] is equal to Scrn[0]. This process repeats for each corresponding 3-bit 

sequence in TXdata and Sdn. These relationships are illustrated in the scrambling fgure. 

Although this process appears straightforward, the challenge is that the LFSR tap 

values are initially unknown. The LFSR starts completely empty, and while Syn[2 : 0] is 

known, each of its bits depends on two unknown LFSR positions (except for Syn[0]). As a 

result, the LFSR must be progressively populated with known values until enough positions 

are determined to consistently solve the tap equations. 

To begin populating the LFSR, Figure 4.16 illustrates the frst iteration of the solve 

process. Here, TXdata represents the target sequence, and Sdn represents the recovered 

scrambled sequence from prior decoding steps. Each iteration is color-coded to show how the 

LFSR is gradually flled. In the frst iteration (highlighted in red), TXdata[2 : 0] and Sdn[2 : 0] 

are XOR’d to produce Syn[2 : 0]. At this stage, only Scrn[0] can be directly determined, since 

it is equal to Syn[0]. The remaining positions cannot yet be solved, although the relationship 

between them (same or opposite) is known from Syn[2 : 1]. This relationship is temporarily 

stored for Syn[2] using variables B1 and B2, representing the corresponding LFSR positions. 

Storing this information is necessary, as there are not enough 3-bit sequences available to 

solve the LFSR without preserving these constraints. 

Figure 4.16: Solving LFSR 1st Iteration 
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After completing the frst iteration, the LFSR shifts to the right, consistent with normal 

LFSR operation during scrambling or descrambling. This process continues, where the 0th 

position can always be solved and the equation for Syn[2] is stored. Figure 4.17 below 

illustrates the 4th iteration, where additional LFSR positions become solvable. In particular, 

the equation for Syn[1] now contains only one unknown, Scrn[8], because Scrn[3] has been 

determined through prior shifts. Additionally, B1 from an earlier iteration (highlighted in 

orange) is now known, allowing B2 to be solved using the previously stored relationship. 

Although this could be resolved immediately, it is deferred until all stored equations are 

processed together for simplicity. From this point onward, both Scrn[0] and Scrn[8] can be 

solved in each iteration. 

Figure 4.17: Solving LFSR 4th Iteration 

As the iterations continue, the LFSR shifts right and the equations for Syn[1] and 

Syn[0] are used to solve additional positions. By the 7th iteration, more information becomes 

available. At this point, previously solved bits have shifted such that Scrn[6] is now known, 

allowing Scrn[16] to be determined using the Syn[2] equation. Several stored B1 values are 

also now known, enabling their corresponding B2 values to be solved later in a batch step. 



 

      

              

              

              

                 

            

               

               

     

      

50 

Figure 4.18: Solving LFSR 7th Iteration 

The process continues in the same manner, leveraging all Syn[2 : 0] equations to 

populate the LFSR. By the 12th iteration, a sufcient number of positions have been 

determined such that all stored B1 values correspond to known bits. The saved relationships 

can now be used to solve all corresponding B2 values and fll the remaining positions. At this 

stage, Scrn[0] through Scrn[27] have been determined. Beyond solving, the Syn equations 

also serve as an error detection mechanism. Once both inputs to an equation are known, 

the result can be verifed against the computed Syn value. Any mismatch indicates an error 

and terminates the decoding process. 

Figure 4.19: Solving LFSR 12th Iteration 
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After the 12th iteration, the LFSR continues to shift right, but Syn[2] and Syn[1] are 

used only for error detection rather than solving new positions. The remaining unknown bits 

are flled solely using Syn[0], which directly determines Scrn[0] at each step. By the 17th 

iteration, all 33 positions of the LFSR have been successfully solved, assuming no errors were 

detected. 

Figure 4.20: Fully Solved LFSR After 17th Iteration 

Descrambling Remaining Scrambled Sequence 

Once the LFSR has been fully solved, the remaining scrambled bits can be descrambled 

using the same process as scrambling. The only diference is that TXdata[2 : 0] is recovered 

by XOR’ing the generated Syn[2 : 0] with the received scrambled sequence Sdn[2 : 0]. As 

shown below, the LFSR is used to compute Syn[2 : 0], which is then used to recover the 

original TXdata[2 : 0] from Sdn[2 : 0]. 
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Figure 4.21: Descrambling Process 

After each 3-bit sequence is processed, the LFSR computes the feedback bit and shifts 

to the right, inserting the feedback bit into the 0th position. This process repeats, with each 

LFSR update producing 3 additional descrambled bits, until the entire sequence has been 

processed. 

Since the preamble was used to solve the LFSR but is still part of the frame, the target 

sequence used during the solve step must be concatenated with the remaining descrambled 

data to reconstruct the full frame. Additionally, because the SSD replaces part of the 

preamble, the expected preamble bits that were overwritten must be reinserted to complete 

the frame. 

Reorganize Bytes 

Once the full descrambled binary sequence representing the frame has been recon-

structed, the data must be reorganized into a byte-aligned format with the MSB frst in each 

byte. This ensures that, when converted to hexadecimal, the frame appears in its expected 

format. 

This step reverses the 4B/3B transformation described earlier during target sequence 

construction. Specifcally, the descrambled data must be converted from 3-bit groupings back 

to 4-bit groupings. This is done by frst reversing each 3-bit sequence, then concatenating 
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all sequences into a single binary stream, and fnally repartitioning the stream into 4-bit 

segments. Each resulting byte is then reversed so that the MSB appears frst. After this 

process, the data is correctly formatted and can be converted into hexadecimal representation 

matching the expected frame. An example using the preamble is shown in Figure 4.22. 

Figure 4.22: 4B to 3B Formatting 

Summary 

This entire descrambling procedure must be performed for each individual frame, as 

gaps in transmission disrupt the LFSR state. Despite this, the computational cost is low, 

as the process primarily consists of simple bitwise operations and register shifts. This 

approach enables descrambling without participation in link negotiation, allowing frames 

from either the master or slave device to be recovered. The fnal result is the binary sequence 

corresponding to the transmitted frame. 

Cyclic Redundancy Check 

The fnal step in the decoding process is determining whether the frame is valid. This is 

accomplished by performing a CRC on the binary sequence representing the frame. A CRC 

involves computing a value from the frame data and comparing it to the fnal feld of the 
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frame, known as the Frame Check Sequence (FCS). If the computed value matches the FCS, 

the frame is considered valid; otherwise, it is deemed invalid. The CRC procedure itself is 

consistent across all frames. 

Before performing the CRC, the data must be properly organized. The FCS consists of 4 

bytes located at the end of the frame, so it is frst removed and set aside for later comparison. 

The CRC is computed over the remainder of the frame, excluding the preamble, which is 

also temporarily removed. This leaves a binary sequence starting from the MAC Destination 

feld through the end of the data feld. Additionally, each byte is fipped from LSB frst to 

MSB last. 

Once the data is prepared, the CRC calculation can begin. The frst 32 bits of the 

reorganized frame sequence are complemented (i.e., bitwise inverted). Then, 32 zero bits are 

appended to the end of the binary sequence. This augmented sequence, denoted as M(x), is 

divided by a generator polynomial defned by the IEEE Ethernet standard. The polynomial 

is: 

32 26 23 22 16 12 11 10 8 7 5 4 2G(x) = x + x + x + x + x + x + x + x + x + x + x + x + x + x + 1 

This polynomial corresponds to the following binary sequence, where each exponent 

indicates the presence of a 1 at that position: 

G(x) = [100000100110000010001110110110111] 

The division of M(x) by G(x) is performed using modulo-2 arithmetic. Conceptually, 

this involves aligning G(x) with the most signifcant 1 in M(x) and performing a bitwise 

XOR. The polynomial is then shifted and XOR’d with M(x) at each position where a leading 

1 exists. This process continues until the LSB of G(x) aligns with the LSB of M(x). The 
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result of this division is called R(x), which consists of the last 32 bits of M(x) after all XOR 

operations. All preceding bits in M(x) should have been reduced to zero, leaving R(x) as 

the remainder of the division. 

Finally, R(x) is reorganized into bytes, fipping each byte back from LSB to MSB. This 

resulting value is the computed FCS, which is then compared to the original FCS extracted 

from the frame. If they match exactly, the frame is deemed valid; otherwise, it is considered 

invalid. CRC is a widely used method for error detection in Ethernet and other transceivers. 

Results 

Testing Methodology 

The passive tap machine learning approach used the frst of ten experimental captures 

for model training, while the remaining nine captures were reserved for testing. To enable 

a direct comparison, these same nine captures were also used to evaluate the decoding 

algorithm. Rather than operating on predicted component signals, the decoding algorithm 

was applied to ground truth data. 

Following the main loop described in the decoding overview (Figure 4.1), all potential 

frames and alignment markers were extracted from each dataset, producing a set of candidate 

frames for decoding. Each potential frame was processed sequentially through the decoding 

pipeline, including clock recovery, symbol extraction, descrambling, and CRC validation. If 

a decoding attempt resulted in an error or invalid frame, the process returned to the clock 

recovery stage and retried with a diferent alignment. This continued until no further clock 

recovery attempts were possible. As a result, each potential frame was ultimately classifed 

as either a valid frame, an invalid frame, or as not containing a frame. 

For frames classifed as invalid, the cause of failure was recorded. Two primary error 

types were identifed: PAM3 errors and SSD/ESD errors. PAM3 errors were the most 

common and occurred when an incorrectly decoded PAM3 symbol prevented successful frame 
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reconstruction. These errors could manifest at multiple stages, including frame extraction, 

2T-to-3B conversion, descrambling, or CRC validation. In all cases, the root cause was an 

incorrect symbol decision. 

SSD/ESD errors occurred under two conditions. The frst was when a symbol 

error corrupted the Start-of-Stream Delimiter (SSD) or End-of-Stream Delimiter (ESD), 

preventing proper frame detection. The second, and more common, cause was due to 

gaps between recorded data bufers in the experimental captures. In these cases, a frame 

could begin or end within a gap where no data was collected, resulting in incomplete frame 

detection. 

Decoding accuracy was defned as the ratio of successfully decoded valid frames to the 

total number of frames that could be decoded, excluding candidate segments determined not 

to contain a frame. While accuracy could also be measured at the symbol level, frame-level 

accuracy is the more meaningful metric, as successful communication depends on complete 

frame recovery. In a typical commercial transceiver with an established link, frame decoding 

accuracy is expected to exceed 99.9%. However, due to the need for a high pass flter 

(HPF) to compensate for Picoscope measurement limitations, a reduction in accuracy was 

anticipated. The extent of this degradation was evaluated experimentally. Notably, the 

Picoscope’s native reconstruction algorithm performed poorly without HPF post-processing. 

Candidate segments classifed as not containing a frame were primarily identifed 

through a conservative quick-search function, which selected regions containing sequences of 

fve consecutive zeros. This approach intentionally over-selected candidates, often identifying 

ESDs as potential frame starts. The decoding pipeline included validation checks to address 

this, ensuring that if an ESD appeared at the beginning of a segment and did not reoccur, 

the segment was correctly classifed as not containing a valid frame. These segments were 

excluded from the accuracy calculation. To validate this approach, clock alignment was 

also performed across entire datasets without the quick-search step, yielding nearly identical 
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results and confrming the correctness of the classifcation. 

HPF  Tuning  

Since  the  HPF  was  applied  to  the  ground  truth  data,  the  required  level  of  fltering  

was  initially  unknown.  To  determine  the  optimal  setting,  a  sweep  was  performed  in  

which  progressively  more  low-frequency  components  were  removed,  and  the  resulting  decode  

accuracy  was  evaluated  at  each  step.  

Table  4.2  summarizes  the  results  of  this  sweep.  For  each  HPF  setting,  the  number  of  

low-frequency  components  removed  in  the  frequency  domain  is  shown  alongside  the  total  

number  of  valid  frames,  total  frames  evaluated,  and  overall  decoding  accuracy.  Additionally,  

the  number  of  PAM3  errors,  SSD/ESD  errors,  and  instances  where  no  frame  was  found  are  

reported  to  provide  further  insight  into  failure  modes.  

      

             

       

       

       

       

       

       

       

       

       

       

       

       

       

Table 4.2: HPF Sweep Accuracy Results 

HPF Accuracy VALID Frames Total Frames PAM3 Errors SSD/ESD Errors No Frames Found 

0 78.1% 589 754 119 46 583 

25 87.5% 650 743 62 31 285 

50 92.8% 683 736 29 24 188 

75 93.3% 685 734 26 23 150 

100 93.0% 682 734 28 24 149 

125 93.2% 684 734 26 24 148 

150 92.8% 681 734 29 24 150 

175 92.1% 677 735 33 25 162 

200 90.8% 669 737 43 25 179 

225 90.0% 662 736 48 26 202 

250 89.6% 661 738 50 27 217 

275 87.4% 647 740 64 29 236 

300 85.8% 636 741 74 31 268 
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The results show a clear improvement in decoding accuracy as low-frequency compo-

nents are initially removed. Accuracy increases signifcantly from 78.1% with no fltering to 

over 92% once approximately 50 low-frequency components are removed. This indicates that 

low-frequency noise or drift in the captured signals has a strong negative impact on symbol 

recovery and overall decoding performance. 

The optimal performance occurs in the range of 50 to 150 removed frequency 

components, where the decoding accuracy remains relatively stable between 92.8% and 

93.3%. Within this region, PAM3 errors are minimized, suggesting that the LPF efectively 

improves symbol detection without distorting the signal. 

Beyond this range, performance begins to degrade as more aggressive fltering is applied. 

From 175 onward, a gradual decline in accuracy is observed, accompanied by an increase 

in PAM3 errors. This indicates that excessive removal of low-frequency content begins to 

distort the underlying signal, negatively impacting symbol reconstruction. 

Interestingly, SSD/ESD errors remain relatively stable across all HPF settings, 

suggesting that these errors are less sensitive to frequency-domain fltering and are more 

likely driven by frame boundary conditions or data gaps rather than signal quality. 

Overall, this sweep demonstrates that moderate high-frequency fltering is critical for 

achieving high decoding accuracy, while overly aggressive fltering introduces signal distortion 

that outweighs its benefts. Based on these results, an HPF setting in the range of 75 to 125 

provides a strong balance between noise reduction and signal integrity. 

Final Results and Impact 

Based on the HPF sweep, the range of 75 to 125 removed low-frequency components 

was identifed as optimal. Selecting the midpoint of this range, an HPF setting of 100 was 

chosen as the fnal confguration and will be used for all model training in the passive tap 

implementation. 
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Table 5.8 presents the decoding results for this HPF setting, including a breakdown by 

component signals TA and TB to evaluate any diferences in performance. 

Table 4.3: HPF Sweep Accuracy Results 

Signal Accuracy VALID Frames Total Frames PAM3 Errors SSD/ESD Errors No Frames Found 

TA 95.7% 358 374 7 9 69 

TB 90.0% 324 360 21 15 80 

Combined 93.0% 682 734 28 24 149 

A noticeable performance gap of approximately 5% exists between TA and TB . This 

discrepancy is most likely due to diferences in signal quality during acquisition. In particular, 

the Picoscope appears to have more difculty accurately capturing TB , which may be 

attributed to probe variation, slight placement inconsistencies, or channel-specifc hardware 

efects. While the exact cause is not defnitively known, the elevated PAM3 error count for 

TB supports the conclusion that symbol reconstruction is less reliable for this component. 

Despite this imbalance, the overall decoding accuracy of 93.0% represents a substantial 

improvement over the baseline Picoscope decoding performance. This indicates that the 

developed decoding algorithm is efective at recovering valid frames when sufcient signal 

quality is present. Furthermore, SSD/ESD-related errors are largely driven by dataset 

limitations, specifcally gaps between captured bufers where partial frames may be lost. 

If these cases are excluded, the efective decoding accuracy increases further, reinforcing the 

robustness of the approach under ideal conditions. 

Overall, the decoding algorithm demonstrates strong performance in accurately recov-

ering frames that are fully contained within the captured signal. This level of accuracy 

establishes a reliable ground truth baseline, enabling meaningful comparison with the 

machine learning-based passive tap approach. As a result, the efectiveness of the machine 

learning model in separating and reconstructing component signals can be directly evaluated 
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against a high-confdence reference. 
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PASSIVE DOUBLE TAP 

Introduction 

This chapter presents the development and evaluation of a passive double tap system for 

Automotive Ethernet using a RNN. The full-duplex signal separation problem is addressed 

by training a BiLSTM model to reconstruct individual component signals from passively 

tapped full-duplex measurements. The following sections describe the data preprocessing 

pipeline, model architecture, training procedure, hyperparameter tuning process, and fnal 

decoding performance across a range of model confgurations and tap point combinations. 

Preparing Data for Training 

Before utilizing an RNN, the data must be preprocessed into a format compatible with 

the model. A preprocessing function was developed to perform this task, with behavior 

confgurable through user-defned settings. 

The function reads a specifed subset of data fles from a given directory, where each 

fle is assumed to contain the signals obtained from the experimental setup (A, B, D, TA, 

TB). 

To ensure proper alignment, any samples corresponding to missing values caused by 

gaps between recorded bufers are removed across all four signals. If the indices of missing 

samples are inconsistent between the component signals and full-duplex signals, the function 

halts with an error to prevent misaligned data from being processed. 

Once aligned, the component signals are fltered to remove low-frequency drift present 

in the captured data. This is performed by transforming the signals into the frequency 

domain using the Fast Fourier Transform (FFT), zeroing a specifed number of low-frequency 

components, and reconstructing the signals using the inverse FFT. This approach acts as a 
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simple HPF to mitigate baseline drift: 

N−1 
−j 2 

X[k] = x[n] e N 
π kn (5.1) 

n=0 

N−11 
x[n] = X[k] e 

2j
N 
π kn (5.2)

N 
k=0 

After fltering, all fve signals are combined into a single aligned dataset, which is then 

segmented into fxed-length sequences defned by the user, with only complete segments 

retained. Each segment represents an individual sample for training or evaluation using the 

LSTM model. 

The segments are partitioned into training and testing datasets based on a user-defned 

ratio. During model development, the training set is used for learning, while the testing 

set is used for validation. When applying a trained model for prediction, all segments are 

treated as testing data. 

To support experimentation across multiple confgurations, the function allows fexible 

selection of inputs and outputs. The predictors consist of the full-duplex signals, which may 

include any combination of A, B, and D, or individual signals. The targets consist of the 

component signals, which include both TA and TB. The selected predictors and targets are 

extracted from each segment and stored in cell arrays. 

The output of this function consists of preprocessed training and testing predictor and 

target datasets, providing a complete pipeline from raw signal captures to structured inputs 

suitable for supervised machine learning. 

Model Training 

After preprocessing, the data is formatted for model training and fed into an RNN 

defned using MATLAB’s built-in deep learning framework. A function was developed 
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to confgure and train a multivariate time-series regression model based on user-defned 

parameters. 

The function accepts the preprocessed training inputs and targets along with several 

confguration parameters: the number of input variables, the number of output variables, 

the hidden layer size, the number of training epochs, and the mini-batch size. 

The dimensionality of the network is automatically determined based on the selected 

predictors and targets. The input layer contains one, two, or three features depending on 

the combination of full-duplex signals used, while the output layer always contains two 

dimensions corresponding to the two component signals. 

The network is constructed as a deep sequential model beginning with a sequence input 

layer, which defnes the structure of the incoming data and serves as the entry point to the 

network. The input size is determined by the number of selected predictors and the segment 

length, forming an input matrix of size features × sequence length. 

This is followed by an RNN layer, which serves as the core recurrent component. The 

number of hidden units, defned by the user, determines the number of memory cells used 

to capture temporal dependencies. As discussed in the background, the LSTM includes 

internal gating mechanisms-forget, input, and output gates-that regulate information fow. 

The output mode is set to sequence, meaning that predictions are generated at every time 

step, forming a sequence-to-sequence model. If a Bi-LSTM is trained, because the network 

processes data in both the forward and backward directions, the output dimensionality 

of this layer is twice the number of hidden units. For the LSTM and GRU models, the 

dimensionality remains the same as the number of hidden units. 

The RNN output is then passed to a fully connected layer, which maps the high-

dimensional representation to the desired output dimensionality through a linear transfor-

mation to produce the predicted component signals. 

Finally, a regression layer defnes the training objective using mean squared error 
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(MSE) as the loss function. MSE quantifes the diference between predicted outputs and 

ground-truth targets, enabling gradient-based optimization through backpropagation, which 

iteratively updates network weights to minimize prediction error. 

Figure 5.1: Model Architecture 

With the architecture defned, training options are then specifed. The optimizer is set 

to Adaptive Moment Estimation (Adam), a stochastic gradient-based method widely used 

in deep learning. Adam combines momentum-based updates with adaptive learning rates, 

ofering faster convergence, improved stability for noisy gradients, and reduced sensitivity to 

hyperparameter selection—properties that make it well suited for recurrent neural network 
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training. 

The maximum number of training epochs is user-defned and specifes how many 

complete passes are made through the training dataset. Increasing the number of epochs 

allows the model to learn more complex patterns but introduces the risk of overftting; 

the optimal value is typically determined by monitoring validation performance. Early 

stopping criteria was implemented to terminate training when validation performance ceased 

to improve and had stabilized. 

The mini-batch size controls how many training sequences are processed before updating 

network weights. Smaller batch sizes can improve generalization but introduce noisier 

gradient estimates and slower computation, while larger batch sizes provide smoother 

gradients at the cost of increased memory usage. 

The number of hidden units in the BiLSTM layer is also confgurable. A larger hidden 

unit count allows the model to capture more complex temporal relationships but increases 

computational cost and the risk of overftting. 

Additional training settings include data shufing, whereby the order of training 

sequences is randomized at the start of each epoch. This prevents the model from learning 

spurious patterns attributable to data ordering and improves generalization. 

Training is performed on either a CPU or GPU depending on available hardware, with 

GPU acceleration signifcantly reducing training time by parallelizing matrix operations, 

recurrent computations, and gradient propagation. 

Throughout training, MATLAB provides a progress plot that visualizes key metrics 

such as loss over time, enabling monitoring of convergence behavior, detection of instability, 

and identifcation of overftting. This visualization proved valuable in refning model 

confgurations. 

Once training is complete, the function outputs a trained RNN model ready for 

prediction. 
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Model Predictions 

Evaluation Metric 

To evaluate prediction performance, the mean absolute error (MAE) was used to 

compare the predicted component signals produced by the RNN models against the ground-

truth component signals obtained by the Picoscope. 

1 
n 

MAE = |yi − ŷi| (5.3) 
n 

i=1 

MAE is an appropriate evaluation metric for this task because it involves reconstructing 

continuous-valued PAM3 waveforms. MAE measures the average absolute amplitude 

diference between the predicted and ground-truth signals at each time sample, providing a 

direct assessment of waveform fdelity. Performance in this context depends on minimizing 

linear deviations in signal levels rather than heavily penalizing occasional large errors. 

Overlapping Predictions 

After the model has been trained, new data can be used to convert full-duplex signals 

into their component signals. A function was designed to perform the sequential prediction, 

reconstruction, and performance evaluation of the trained RNN model on the testing dataset. 

The segmented test inputs are frst recombined into a single continuous time series, which 

is then re-windowed into overlapping segments of a fxed, user-defned length. Overlapping 

windows allow the model to generate predictions on sliding temporal intervals rather than 

on independent, non-overlapping blocks. 

Overlapping is necessary due to an important observation: MAE is notably worse at 

the beginning and end of each segment. The function supports overlapping predictions 

using simple rectangular window types. RNNs require temporal context from time steps 

preceding—and, depending on the model type, following—the current prediction step. This 
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context is absent at the boundaries of a segment fed into the model, leading to elevated 

MAE at those locations. this observation was made on a Bi-LSTM model, with LSTM and 

GRU models only performing worse at the start of the predictions given they only rely on 

past temporal context. 

The observation that motivated the overlapping strategy is illustrated Figure 5.2. On 

a per-sample basis, the MAE for each sample within its respective window was averaged. 

These per-sample MAE averages were then grouped into bins spanning 1% of the segment 

length in order to present the results more clearly. 

Figure 5.2: MAE Before Overlapping Predictions 

The MAE is clearly elevated at both the beginning and end of each segment. It 

decreases rapidly from the frst 1% bin, leveling of around the 10% mark, and then rises 

again exponentially beyond the 90% mark toward the end of the segment. This trend is 

consistent across both component signals. In the well-performing interior of the segment, 

the MAE falls in the 10−3 range, while the worst-performing boundary regions reach the 



 

              

          

              

            

        

      

            

              

            

            

  

               

          

                

68 

10−2 range. This diference is sufciently large to motivate the adoption of an overlapping 

prediction strategy to improve signal reconstruction accuracy and decoding performance. 

After a 5% overlap is applied, Figure 5.3 shows the same binned MAE calculation. 

This overlap was implemented using rectangular windows, extracting the middle 90% of 

each prediction and stitching the extracted portions together. 

Figure 5.3: MAE After Overlapping Predictions 

The 5% overlap yields substantially improved MAE results, with the error remaining 

near 0.002 throughout the entire segment. When binned, the MAE values for both TA 

and TB appear nearly identical. Given the magnitude of the improvement, overlapping 

predictions represent a necessary addition to the pipeline for achieving accurate component 

signal reconstruction. 

One notable observation is shown in Figure 5.4, which plots the average MAE at every 

sample over a 1000-sample segment. This fner-resolution calculation provides additional 

insight into the per-signal diference in MAE, as well as a pronounced spike near sample 950. 



 

        

            

              

          

       

             

            

            

          

    

             

           

           

69 

Figure 5.4: MAE After Overlapping Predictions Per Sample 

Due to the rectangular windowing employed by the overlapping prediction scheme, the 

stitch points exhibit a noticeable spike in MAE relative to the surrounding samples. When 

concatenating rectangular windows, discontinuities at the boundaries can introduce localized 

prediction errors precisely at the stitch point. 

After prediction, the overlapping samples at the start of each window are discarded 

to prevent duplicate estimates, and the remaining outputs are concatenated to reconstruct 

a continuous predicted signal. The reconstructed signal is then divided into fxed-length 

segments to match the original segmentation structure used for evaluation. 

Comparing to Ground Truth 

To enable a direct comparison with the ground-truth targets, the testing targets are 

processed using the same trimming, concatenation, and re-segmentation procedure applied to 

the predictions, ensuring temporal alignment and identical segment lengths. The function 
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then computes the MAE independently for both component signals over every segment, 

and also computes an overall MAE across the entire testing set. These metrics serve as 

quantitative measures of the accuracy with which the component signals are reconstructed 

from the full-duplex signals. The true accuracy is ultimately determined by the decoder; 

however, this metric provides insight into how reliably the data can be decoded. 

This function returns the segmented predictions, the processed targets, and the overall 

MAE values for the available outputs, completing the post-processing pipeline for the 

sequential RNN predictions. 

Determining RNN Architecture 

The appropriate type of RNN model frst needed to be determined. MATLAB provides 

built-in training architectures for GRU, LSTM, and BiLSTM models. All three were trained 

using the same baseline hyperparameter values and stopping criteria, and the best-performing 

model was selected as the reference for subsequent hyperparameter tuning. 

Table 5.1: Reference Model Hyper-Parameters 

Number of LSTM Cells Number of Hidden Units Batch Size Segment Size Overlap % 

1 64 16 1000 10% 
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Table 5.2: Model Type 

Model Type Average Overall MAE TA MAE TB Average MAE 

LSTM 0.0099 0.0092 0.0113 

GRU 0.0116 0.0107 0.0124 

BiLSTM 0.0026 0.0025 0.0027 

The BiLSTM model achieved by far the best performance in predicting the component 

signals, with an MAE substantially lower than those of the LSTM and GRU models. 

This result motivated the selection of the BiLSTM as the reference architecture, with the 

hyperparameters listed above serving as the baseline for subsequent sweeps. 

The resulting predictions are shown in the Figure 5.5. Each quadrant shows a segment 

of data with the predicted and ground truth waveforms plotted over one another. The 

predicted waveforms are shown in red, and the ground truth waveforms are shown in green. 

The left hand side shows two plots of segments for signal TA that had the best average MAE 

on the top left and the worst on the bottom right. Same goes for TB on the right hand 

side. The best segments of the prediction perform a nearly identical match to the ground 

truth with as low as a 0.0002 MAE. There are sections as seen in the worst segments that 

the MAE increases, however, the predicted waveform still follows the pattern of the ground 

truth waveform with slight amplitude diferences. 
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Figure 5.5: Reference Model Prediction Results 

Tuning Hyper-Parameters 

Bi-LSTM Layers 

The reference model served as the baseline for hyperparameter tuning. For each 

parameter, multiple models with variations in that parameter were trained while all other 

parameters were held fxed at their reference values. This approach allows the efect of each 

parameter on model performance to be isolated. 

All models employed the same early stopping criterion based on validation performance. 

During training, the validation root mean squared error (RMSE) was evaluated after a 

fxed number of training iterations. If the RMSE did not improve meaningfully between 

evaluations, a counter tracked the number of consecutive non-improving checks. A validation 

patience threshold was defned such that once the counter reached this threshold, training 



 

            

              

         

             

                

             

             

              

  

      

             

    

    

    

    

    

Table 5.3: Hyperparameter Sweep — Architecture 

Number of LSTM Cells Average Overall MAE TA Average MAE TB Average MAE 

1 0.0017 0.0015 0.0018 

2 0.0017 0.0015 0.0018 

3 0.0027 0.0026 0.0027 

4 0.0015 0.0014 0.0015 

5 0.0019 0.0018 0.0019 
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was terminated early. This ensured that models trained only while meaningful improvement 

was occurring. As a result, individual models trained for varying numbers of epochs, but 

the stopping criterion was held identical across all confgurations. 

To begin tuning, the model architecture was modifed. Rather than using a single 

BiLSTM layer, the output of one BiLSTM layer can be passed as input to additional BiLSTM 

layers, enabling the network to learn more complex temporal representations. The tradeof is 

increased training and inference time due to higher model complexity. The reference model 

contained a single BiLSTM layer; additional models were trained with two to fve total 

BiLSTM layers. 

Increasing the number of BiLSTM layers did not yield meaningful improvements in 

prediction accuracy. While a marginal reduction in MAE was observed for the four-

layer confguration, the improvement was negligible relative to the associated increase in 

model complexity and training time. Therefore, stacking additional BiLSTM layers was not 

considered benefcial for this application. 
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Hidden Units 

The number of hidden units governs the size of the internal cell state in the BiLSTM 

architecture. Increasing the number of hidden units enables the model to capture more 

complex temporal relationships but also increases computational cost. The number of hidden 

units was swept from 16—below the reference value—up to 1024, doubling at each step, while 

all other parameters were held constant. 

Table 5.4: Hyperparameter Sweep — Hidden Units 

Number of Hidden Units Average Overall MAE TA Average MAE TB Average MAE 

16 0.0026 0.0023 0.0029 

32 0.0017 0.0016 0.0017 

64 0.0017 0.0015 0.0018 

128 0.0015 0.0014 0.0016 

256 0.0015 0.0013 0.0017 

512 0.0019 0.0021 0.0016 

1024 NaN NaN NaN 

Tuning the number of hidden units produced only minor improvements relative to the 

reference model. Performance improved modestly between 32 and 256 hidden units, after 

which the MAE increased. The 1024 hidden unit confguration failed to converge, yielding 

invalid outputs. Overall, increasing the number of hidden units provided diminishing returns 

while substantially increasing model complexity and training time. 

Batch Size 

Batch size determines how frequently the model weights and biases are updated during 

forward and backward propagation. Smaller batch sizes lead to more frequent weight 
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updates, which can improve generalization at the cost of longer training times. Larger 

batch sizes converge more quickly but may reduce generalization performance. Batch size 

was swept from 8 to 512 while all other parameters were held constant. 

Table 5.5: Hyperparameter Sweep — Batch Size 

Batch Size Average Overall MAE TA Average MAE TB Average MAE 

8 0.0019 0.0018 0.0020 

16 0.0017 0.0015 0.0018 

32 0.0014 0.0013 0.0015 

64 0.0018 0.0017 0.0018 

128 0.0019 0.0019 0.0019 

256 0.0024 0.0023 0.0024 

512 0.0022 0.0021 0.0023 

Batch size had minimal impact on model performance. The lowest MAE was achieved 

at a batch size of 32, though the improvement relative to neighboring confgurations was 

small. Larger batch sizes slightly degraded performance but remained within a narrow error 

range. Overall, batch size exerted limited infuence on prediction accuracy. 

Segment Size 

The segment size determines the length of the input sequence fed into the model at each 

step. During preprocessing, the data is divided into fxed-length sequences; larger segment 

sizes provide more temporal context per sample but reduce the total number of available 

training sequences. Conversely, smaller segment sizes increase the number of training samples 

but may limit the model’s temporal modeling capability. 
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Table 5.6: Hyperparameter Sweep — Segment Size 

Segment Size Average Overall MAE TA Average MAE TB Average MAE 

250 0.0020 0.0020 0.0020 

500 0.0021 0.0020 0.0021 

1000 0.0017 0.0015 0.0018 

2500 0.0017 0.0018 0.0015 

5000 0.0014 0.0014 0.0013 

10000 0.0015 0.0013 0.0016 

Increasing segment size generally led to modest improvements in performance, with the 

lowest MAE observed at larger segment sizes. However, the gains were marginal and came 

at the cost of increased memory usage and longer training times. Smaller segment sizes 

performed slightly worse but remained within a narrow error range. 

Overlap % 

Prediction overlap was also evaluated to determine whether overlapping prediction 

windows improved performance. 
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Table 5.7: Hyperparameter Sweep — Overlap 

Prediction Overlap Average Overall MAE TA Average MAE TB Average MAE 

0% 0.0023 0.0021 0.0025 

5% 0.0017 0.0015 0.0018 

10% 0.0016 0.0014 0.0018 

15% 0.0016 0.0014 0.0018 

20% 0.0016 0.0014 0.0018 

25% 0.0016 0.0014 0.0018 

Introducing prediction overlap improved performance relative to the non-overlapping 

baseline, with the majority of the gain occurring between 0% and 10%. Beyond 10%, 

performance gains saturated, indicating diminishing returns for larger overlap values. 

Model Selection 

Based on the hyperparameter sweeps, several representative model confgurations were 

selected for comparison. The reference model is included to provide a direct comparison 

between performance at the start and end of the tuning process. The model labeled “Best” 

was assembled by selecting, for each hyperparameter, the value that produced the lowest 

overall MAE. The model labeled “Worst” was assembled analogously using the values that 

produced the highest MAE. The “Middle” model was formed by selecting the values yielding 

MAE between the best and worst. Finally, the “Observation” model was assembled based 

on trends identifed through inspection of the sweep results. 
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Table 5.8: Models Selected Hyper-Parameters and Results 

Model BiLSTM Cells Hidden Units Batch Size Segment Size Overlap Average Overall MAE TA Average MAE TB Average MAE Epochs 

ref 1 64 16 1000 5% 0.0017 0.0015 0.0018 23 

1 - Best 4 128 32 5000 10% 0.0017 0.0015 0.0018 65 

2 - Worst 3 16 256 500 0% 0.0026 0.0025 0.0027 100 

3 - Middle 2 32 128 2500 5% 0.0017 0.0016 0.0017 100 

4 - Observation 1 128 32 5000 10% 0.0014 0.0012 0.0016 100 

Overall, hyperparameter tuning demonstrated that model performance was relatively 

insensitive to architectural and training variations. Most confgurations produced similar 

MAE values, indicating that the BiLSTM architecture is robust for this signal separation 

task when provided with two full-duplex tap signals as inputs. Consequently, simpler 

confgurations were preferred when performance diferences were negligible, reducing training 

time and computational complexity while maintaining comparable accuracy. 

Changing Tap Points Comparison 

While tap points A and B were the initial design choice due to their symmetrical 

placement relative to their respective endpoints, tap point D was also available for use. 

This section investigates whether the choice of tap point combination afects the prediction 

accuracy of the component signals. 

Model 4, the “Observation” model, was identifed as providing the best component 

signal reconstruction and was used as the baseline for comparison. Two additional models 

were trained using alternative tap point combinations: A and D, and B and D. 

In addition to varying the tap points, the LSTM and GRU architectures were re-

evaluated using the same hyperparameters as Model 4 to determine whether the superior 

signal replication of the Bi-LSTM model was attributable to more accurate decoding. 
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Table 5.9: Double Tap Point and RNN Comparison Models 

Model Average Overall MAE TA Average MAE TB Average MAE 

Observation 0.0017 0.0015 0.0018 

AD 0.0025 0.0022 0.0027 

BD 0.0026 0.0025 0.0026 

LSTM 0.0111 0.0101 0.0120 

GRU 0.0107 0.0099 0.0115 

Overall, the models using alternative tap point combinations performed reasonably 

well relative to one another and to the reference model. The predicted component signals 

remained accurate; however, a noticeable increase in MAE was observed compared to using 

tap points A and B. Additionally, these models required longer training times to converge. 

This reduction in accuracy is likely attributable to the relative spacing of the tap points 

along the wire. Tap point D is centrally located, whereas A and B are positioned between 

D and the nearest endpoints. This diference alters the signal propagation relationships 

between the tapped signals and the component signals TA and TB, requiring the model to 

learn a more complex mapping to accurately reconstruct the component signals. 

The LSTM and GRU models showed improved performance compared to their earlier 

reference confgurations; however, their MAE remained signifcantly higher than that of the 

BiLSTM models. 

Decoding Results 

The ground-truth decoding results yielded a 93% decode accuracy on successfully 

identifed frames. The MAE was used solely to characterize how closely the predicted 
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component signals matched the ground truth. The true measure of model performance 

was how well each confguration performed when subjected to the same decoding pipeline. 

Ideally, the predicted component signals would achieve decode accuracy at least comparable 

to that obtained on the ground-truth signals. 

The decode results for the reference, best, worst, middle, observation, double tap 

comparison, and RNN comparison models are presented below. The same evaluation 

procedure applied to the ground-truth data was used here, and the same sources of 

error—PAM3 errors, SSD/ESD errors, and no frame detected—apply. 

Table 5.10: Passive Double Tap Decode Results 

Model Accuracy VALID Frames Total Frames PAM3 Errors SSD/ESD Errors No Frames Found 

Ref 0.9423 702 745 22 21 142 

Best 0.9516 708 744 15 21 151 

Worst 0.7883 592 751 135 24 152 

Mid 0.9464 706 746 17 23 160 

Observation 0.9570 712 744 11 21 165 

AD 0.9491 709 747 14 24 162 

BD 0.9518 711 747 12 24 162 

LSTM 0.9704 720 742 2 20 150 

GRU 0.9689 717 740 3 20 147 

These decoding results lead to a notable conclusion: every model except the “Worst” 

confguration outperformed the ground-truth decoding baseline, with all exceeding 93% 

accuracy. This outcome is likely attributable to the model predictions potentially improving 

waveform fdelity by producing more consistent transitions and amplitude levels than the 

raw ground-truth signals. 

The Observation model achieved the highest decode accuracy among all double 

tap BiLSTM confgurations; however, the overall highest accuracy was obtained by the 
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LSTM and GRU models. These models exhibited signifcantly higher MAE values yet 

achieved superior decode accuracy relative to the BiLSTM models—a fnding that clearly 

demonstrates MAE alone is not a sufcient indicator of passive tap prediction quality. 

A possible explanation for this improved decoding performance is that the LSTM and 

GRU models, while not as close to the exact waveform shape, may produce outputs that 

more consistently hover near expected voltage levels, whereas the BiLSTM more accurately 

replicates the detailed waveform of the ground-truth signals. 

Overall, a double tap RNN model can efectively serve as a passive tap for Automotive 

Ethernet and, in most confgurations, can improve upon signal fdelity as evidenced by the 

higher decode accuracy achieved relative to the ground-truth baseline. These results indicate 

that ML is a viable approach for developing a passive tap for full-duplex communication 

systems. 
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PASSIVE SINGLE TAP 

Introduction 

The passive tap investigation demonstrated that a BiLSTM model could accurately 

separate component signals from two full-duplex tap points with relatively low complexity. 

The hyper-parameter sweep revealed that model performance was largely insensitive to 

architectural and training variations, suggesting that the two-tap confguration provided 

sufcient information for the model to easily identify the separation pattern. 

This chapter investigates whether component signal separation remains feasible using 

only a single tap point. Reducing the number of required tap points has practical 

implications, as it simplifes the hardware requirements of the passive tap. However, the 

problem fundamentally changes in complexity; the model must now infer both component 

signals from a single observation, rather than leveraging two spatially distinct measurements 

of the wire. 

The same methodology established in the passive tap investigation is followed here. A 

reference model is frst established using the optimal confguration identifed previously. A 

sweep of hyper-parameters is then performed to determine whether model complexity has 

a greater impact on performance in this more constrained setting. Finally, representative 

model confgurations are selected and evaluated on decode accuracy, with other single tap 

points, LSTM, and GRU architectures included for comparison. 

Reference Model 

The reference model for the single-tap investigation uses the same hyperparameter 

confguration as the optimal model identifed in the passive double tap chapter. This provides 

a meaningful baseline and allows direct comparison between the two-tap and single-tap 
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 Table  6.2: 

 Average 

 Single  Tap  Model 

 Overall  MAE 

 Type 

 TA 

 Comparison 

 MAE  TB  Average  MAE 

 LSTM  0.0845  0.0962  0.0728 

 GRU  0.0797  0.0918  0.0675 

 BiLSTM  0.0270  0.0273  0.0267 
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confgurations under identical training conditions. Tap point D was selected to train the 

reference model as it was in the direct middle of the endpoints in the experiment and was 

thought to have the most success in recognizing equal but opposite shifts in the predictions. 

Table 6.1: Single Tap Reference Model Hyper-Parameters 

Number of LSTM Cells Number of Hidden Units Batch Size Segment Size Overlap % 

1 128 32 5000 10% 

Determining RNN Architecture 

As in the passive tap investigation, LSTM, GRU, and BiLSTM architectures were 

evaluated using the reference model hyper-parameters to determine which model type best 

suits the single-tap separation task. 

The Bi-LSTM had far better MAE values than the LSTM and GRU architecture. This 

is likely because the single-tap confgurations are a much more complex task that the LSTM 

and GRU cannot handle like the Bi-LSTM. Therefore, the Bi-LSTM will be selected once 

again as the reference model for hyperparameter tuning. The LSTM and GRU will be trained 



 

             

               

  

             

               

             

               

   

 

            

                 

                

            

        

             

    

    

    

    

    

Table 6.3: Single Tap — Modifying Hyper-Parameters: Architecture 

Number of Bi-LSTM Cells Average Overall MAE TA Average MAE TB Average MAE 

1 0.0270 0.0273 0.0267 

2 0.0034 0.0032 0.0036 

3 0.0025 0.0024 0.0025 

4 0.0049 0.0047 0.0051 

5 0.0025 0.0022 0.0027 
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with identical hyperparameters as the best performing Bi-LSTM model for comparison in the 

decoding test to determine if a similar result can be obtained to the double-tap confguration. 

Tuning Hyper-Parameters 

The reference model served as the baseline for hyper-parameter tuning. The same sweep 

methodology from Chapter 5 was applied, varying one parameter at a time while holding all 

others constant. Given that the single-tap task presents a more complex separation problem, 

the impact of model capacity on performance was expected to be more pronounced than in 

the two-tap case. 

Architecture 

One notable addition to the Bi-LSTM architecture with multiple Bi-LSTM layers, is 

that the hidden units for each layer followed a funnel pattern, where the frst layer had the 

set number of hidden units, and each layer proceeding had half the amount of hidden units 

compared to the previous layer. This is a typical architecture for ANNs. 

Network depth had a far greater impact on single-tap performance than in the double-

tap case. Adding a second BiLSTM layer reduced MAE from 0.0270 to 0.0034, and a third 
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layer improved this further to 0.0025. This contrasts sharply with the double-tap results, 

where additional layers provided negligible beneft, highlighting that the single-tap problem 

requires greater model capacity. Beyond three layers, performance became inconsistent, 

likely due to optimization difculties in deeper networks. The three-layer confguration was 

selected as the best balance between performance and training stability. 

Hidden Units 

Table 6.4: Single Tap — Modifying Hyper-Parameters: Hidden Units 

Number of Hidden Units Average Overall MAE TA Average MAE TB Average MAE 

32 0.0492 0.0492 0.0492 

64 0.0279 0.0279 0.0278 

128 0.0270 0.0273 0.0267 

256 0.0167 0.0169 0.0164 

512 0.0106 0.0108 0.0103 

Hidden unit count had a strong, consistent efect on performance — MAE decreased 

from 0.0492 at 32 units to 0.0106 at 512 with no sign of saturation. This contrasts with 

the double-tap case and suggests the model has not yet reached its representational ceiling. 

The 1024-unit confguration could not be evaluated due to GPU memory constraints, and 

further exploration with higher-capacity hardware is warranted. 

Batch Size 



 

         

           

    

    

    

    

    

Table 6.5: Single Tap — Modifying Hyper-Parameters: Batch Size 

Batch Size Average Overall MAE TA Average MAE TB Average MAE 

8 0.0084 0.0085 0.0083 

16 0.0122 0.0121 0.0123 

32 0.0270 0.0273 0.0267 

64 0.0276 0.0278 0.0274 

128 0.0479 0.0482 0.0476 
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Batch size had a more signifcant efect here than in the double-tap case, with MAE 

decreasing consistently as batch size decreased from 0.0479 at 128 down to 0.0084 at 8. 

More frequent weight updates appear particularly benefcial for learning this more complex 

single-tap mapping. The smallest feasible batch size should be preferred, subject to memory 

and training time constraints. 

Segment Size 



 

         

           

    

    

    

    

    

    

Table 6.6: Single Tap — Modifying Hyper-Parameters: Segment Size 

Segment Size Average Overall MAE TA Average MAE TB Average MAE 

500 0.0123 0.0127 0.0118 

1000 0.0104 0.0105 0.0103 

2500 0.0115 0.0114 0.0117 

5000 0.0270 0.0273 0.0267 

10000 0.0307 0.0308 0.0305 

20000 0.0490 0.0494 0.0485 
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Segment size showed that is was optimal at 1000 samples, contrasting with the double-

tap case where larger segments performed better. Smaller segments increase the total number 

of training sequences available, which appears to beneft convergence on the harder single-

tap problem. At 500 samples performance degraded slightly, suggesting the model requires a 

minimum amount of temporal context per sequence. Beyond 1000, MAE increased steadily, 

reaching 0.0490 at 20000 samples. 

Prediction Overlap 
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Table 6.7: Single Tap — Optimizing Overlap 

Prediction Overlap Average Overall MAE TA Average MAE TB Average MAE 

0% 0.0286 0.0289 0.0282 

5% 0.0270 0.0273 0.0267 

10% 0.0270 0.0273 0.0267 

15% 0.0270 0.0273 0.0267 

20% 0.0270 0.0273 0.0267 

25% 0.0270 0.0273 0.0267 

Results closely mirrored the double-tap case. Any overlap improved performance 

relative to the zero-overlap baseline, but results saturated immediately at 5% with no further 

improvement beyond that point. A 10% overlap was retained for consistency with the double-

tap confguration. 

Selected Model Confgurations 

Based on the hyperparameter sweeps, several representative model confgurations were 

selected for comparison. The reference model is included to provide a direct comparison 

between performance at the start and end of the tuning process. The model labeled “Best” 

was assembled by selecting, for each hyperparameter, the value that produced the lowest 

overall MAE. The model labeled “Worst” was assembled analogously using the values that 

produced the highest MAE. The “Middle” model was formed by selecting the values yielding 

MAE between the best and worst. Finally, the “Observation” model was assembled based 

on trends identifed through inspection of the sweep results. 
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Table 6.8: Single Tap — Selected Models Hyper-Parameters and Results 

Model BiLSTM Cells Hidden Units Batch Size Segment Size Overlap Average Overall MAE TA Average MAE TB Average MAE Epochs 

ref 1 128 32 5000 10% 0.0270 0.0273 0.0267 100 

1 - Best 3 512 16 1000 10% 0.0053 0.0049 0.0057 10 

2 - Worst 1 32 128 20000 0% 0.1506 0.1515 0.1497 100 

3 - Mid 2 256 16 5000 10% 0.0022 0.0021 0.0022 100 

4 - Observation 3 128 16 1000 10% 0.0032 0.0031 0.0033 10 

The Middle model achieved the lowest overall MAE of 0.0022, with nearly identical 

performance across both component signals. Notably, this is comparable to the best double-

tap confgurations, suggesting that with sufcient model capacity, a single tap point can 

approach two-tap reconstruction quality. The Best model converged in only 10 epochs, 

suggesting early stopping terminated training prematurely despite its individually optimal 

hyperparameters. The Worst model confrmed that a shallow architecture combined with 

large batch size and segment size severely degrades performance, with MAE reaching 0.1506. 

Comparison Models 

Model 3 was selected to train the remaining models, using the same hyperparameters 

for training with tap point A, tap point B, and LSTM with tap point D, and a GRU with 

tap point D. 
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Table 6.9: Single Tap Point and RNN Comparison Models 

Model Average Overall MAE TA Average MAE TB Average MAE 

Middle 0.0018 0.0018 0.0018 

A 0.0017 0016 0.0018 

B 0.0018 0.0016 0.0019 

LSTM 0.0509 0.0553 0.0465 

GRU 0.0838 0.0895 0.0780 

The BiLSTM models using tap points D, A, and B achieved nearly identical MAE, 

all within 0.0001 of one another. This consistency across all three tap point locations 

suggests that for the single-tap BiLSTM confguration, the choice of tap point has minimal 

impact on signal reconstruction quality, in contrast to the double-tap case where tap 

point proximity to the endpoints infuenced performance. The LSTM and GRU models, 

however, failed to learn the single-tap separation task efectively, producing MAE values of 

0.0509 and 0.0838 respectively, more than an order of magnitude higher than the BiLSTM 

confgurations. This stands in sharp contrast to the double-tap results, where LSTM and 

GRU achieved competitive MAE and even superior decode accuracy. The single-tap problem 

is fundamentally more complex, and the bidirectional processing capability of the BiLSTM 

appears essential for inferring both component signals from a single observation. 

Decoding Results 
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Table 6.10: Single Tap Decode Results 

Model Accuracy VALID Frames Total Frames PAM3 Errors SSD/ESD Errors No Frames Found 

Ref NaN NaN NaN NaN NaN NaN 

Best 12.1% 52 430 254 124 517 

Worst NaN NaN NaN NaN NaN NaN 

Mid 82.1% 527 642 56 59 164 

Observation 54.6% 339 621 208 74 351 

A 93.1% 648 696 18 30 181 

B 96.0% 716 746 5 25 152 

LSTM 10.2% 18 176 95 63 200 

GRU NaN NaN NaN NaN NaN NaN 

The single-tap decode results reveal a wide performance range across model confg-

urations, and several results warrant careful interpretation. The Ref and Worst models 

produced NaN results, indicating complete failure to generate decodable signals, consistent 

with the expectation that poorly confgured single-tap models lack the capacity to learn the 

separation task. The Best model, despite assembling individually optimal hyperparameters, 

achieved only 12.1% decode accuracy with a high PAM3 error count, reinforcing the earlier 

observation that early stopping terminated training prematurely at 10 epochs before the 

model fully converged. 

The Middle model achieved 82.1% decode accuracy, a substantial result given the 

difculty of the single-tap problem, though it falls short of the 93.0% ground-truth baseline. 

The Observation model reached only 54.6%, despite comparable MAE to the Middle model, 

again demonstrating that MAE is not a reliable predictor of decode performance. 

The most striking results come from tap points A and B, which achieved decode 

accuracies of 93.1% and 96.0% respectively — matching and exceeding the ground-truth 

baseline. This is a remarkable fnding: a single passive probe at either endpoint-proximal 
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tap point is sufcient to achieve decode accuracy comparable to the double-tap approach. 

The superior performance of tap points A and B over tap point D likely refects their closer 

proximity to the individual endpoints, providing a signal with a more dominant contribution 

from one component, which reduces the complexity of the separation task for the model. 

The LSTM model achieved only 10.2% accuracy and the GRU result was invalid, 

consistent with the MAE comparison showing these architectures are inadequate for single-

tap separation. Overall, the single-tap results demonstrate that while the task is signifcantly 

more sensitive to confguration than the double-tap case, well-designed BiLSTM models with 

appropriate tap point selection can achieve ground-truth-level decode accuracy from a single 

passive observation point. 
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CONCLUSION 

This thesis investigated the feasibility of using RNNs as a passive monitoring tool 

for full-duplex Automotive Ethernet communication. The core challenge addressed was 

the separation and decoding of superimposed component signals from a passively observed 

full-duplex PAM3 channel, without participation in link negotiation or knowledge of the 

transmitted data at either endpoint. 

To support this investigation, a custom decoding pipeline was developed and validated 

against ground-truth data, achieving an overall frame decode accuracy of 93.0%. This 

pipeline handled all stages of the 100BASE-T1 receive chain, including clock recovery, 

PAM3 symbol extraction, frame boundary detection, LFSR-based descrambling, and CRC 

validation. The pipeline serves as the primary evaluation framework for all subsequent ML 

experiments. 

A double-tap passive monitoring approach was then developed and evaluated. Bi-

LSTM, LSTM, and GRU architectures were trained to predict the individual component 

signal TA and TB from two passively observed full-duplex signals. Hyperparameter tuning 

across architecture depth, hidden units, batch size, segment size, and prediction overlap 

demonstrated that model performance was relatively insensitive to architectural variation, 

with the Bi-LSTM consistently achieving the lowest MAE. However, a key fnding emerged 

from the decoding evaluation. LSTM and GRU models, despite higher MAE relative to 

the Bi-LSTM, achieved superior frame decode accuracy of 97.0% and 96.9% respectively, 

exceeding the ground-truth baseline of 93.0%. The result demonstrated that MAE alone 

is not a sufcient indicator of passive tap quality, and that decode accuracy is the more 

meaningful measure for model performance. 

A single-tap passive monitoring approach was then explored to defne the limitations of 

ML based signal separation. The Bi-LSTM architecture was necessary for any tap point to 
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be successful given the more complex task. A respectable performance was achieved for all 

three single-tap points, with tap point B performing equally as well as the best double-tap 

confgurations. These results were not replicated with tap points A or D even with the same 

model parameters, likely due to the stopping criteria limiting these models. Even though 

these models performed worse, as a whole, all single-tap decoding results provide a proof of 

concept that with a complex model architecture, signal separation is in fact possible with 

one tap point. 

Research Questions Revisited 

The research questions posed in Chapter 1 can now be addressed. 

Can machine learning models predict component signals within a full-duplex 

Automotive Ethernet channel using only passively observed signals? Yes. Many 

RNN models successfully reconstructed component signals from passively observed full-

duplex measurements, with the best confgurations exceeding ground-truth decode accuracy. 

Which RNN architecture provides the most efective performance? For signal 

replication as measured by MAE, the Bi-LSTM consistently outperformed the LSTM and 

GRU. However, for the more meaningful metric of frame decode accuracy, the LSTM and 

GRU achieved superior results, suggesting that exact waveform fdelity is less important 

than producing consistent, decodable signal levels. 

Are the predicted component signals sufciently accurate to allow successful 

decoding of Ethernet frames? Yes. The majority of double tap model confgurations 

exceeded the 93.0% ground-truth decode accuracy baseline, confrming that machine learning 

predictions contain sufcient information to reconstruct valid Ethernet frames. 

What limitations exist when applying machine learning to passive monitor-

ing of full-duplex communication channels? The primary limitations identifed were 

that for a double tap model, any confguration with overlapping predictions would result in 
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successful component signal prediction and even improve the decode accuracy. Single tap 

is even possible with the right model architecture to capture the more complex task. All 

single tap points produced respectable decode results, with just a much higher variation due 

to model training diferences. 

Future Work 

The next step in this research project will be to apply what was learned from the ML 

based passive tap of Automotive Ethernet and apply it to Gigabit Ethernet (1000BASE-T). 

Gigabit Ethernet has full-duplex communication across four twisted-pair cables using PAM5 

encoding. The increased signal complexity and the need to separate signals across multiple 

pairs represents a more challenging problem for developing a passive tap. The methodology 

developed for Automotive Ethernet should provide a strong foundation for solving the same 

problem for Gigabit Ethernet. 

INL is working on providing datasets with more variable frames so that the decoding 

pipeline can be tested on a more practical networking environment. Evaluating performance 

across a more diverse dataset would further validate the developed decoding pipeline. 

Finally, if Gigabit Ethernet ML passive decoding can be achieved, implementing a 

design on hardware and applying to an actual network environment would be achieving the 

ultimate goal of the project. 
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