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ABSTRACT

As the aerospace industry continues to accelerate in growth and mission frequency,
the demand for high-performance computers that can withstand radiation environments
has become a critical need within the field. Traditional space computing systems rely on
specialized and complex means of radiation resistance, but more modern systems seek to
implement redundant components to mitigate radiation effects. This dissertation presents a
novel approach to radiation-tolerant space computing, based on Montana State University’s
RadPC program, by developing a resilient architecture leveraging the open-source RISC-
V processor. The architecture discussed is designed to withstand radiation environments
and engage repairs for damaged sections using commercial, off-the-shelf components -
without requiring radiation-hardened fabrication processes or specialized manufacturing.
This dissertation discusses the design and performance of the components required to
ensure radiation resilience in the system, reconfigure compromised processors in the event
of damage, and provides a characterization of the system’s overall performance in various
space environments.
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INTRODUCTION

The Need For Space Computers

Space exploration, as an industry, has grown rapidly over the past decade due to
increasing interest and investment from the private sector [39]. Companies such as SpaceX,
Blue Origin, Firefly Aerospace, etc. have formed to develop new spacecraft [60, 62, 63] and
companies such as Boeing, Lockheed Martin, and Northrop Grumman Innovation Systems
have accelerated research and development of new aerospace technologies [58, 59, 61]. NASA
continues to launch the Artemis program, a series of missions designed to cement a human
presence on the moon [42], and has set its sights on future Mars missions [44]. With increased
demand for space exploration comes increased demand for aerospace hardware that can safely
carry humans and equipment deep into space, and these companies and organizations seek
to meet these requirements.

Despite their advancements in Earth-based computing technology over the last few
decades, the reliability and performance of currently implemented space computers has
stalled. Consider the Mars-deployed Opportunity Rover, which suffered a nearly fatal
systems failure in 2009. Charged particles from a radiation strike had caused its motor
controller board to crash [65]. The incident left NASA engineers and technicians with no
choice but to let the controller stop the rover, wait for the system to resume normal operation,
and hope that no further strikes would interfere. Fortunately, Opportunity made a successful
recovery and resumed its mission long past the expected finish date.

The risks of radiation strikes have left their mark on NASA, so much so that engineers
considered the 2013 Curiosity rover computer failure to be a result of a radiation strike

[57]. While Perseverance, deployed on the surface of Mars in 2021, has yet to experience



2

any crippling radiation damage, it still uses the exact same dual-computer strategy of its
sibling rovers Curiosity, Opportunity, and even Spirit. NASA’s Jet Propulsion Lab has
documented the Perseverance rover’s recovery from radiation effects during its mission,
citing its predecessors as examples of similar events. One would assume NASA’s next rovers
would undergo extensive computer redesign to avoid meeting the same fate, but in fact, the
exact same computer system has been used on all the Mars missions going back to 2005
(ie: the BAE RAD750 space computing system). Even before such recent experiments,
the aerospace industry has documented extensive cases of radiation-induced failures in
commercial spacecraft and classified radiation anomalies in various mission environments
[3, 13].

To this day, the development of spacecraft relies on the principle of “flight heritage,” a
concept that determines the effectiveness of spaceflight hardware by evaluating how many
successful space exploration missions in which it has played a part. Current space computing
platforms have extensive flight heritage, despite their susceptibilities, and have provided

NASA a reliable, yet costly, means of launching and completing space exploration missions.

Types of Radiation Faults

Space computing systems are susceptible to cosmic radiation and charged particles
outside of the Earth’s atmosphere and magnetic field, requiring some form of error mitigation
to continue functioning [6]. Two types of failures can occur, classified as total ionizing doses
(TID) and single event effects (SEE) [10]. Figure 1.1, demonstrates both types within a
cross-sectional view of a silicon device.

TIDs cause material degradation within a computer’s silicon through charged particles
but SEEs can deposit charges that cause errors in digital signals and data latching. Older
computer hardware demonstrated greater susceptibility to TIDs due to larger process nodes

(> 65 nm) used to manufacture such chips. As modern digital technology continues to



Recombination Nuclear Displacement Oxide Charge Trapping

Metal
Oxide

A

SEE’s Qﬁ TID Q‘

Figure 1.1: Cross-sectional view of SEE and TID effects on a silicon device

decrease rapidly in size, TID errors have become less of a concern due to small feature sizes in
fabrication [4]. For instance, complementary metal-oxide-semiconductor (CMOS) integrated
circuits (ICs) manufactured in a 65nm process node demonstrate TID tolerance levels just
above 500krad, and CMOS ICs in a 28nm process node can achieve up to 600krad [81, 82]. As
such, commercial off-the-shelf (COTS) components are considered to be acceptable rad-hard
solutions in regards to TIDs [21].

Conversely, SEEs have become the prevalent concern in modern space hardware, a
concern that can be divided into three subcategories |23, 64]. A single event transient (SET)
occurs when high-energy particles strike a data line within a circuit and cause a logic-level
change. A single event upsets (SEU) is similar in concept but only occurs when high-
energy particles strike the surface of a CMOS device, depositing enough charge to prompt
an unintended logic-level shift. These logic shifts can then interfere with the functionality
of a device, requiring counteracting measures such as system resets or power cycles. At this
point, a single event functional interrupt (SEFI) has occurred and must be addressed before

eventual system failure is reached.



Radiation Hardening Methods

An immediate solution to mitigating radiation effects is to shield the payload with a
boundary material. On Earth, this strategy is a simple and cost-effective means of protecting
personnel and equipment from radiation hazards. For instance, concrete with a tungsten
additive, as a physical boundary between the radiation source and the observer, has been
shown to decrease radiation dosage significantly [28]. In space, however, such solutions are
immediately infeasible due to the large amounts of mass and volume needed to achieve
significant radiation attenuation. Transporting such mass into space drastically increases
launch service costs and is infeasible for missions, especially for smaller payloads [68|.

To address these concerns, space hardware engineers rely on two types of processes to
develop radiation resistance within computers themselves. Chips can be radiation-hardened
by process (RHBP), where the materials are altered to reduce the amount of charge deposited
when struck by radiation [37]. This process does not guarantee invulnerability, only increased
resistance to radiation-induced errors. Due to the specific and non-standard manufacturing
processes required to create these chips, coupled with limited market demand in the aerospace
sector, fabrication and design of RHBP hardware is incredibly expensive and often cost-
prohibitive.

Engineers also create radiation resistance in systems using techniques in the circuit
layout itself, a technique known as radiation-hardening by design (RHBD). Creating charge
channels and guard rings to reroute extra charge deposits due to radiation strikes can increase
a computer’s ability to survive faults and prevent system damage [2, 69]. Supporting circuits
are designed and implemented to handle charge deposits and current pulses in storage
devices, driving them away from the transistor gates to prevent disrupted operation [49, 66].
Figure 1.2 shows two examples of these additional, charge-rerouting features in the silicon.

These techniques are often paired with RHBP for maximum resistance, but un-
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Figure 1.2: Examples of RHBD Transistors: (a) Enclosed Gate Layout, (b) nMOS transistor
with charge guard ring

fortunately, cannot guarantee invulnerability. Additional bare-silicon features must be
manufactured to take advantage of these hardening strategies, increasing costs, labor, and
design complexity. Regardless, as demonstrated with the Curiosity Rover case study, such
systems will eventually lead to a failure state given enough time, component wear, and
excessive charge deposits.

While circuit hardening techniques (ie: RHBP, RHBD) take the approach of preventing
faults, another strategy that has emerged focuses on making systems resilient, or able to
recover from faults that have occured. Such techniques are referred to as built-in soft error
resilience (BISER) and implement discrete redundancy checking to prevent error propagation
[83]. These techniques implement checking mechanisms between redundant latches and
flip-flops to ensure data integrity and correct errors as they occur [52]. Memory cell
implementations of these resilience solutions seek to provide error mitigation and protect
their contents from upsets [49]. These solutions have proven to be just as effective in

some environments as RHBP and RHBD techniques but, when implemented on a transistor
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level, significantly increase the design complexity and power consumption of the device.
Regardless, the premise of resilience through redundancy checking demonstrates greater
effectiveness than radiation hardening processes.

Even as RHBP/RHBD devices mitigate the effects of heavy ions, the issue of radiation-
induced faults still persists. Within smaller process nodes, 28nm for example, the risk of
SEEs compromising the system increases, while TIDs become far less of a concern [34]. This
trend is exhibited graphically in Fig. 1.3, demonstrating that as the processing node of an IC
decreases in size, hardness against TIDs increases as hardness against SEEs reaches a lower
limit. As such, TIDs are considered significantly less of an issue in modern CMOS devices

compared to SEEs.

REFERENCE
“Radiation-Hardening by Design Phase 3,” Anthony Amort, The Boeing Company, Microelectronics Reliability & Qualification Working Meeting, 2013,
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Thus, the research presented in this dissertation aims to advance the reliability of
future space computers by implementing a novel approach to adding resilience to computing
systems. Given the limitations of radiation hardening methods in protecting space computing
systems, methods revolving around radiation resilience demonstrate greater potential in

computational reliability. Methods to reduce the effects of SEEs in commercially-available
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components are presented and evaluated in a novel architecture.
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MOTIVATION

Space Computing Roadmap

Due to the limitations of radiation-hardened fabrication methods and the heavy role
of flight heritage in developing these chips, the hardware speed lags current-generation
computers by at least twenty years [27, 43|. Figure 2.1 demonstrates this trend for radiation-
hardened processors to lag behind commercially available processors in terms of speed and
performance. Coupled with the aerospace industry’s preference for systems with flight
heritage, the lag in performance is especially noticeable for radiation-hardened systems

relative to modern, commercial units.
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As outlined in the 2020 NASA Technology Taxonomy (TX02), most current, state-
of-the-art flight computers are custom, radiation-hardened single processor systems [41].
Generally, such computers demonstrate performances of 35-400 MIPS (Mega-Instructions
Per Second), 10-200 MFLOPS (Mega-Floating Point Operations Per Second), consume power
within the 20-30W range, and show power efficiency of around 20 MIPS/W. With upcoming
missions increasing in number and complexity of tasks, there is a growing need for flight
computers to exhibit greater performance.

Within TXO02, the need for computers to surpass performances of 1000+ MIPS and
MFLOPS, consume less than 10W of power, and achieve power efficiencies of around 20
MIPS/W are present and in high demand. All of these requirements must be met, however,

with radiation resilience and the ability to mitigate faults induced by SEEs.

Prior Work On Fault Mitigation In Space Computers

NASA technology roadmaps demonstrate the need for reliable space computing systems
that can survive in harsh radiation environments and support high-speed data processing
[40]. Increasing space exploration missions demand computing systems that can meet these
requirements — with even greater importance given the roles of astronauts on manned
missions. A fatal radiation strike on an unmanned mission, though devastating, is often
limited to remotely operated hardware. A radiation strike on a mission with a human crew,
however, could be the determining factor between survival and disaster. Thus, a technology
is required that can provide the resilience and performance future space exploration requires.

Other solutions focus on redundant systems to account for errors, utilizing COTS
components in spite of susceptibility to radiation [35, 54]. These redundancies are
implemented through multiple processors, memory devices, and interface devices, structured
so a fault in one system does not leave others compromised [15]. NASA’s choice method is

triple modular redundancy (TMR), using three redundant systems to perform a task that is
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overseen by a voting mechanism that detects faulty operations|14].

The remaining consideration regards the level of redundancy within the system,
presenting a trade-off between reliability and resource consumption. For instance, a TMR
strategy cannot practically be applied to every component of a design due to limited device
space, timing constraints, resource constraints, usage of third-party IP, and other such
considerations. The effectiveness of a TMR strategy must balance the limitations of the
device area, component usage, and component density. It is practical, then, to triplicate some
components and not others — a strategy known as partial TMR [27] [28]. For example, in
[26], the authors present a testing methodology that demonstrates the effectiveness of partial
TMR strategies, reducing the cross-sectional area of a logic circuit that can be affected by
induced faults. In contrast, the authors in [73] demonstrate the effectiveness of complete
TMR across every sub-component of a RISC-V processor in the mitigation of errors induced
by faults.

Such technologies, however only delay inevitable failure from accumulated radiation
faults. While a system may continue operations for an extended period, the inability to
reverse the damage of an induced fault renders a failure state to be inevitable. The authors
of [46] further this realization by presenting an experiment demonstrating the effects of micro-
SEFIs, a subclass of SEUs that causes interrupts in a digital system by flipping multiple bits
in a given area of impact. Such interrupts, given the right area of the digital logic, can
compromise the redundancies of a TMR mechanism and render the entire voting mechanism
useless. As such, TMR in isolation is an inadequate method of error mitigation.

One COTS technology, however, demonstrates the ability to repair faulted areas.
Field programmable gate arrays (FPGAs) are digital logic devices that can be configured
into any desired computational architecture. They are a well-established technology with
COTS availability, competitive pricing, and extensively-supported design and development

environments — as opposed to the limiting supply constraints of conventional RHBP /RHBD
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systems. An FPGA can implement a computing system with extra features not available
with commercial microcontrollers; including error-checking mechanisms for computational
performance. The authors of [71]| present a System on Chip FPGA configuration that uses
error-checking mechanisms within the processor’s CPU to detect errors in space environments
and make adjustments in software to correct the functionality of the real-time operating
system.

FPGAs can also offer performance increases through parallelism. Tasks that require
sequential execution by standard microcontrollers can be sped up through parallel hardware,
speeding up operations significantly. This idea of hardware acceleration is especially useful
in computationally demanding tasks like machine learning, in which neural networks can
leverage faster hardware to reduce computation times [11]. The authors of [9] present an
FPGA-based recurrent neural network (RNN) for use in telemetry forecasting in satellites
orbiting Earth. To reduce wasted time spent transmitting data and receiving commands,
FPGA-based RNNs aim to leverage hardware acceleration amd perform such complex
calculations quickly. This strategy, however, highlights the need for fault mitigation
mechanisms to ensure such logic circuitry is less susceptible to radiation-induced faults.

It is easy to implement logic redundancy on an FPGA by reusing pre-defined modules
of logic circuitry; thus, FPGAs have been used as a means of establishing redundancy for
space computing technologies [15, 56]. Most importantly, FPGAs can be reconfigured as
needed when any portion of its logic is faulted or affected. This feature, known as Partial
Reconfiguration (PR), can be used as a means of self-repair and has been pursued in aerospace
research as a means of radiation resilience [45, 75|. In [55], the authors present a convolutional
neural network (CNN) implemented on an FPGA that performs semantic-segmentation
in radiation environments - combining hardware redundancy with partial reconfiguration
strategies to provide in-space fault tolerance. Additionally, the authors of [47] present a

fault injection method that demonstrates the potential of multi-cell upsets in an FPGA,
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showing that a means of error mitigation beyond simple TMR (such as PR) ensures better
recovery in a system. These systems are consistent with the methods presented in [8], where
the authors demonstrate how increased repair rates can dramatically reduce the probability
of fault-induced failure in a TMR system.

A logic circuit is designed in an FPGA using a hardware description language (HDL)
and a dedicated synthesis tool to convert the described circuitry into real-time logic (RTL)
that the FPGA can run. Popular HDLs include VHDL and Verilog. The synthesis tool also
allows a developer to configure timing, logic placement and routing, and generate output
files (such as bitstreams) to be deployed onto an FPGA during regular operations. Some
synthesis tools even allow for live debugging of an FPGA’s internal logic.

Thus, redundant logic circuitry using FPGAs provides the best possible SEU protection
while increasing component accessibility and reducing design complexity. Accompanying this
strategy with reconfiguration techniques strengthens the ability to flush out faults before they

cause extensive damage to a system.

Prior Work On Memory Protection Strategies

It should be note that radiation-hardened memory technologies such as ferroelectric
random access memory (FRAM), magnetic random-access memory (MRAM), phase change
random access memory (PCRAM), and resistive random access memory (ReRAM) do
demonstrate potential for computing systems that require increased resistance to SEEs and
SEFIs [7, 29, 51|. These technologies have also been developed as a means of enabling
further resilience within FPGA devices [1, 50]. Such memory devices, however, are expensive
and have limited commercial availability for larger storage. Though the manufacturing
technology will continue to develop and reduce the costs for development, the effects of
SEUs within the CMOS technology that links memory to the rest of the logic still prove

vulnerability and require resilience mechanisms to ensure successful operation.



13

Preventative methods for memory contents include error correction codes (ECCs), a
method involving tagging data with extra bits to cross-check with the corresponding original
value and detect bit flips. This allows a device reading from memory to determine if its
contents have been corrupted. If a single bit has flipped, the ECCs may allow for data
correction. If the error cannot be corrected, the ECCs will indicate to the rest of the system
that further action may be required.

Resolving errors within memory devices can be conducted by iterating through each
data cell and checking its value against a reliable source. This method is known as memory
scrubbing and is conducted by a scrubber device. If an error is detected, the data can be
refreshed with the correct value through a rewrite. The behavior of the scrubber can further
be tailored to the device’s constraints by scrubbing in selected regions — a strategy known
as partial scrubbing [18, 84|. Applying scrubbing to device memory devices and an FPGA’s
configuration memory can further increase the reliability of the system by ensuring data

integrity.

Our Prior Work on Resilient Space Computing

In ongoing efforts to meet these needs, Montana State University has been developing
a computer architecture designed to mitigate the effects of space radiation. This technology,
named RadPC, uses FPGA hardware to run and monitor a single program in parallel
on four processors [36]. Redundant components are an established means of radiation
resilience within the aerospace industry and thus form the underlying structure of the RadPC
architecture [17, 32]. As a means of protecting the redundant processors and resolving
soft errors within their operations, dynamic reconfiguration of the FPGA is used [16, 30].
Figure 2.2, below, describes this redundancy configuration at a higher level.

Similar to NASA’s TMR design, the four-modular redundancy (4MR) of these

processors ensures an operation can continue in the event of an SEU interruption. This
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partially-redundant design is coupled with PR, a technique that allows FPGA hardware to
be refreshed and clear out any errors that occur within its logic-circuit fabric [25]. Thus, if
a processor is damaged, it can be partially reconfigured by the FPGA while the remaining
TMR-like processor structure continues program execution. Parallelization within FPGA
hardware is advantageous and has been used extensively to develop faster processing systems,
efficiently delegating resources to increase performance [48]. While each parallel core within
RadPC performs the exact same task, the delegated resources ensure redundancy amidst
faults — an SEU that cripples one processor core will not affect the others from completing
the current instruction.

It should be noted that the entirety of a processor does not undergo PR in RadPC. The
central processing unit (CPU) and memory management unit (MMU) can be reconfigured,
but the memory devices - local or global - cannot undergo PR and are instead treated by
scrubbers. Thus, the part of a processor that can be repaired via PR is called a tile. RadPC
has four processor tiles that can reconfigured and repaired, while the corresponding memory
devices are left alone.

Processor health is monitored by additional circuitry within the FPGA. A voter circuit
watches each processor’s outputs for each software cycle to determine if a fault has occurred,
then schedules a PR to repair the processor and resume operations. This is a form of
software checkpointing and is used to account for possible drift in processor timing. Data
memory is protected from SEUs through use of a memory scrubber, another mitigation
circuit triggered by the voter in the case of a detected processor fault. This scrubber will
read the data memory cells that are assigned to each processor, compare their contents, and
rewrite faulty values to match the majority [5]. These elements are overseen by a soft error
mitigation (SEM) circuit that monitors the underlying configuration memory of the FPGA
and corrects SEUs that threaten the system as a whole. The SEM is a Xilinx FPGA IP that

serves as a scrubber specifically designed for configuration memory [79].
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It is within this fault recover system that RadPC'’s inefficiencies in performance emerge.
While RadPC’s default clocking speed of 16 MHz is comparable to that of a standard COTS
microcontroller, its program execution in the context of SEU mitigation is inefficient. The
time required to successfully perform a PR forces runtime lag between the damaged processor
and its counterparts, which will affect the voter as it waits for each processor to present its
program results for the same instruction cycle. As SEUs affect the system and are repaired,
this lag reaches a plateau and virtually guarantees a significant time delay between each
processor’s instruction cycles. That delay threatens the runtime performance of the RadPC
architecture, creating not only inefficiency in program execution but opening large windows
of time for SEU strikes to further interrupt operations.

RadPC, however uses a proprietary softcore processor provided by Xilinx known as
the MicroBlaze [76]. While this component has sufficed as proof-of-concept thus far, its
blackbox design prohibits access to its internal components for modification or upgrade.
Synchronization of processors must be done with software, leaving multiple instructions’
worth of clock cycles primed for further errors that can disrupt performance. Tighter control
of system timing necessitates tighter control of system components; thus, an open-source
processor such as the RISC-V would prove more beneficial.

Regardless, RadPC has established and continues to establish flight heritage, including
missions on high-altitude balloons, sounding rockets, two CubeSats, two International
Space Station missions, and an upcoming demonstration on the surface of the moon
[24, 31, 33, 42, 53, 72|. Figure 2.3 shows a timeline of the various missions in which RadPC
has been tested as a flight payload. As each mission has demonstrated and stress-tested
another layer of functionality, however, it has become evident that current SEU mitigation
strategies compromise performance. Considering the increased need for high-performance
space computing systems, an architecture that can withstand space radiation but lacks speed

is inadequate to the needs of the industry.
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OUR APPROACH

Limitations of Our Prior Work

The most critical change to RadPC is the new softcore processor. Softcore processors
can be divided into two categories: blackbox and glassbox. The Xilinx Microblaze qualifies
as a blackbox processor in that all of its internal components are inaccessible to a developer
or user - the input and output ports are all that can be accessed and select settings, such
as the memory map, can be modified with limitations. As such, if special alterations to the
design are required for the system to function, no changes can be made. This design choice
is understandable for a corporation wanting to protect its intellectual property and provides
easy access to a developer, but limits its use in systems development significantly.

Conversely, a glassbox processor provides complete access to its internal components for
analysis and modification. This impedes its ability to be sold or licensed by a company and
can complicate its implementation in a system, but can provide developers enough access to
modify the processor to suit the system’s needs. While developing a glassbox processor can
be time-consuming and difficult, using an established ISA allows the developer to leverage
existing technologies with extensive support.

The new RadPC architecture applies the 4MR redundancy, voting mechanisms, and
scrubbing strategies of the existing RadPC architecture, but changes several key components
and adds others for further resilience. First, the MicroBlaze softcore processors are replaced
with custom-built RISC-V softcore processors. Second, the voting mechanism is extended
to the registers, program counter, and peripheral devices. Third, the memory scrubber is
extended to both data memory and instruction memory. The SEM continues to scrub the
FPGA configuration memory and PR is still used to recover processor tiles. Figure 3.1 shows
a block diagram of the new RadPC architecture, where each block represents a component

designed in VHDL and implemented onto an FPGA.
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Softcore Processors and the RISC-V Architecture

It has been shown that COTS microcontrollers are greatly susceptible to SEUs, but
lack the features FPGAs can provide to mitigate faults. The logical solution would be
a combination of the two devices, leveraging the flexibility of microcontrollers with the
mitigation techniques of FPGAs. Such devices are known as softcore processors and are
widely adopted by FPGA designers for use in digital systems [19]. While proprietary
processors exist and are marketed by FPGA development companies such as AMD-Xilinx
or Intel-Altera, many open-source processors are available for use and exhibit extensive
documentation and support. Open-source processors boast the advantages of extensive
documentation, community support, lack of licensing fees, and ease-of-access for both
academic research projects and industry use.

The RISC-V processor architecture has gained popularity over the last few years,
having developed an accessible ecosystem for implementation and use in digital systems
[22]. The open-source Instruction Set Architecture (ISA) supports several different types of
processor cores, allowing 32-bit, 64-bit, and even 128-bit configurations. Multiple versions of
complete instruction sets are offered, ranging from basic integer operations to floating-point
calculations and more. The most basic functional RISC-V variant is the RV32I, with 40
instructions necessary to run any basic C program.

The RISC-V ISA has been adopted into aerospace research and technologies, with the
authors of |73] and [74] implementing RISC-V softcore processors into their FPGA designs.
Specifically, [74] presents an experimental setup using RISC-V processors in an FPGA to
test the effects of fault injection, leveraging PR as a means of flushing out bit flips in
the system. Likewise, the authors of [12] use softcore RISC-V processors in a redundant
configuration with ECCs and register-level monitoring to maintain radiation tolerance and

continue operation while faults are induced.
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Central Processing Unit (CPU)

Thus, the processor tiles in RadPC have been replaced with a custom-designed RISC-V
glassbox processor, named the "Reach" core. The RISC-V RV32I configuration was chosen
as it is the simplest instruction set /feature set provided by the ISA, with forty instructions for
basic integer arithmetic. The "32" indicates that all values in operation are 32-bit, and the
"I" indicates integer-only operations. Where many processors perform instruction fetching,
decoding, and execution in sequential order, the RISC-V performs these steps in parallel via
combinational logic.

The Program Counter (PC) module creates a program counter signal that increments
with each clock cycle or skips to a branched instruction address. This value is used to
address the Instruction Memory (IMEM) and fetch the current instruction. The opcode
is pulled from the instruction and read by the Control Unit, indicating which instruction,
which arithmetic operation, and which data paths are to be executed. The instruction also
includes the necessary operands, which are used to fetch the desired register values from the
registers or to generate an appropriately-signed immediate value. These components are fed
into the Arithmetic Logic Unit (ALU) and branch evaluator, which determine the result of
the instruction and the address of the next instruction. Finally, any instructions that require
storage in a memory device are read to Data Memory (DMEM) or a peripheral device.

Figure 3.2 shows how all of these elements work together to form a complete Reach
processor. It should be noted that there are external ports that go to the Arbiter and
scrubber repair components, which will be discussed later in this dissertation.

Given these basic processor requirements, slight modifications are made to ensure ISA
compliance while allowing for RadPC correction systems. Unlike most RISC-V softcore
processors, read/write access is granted to the registers and program counter by both the
CPU control unit and the error correction mechanisms. The memory map also provides

backdoor access to the memory scrubber device, allowing erroneous values to be corrected
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as CPU access is momentarily restricted. The SEM does oversee the configuration memory

for each processor tile but is not controlled whatsoever by the processor.

Memory Management Unit (MMU)

The memory devices interfaced by the CPU, including the IMEM, DMEM, and
peripherals, are handled by a Memory Management Unit (MMU) component. This
component routes the memory read/write data, address, and read/write enable signals to
the memory devices, referencing a hardcoded memory map to ensure that the correct data
is accessed by the device. The IMEM and DMEM components are considered local memory;
each Reach core has its own memory copy that cannot be read or written by any other Reach
core save itself. They are also considered to be dual-port devices, as the scrubber can access
addresses via a secondary port to correct errors.

The memory map allows for addresses extending from 0x00000000 to OxFFFFFFFF in
hexadecimal, but the sizes of the memory devices are limited to the FPGA device. As such,
all start addresses and sizes for components in the memory map are defined in a VHDL
package file and constrained to fit the FPGA selected. The IMEM and DMEM components
are required for basic operation, with each set to 4096 bytes (4 kilobytes) of memory. Previous
projects developing the Reach core have enabled the memory map to use GPIO, UART, and
SPI components, which qualify as memory components in that the registers controlling each
of these peripherals are treated as address spaces.

With the exception of defining peripherals, FPGA memory devices are best imple-
mented by using a device’s block random access memory (BRAM) modules. Interfacing
VHDL code with these devices usually requires a template VHDL component, provided by
the FPGA vendor, that ensures the synthesis tools understand the need to use BRAM. Such
templates often allow for single-port or dual-port RAM devices, meaning the number of ports

accessing memory are inherently limited. Designing a tri-port memory, for example, would
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cause the synthesis tool to consume LUTs and inefficiently use BRAM to meet the design
requirements.

The RISC-V memory model reuqgires byte-accessible memory and supports read /write
operations of bytes, halves (16-bit data), and words (32-bit data). As such, each Reach core
memory device (IMEM and DMEM) consists of 4 BRAM components whose contents are
pieced together to satisfy byte, half, and word operations. For example, if an instruction
requires a full word be read, the memory device would fetch a byte from each BRAM
component and assemble them into a full 4-byte word for the CPU. These operations are
conducted by the MMU.

Figure 3.3 shows the memory map for the RadPC architecture tested and developed
in this dissertation. The IMEM and DMEM devices are considered local to the processor,
as are the memory-mapped registers of the peripheral devices. The peripheral input/output
lines, however, are considered to be global.

Each Reach core CPU and MMU are considered a part of a reconfigurable processor tile
in RadPC. IMEM and DMEM are not considered as such as their errors are better handled
by the Scrubber.

Software Workflow

Software is loaded into the Reach core’s IMEM memory through the use of a dedicated
workflow that compiles C code into machine code. Any program that is run by RadPC is
written in C and compiled using a free GCC toolchain provided by the RISC-V collaboration.
In general, a collection of C and H files can be written as any standard microcontroller
project, then are compiled into an output file to be loaded into instruction memory. A
startup program, written in Assembly and called the C Runtime Startup (crt0) is used to
set up the global pointer (GP), stack pointer (GP), and clear the block starting symbol

(BSS) region. These instructions are all loaded into IMEM VHDL via a Python script that
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reads the output file, and can be accessed when the VHDL components are synthesized
and implemented onto the FPGA. Additionally, the disassembly is exported to a file for
debugging and review purposes.

It should be noted that the toolchain supports Clang as a more portable means of
compilation. Additionally, the bare-metal standalone nature of the RISC-V processor does
support other programming languages and compilers that can create their own standalone
libraries, such as Rust. While tests have been performed with these tools for parallel
applications, this disseration will focus on the compilation of a C program using the RISC-V
GCC toolchain.

Figure 3.4 demonstrates the process of compiling a C project into VHDL code for the

Reach core.

The Voter Sub-Component

Traditional TMR systems use a voter to route the correct majority value from three
components to the output. RadPC uses a similar voting mechanism on four values, routing
the correct value while also reporting any compromised inputs. Thus, the voter is treated
as a sub-component in the error correction systems and is a combinational logic circuit to
limit the time it takes to evaluate component outputs.

A majority value can, in most cases, be determined from four signals. There are five
cases of signal votes that can be seen in a 4MR system, with varying likelihoods of occurrence
and repair success. The first case is standard operation, in which all four values are in
complete agreement and so the majority value matches all four inputs. No repairs are
required to recover the system. Table 3.1 describes all possible combinations of voter inputs
expected by the system.

The second case is a single error, where any three values are in agreement but the fourth

value disagrees. A majority value can be derived from the three values in agreement, but



27

- y i Ny
main.c radpc.c cri.s
b - h % A
i ¢ Ny
radpc.h
p % l A
RISC-V
ace MAKEFILE
main.o

l

PY¥THON VHDL MEMORY GENERATOR

. a

disassembly. txt reach_core_mem.vhdl

Figure 3.4: Software Compilation Workflow for RadPC



28

repairs will have to be conducted on the system that output the fourth value. This is the
most likely error to occur as an SEE affecting a tile - even affecting multiple bits within a
tile - will most likely be confined to a single tile region in the FPGA.

The third case occurs when only two tiles agree with each other. The two tiles in
disagreement output values contrary to the first tiles but also to each other. In this case, a
majority value is still clear as the correct value must come from the two agreeing tiles, and
so a repair must be conducted. The fourth case is a variation of this scenario, but resulting
in a failure to find a majority value. The first two tiles still agree with each other, but the
other two tiles agree with each other and disagree with the first pair. Thus, a stalemate is
reached and a majority value cannot be found. A repair is necessary to restore functionality,
though any attempt at a majority value cannot be trusted. This is a rare scenario in that the
random nature of SEEs must be enough to flip enough bits such that two tiles fail identically,
which is incredibly unlikely during regular operation.

The final case results when none of the tiles agree with each other. In this case,
a majority output is impossible and repair is required. The likelihood of this scenario
occurring naturally in a space environment is incredibly low and would require a full reset

and reconfiguration of the FPGA to return to standard operation.

The Arbiter

Peripheral devices on RadPC, such as general purpose input output (GPIO) ports or
serial communication devices, can use a single voter to regulate outputs. Data that is fed
back into each of RadPC’s Reach cores, such as values stored in the registers, requires not
only voting to determine the correct majority value but also a means of correction to prevent
bad data from propagating.

Consider the example of a basic counting program. In a standard microcontroller, a

value from memory would be stored to a register, sent into the ALU to be incremented by
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Table 3.1: Possible Voter Value Combinations

Correct Tiles | Incorrect Tiles | Incorrect Tiles Repair
Majority?

That Agree That Agree That Disagree Required?
4 0 0 Yes No

3 0 1 Yes Yes

2 0 2 Yes Yes

2 2 0 No Yes

0 0 4 No Yes

a value in another register, and then stored in a third register. The final value would be
sent back to memory, to be accessed at a future time. If any of these three registers were to
experience an SEE, the program’s execution would be altered at any future time the system
wishes to access the initial value.

Thus, each Reach core on the RadPC system gives backdoor access to each register to
a component capable of voting on correct register values and overwriting bad data. This
component, designated the Arbiter, checks each of the 32 Reach core registers, determines
which values are erroneous, and corrects the faulty tiles within a single clock cycle of
operation. Voting is done by instantiating multiple voter component within the Arbiter
that each evaluate a single register across all four Reach cores. When a voter detects an
incorrect value through its majority selection, it raises a flag that signals the Arbiter to
enable a write to the Reach cores and refresh its register values with the majority.

The Reach core’s PC is technically a register, albeit one that cannot be directly accessed
as the other register components. As this "register" is essentially to synchronizing each Reach
core, it is refreshed along with all other registers whenever the Arbiter demands a write. This

ensures that, for any given instruction, the Arbiter can guarantee that all voted register values
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correspond to the same instruction and do not reflect different states of program execution.
It also "freezes" the instruction momentarily, ensuring the registers cannot be affected by a
processor operation but only by an Arbiter write.

Figure 3.5 demonstrates the process the Arbiter undergoes during regular operation.

The Memory Scrubber

Assigning a voter component to each register in a Reach core is not trivial, in terms
of FPGA footprint, but is feasible in terms of successful error mitigation and resolution.
Thus, connecting a voter component to every single cell in a memory device is ludicrous and
inefficient. An FPGA designer could certainly connect every single value in memory to a
voter circuit for evaluation, but FPGA resource usage for memory devices can consume large
amounts of lookup tables (LUTS) if not properly constrained.

Given the byte-wise nature of the Reach core MMU, the memory scrubber from the
previous RadPC architecture is not suitable for this new memory map. As the Reach cores
provide access to both IMEM and DMEM devices, each with bytewise access, a memory
scrubber is required that can read all of the cells quickly and effectively. It must also not
conflict with current write operations coming from the CPU, lest a contention in rewriting
an erroneous cell further compromise a Reach core.

The scrubber for the presented RadPC architecture achieves these ends by running
perpetually in the background, beginning at the start address of a memory device and
iterating through each value until the maximum address. This process repeats as long as
RadPC is out of reset. The scrubber iterates through each memory device in lockstep,
accessing the same address in each Reach core memory simultaneously. The underlying
assumption with this operation is that there is no skew in the memory read/write process
and that the memory is accessed at the base clock rate of the system.

As memory devices in the RISC-V RV32I ISA are byte-wise addressable, the voter
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reads full 32-bit words at a time. A voter component that reads each of these memory
words controls whether or not an address is to be rewritten by using the syndrome value to
control the read/write enable. This ensures that each memory device is rewritten with the
correct majority value when errors are detected. For CPU read cycles of the memory device,
contention is not a concern. The odds of a write contention are remarkably low but the
scrubber will pause if it detects that a write at the address being checked is occurring from
the CPU end. Figure 3.6 demonstrates the process the scrubber undergoes during regular
operation.

It is possible for errors in a memory device to be accessed by the CPU before the
scrubber can access the values and rewrite them. In this case, the Arbiter will correct any
errors that propagate from memory and into the registers. It is just as possible for an error
in a memory device to exist in a memory address that the CPU never accesses. This will
result in the scrubber quietly rewriting that address without the CPU ever interacting with
an erroneous value.

It is worth noting that the selective 4AMR nature of the system means that the voter
components, Arbiter, and scrubber are not duplicated throughout the system. This is to
meet the balance between device resource usage, power consumption, resilience, and design

complexity.

Soft Error Mitigation

An FPGA’s RTL is determined by its configuration memory, which holds the settings
for the FPGA required to implement a design. Most FPGAs have ECCs within each
configuration memory location that can allow for detection and correction of single-bit and
double-bit adjacent faults. These codes are a series of flag bits that can be checked against
the data in the memory location and help determine if any bits have flipped. A component

external to or within the FPGA can read these codes and, in the event of an upset, correct
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the flipped bit. Perpetual monitoring of configuration memory is required to prevent multiple
bits from accumulating over time, as large numbers of upset configuration memory locations
will inevitably compromise the design.

Previous RadPC missions have implemented a Soft Error Mitigation (SEM) controller
that reads the configuration memory of the FPGA and continually scans each address in
search for faults. This component is the only proprietary IP in the RadPC design and is
provided by the FPGA development suite. As the SEM checks each location in memory, it
checks for discrepancies between the memory contents and the ECC codes

The SEM remains active in the presented RadPC architecture. While it still oversees
the FPGA configuration memory and correcting single-bit and double-bit adjacent errors, it
does not actively interface with any other correction components. Each Reach core, however,
can read the SEM’s status data and syndrome reports through the MMU. While this plays
no role in error mitigation or resolution, this simple mechanism allows a potential developer

to execute certain operations with an awareness of the current radiation environment.

Partial and Full Reconfiguration

An FPGA can have its logic fully reset to a known state using full reconfiguration
(FR). As the RTL is set by the configuration memory of the device, which is inherently
volatile, resetting power is enough to clear the device and reconfiguration is enough to
bring the device’s logic to a fully reset and refreshed state of operation. For instance, if an
FPGA device were to suffer enough SEEs to upset its configuration memory and compromise
performance, a full reconfiguration of the device would be enough to wipe away all faults
and bring the device back to a known state of functionality. While this is a valid means of
SEE recovery, any work done by the device is lost in the reset.

PR, a counterpart to FR, has been introduced as a feature of FPGAs and is used in the

presented architecture. Many modern FPGAs offer the ability to reconfigure a predefined
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region of the configuration logic while the device is running. This is usually conducted
using proprietary, device-specific software that can mark a region of the device as viable
for reconfiguration. The rest of the FPGA continues operation, though it is up to the
FPGA designer to ensure that all logic not undergoing reconfiguration remains functional.
Technically, the SEM’s recovery behavior is a form of PR - albeit on a focused memory
word-by-word basis.

If an FPGA were to suffer enough SEEs in a specified PR region, that region could be
refreshed using PR to bring the logic back to a known state. The rest of the FPGA continues
to function as normal and the reset region will eventually be brought back online with the
rest of the logic. This process is performed in RadPC when SEE faults cannot be removed
through the arbiter, scrubber, or SEM. The time taken for a PR depends on the size of the
region to be reconfigured and the configuration clock available on the FPGA device.

It is important to note that FPGA devices do not allow for write contention in the
configuration memory and thus require some means of arbitration between the SEM and
any external devices performing PR. In RadPC, the SEM is momentarily disabled while
a PR occurs and is then reset so as to be made "aware" of the reconfiguration. Previous
missions have used a series of multiplexers to manage access to the Internal Configuration
Access Port (ICAP) between the PR-performing device and the SEM.

The presented RadPC architecture uses PR and FR to resolve tile errors. Only the CPU
elements of each processor (ALU, PC, registers, etc.) are partially reconfigured. As both FR
and PR refresh all BRAM devices to their initial states, memory devices are left alone to be
repaired by the scrubber. This cuts down reconfiguration time significantly. While registers
are also reset to their initial states during the PR, the scrubber is fast enough to refresh all

values that no significant additional delay is noticeable in the system.
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HARDWARE ANALYSIS

Test Hardware

Tests were conducted using both simulation suites and physical hardware. As previous
RadPC devices have used Xilinx FPGAs, a device from the Artix-7 family was selected to
perform tests with the new RadPC architecture. The previous lunar mission had used an
Artix XC7A35T FPGA, and all RTL was tested on the Digilent Basys 3 board. Since the
design has increased in size, due to the added recovery mechanisms, a larger FPGA was
chosen.

The architecture presented was tested on a Xilinx Artix-7 XC7A200T, using the AC701
Evaluation Kit. Table 4.1 compares the resources available in both the XC7A35T and
XC7A200T FPGAs [80]. Both FPGAs have been used for the previous RadSat missions, so
flight heritage and familiarity with the design environment are advantageous in using this
FPGA family. The XC7A200T is the largest device provided in the Artix-7 family, with
the greatest number of logic components and block RAM memory components available
for use in the series. While a device this large is not strictly necessary to run the RadPC
architecture, it ensures the freedom to develop minimal functionality without worry about
optimizing the architecture for LUTs or BRAM usage. Table 4.2 gives an analysis of the
FPGA resource utilization of the RadPC design.

Within hardware, the Xilinx Integrated Logic Analyzer (ILA) was used to monitor
signals and collect screenshots for this dissertation. The ILA is a proprietary IP core that
allows a developer to tap into the internal signals of an FPGA design and monitor the
system’s activity [77|. Triggers can be set to check for specific values and transitions. Given
the limited practical input/output ports (I/O) of the AC701 board, all measurements were
made using ILA ports.

Figure 4.1 shows the experimental setup using the AC701 FPGA board. Xilinx’s Vivado
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Table 4.1: Comparison of Artix-7 FPGA devices and available resources

XCT7A35T | XC7A200T
Logic Cells | 33,280 215,360
Slices 5,200 33,650
Flip Flops 41,600 269,200
Block RAM | 1.8 Mb 13.14 Mb
I/0 Pins 250 500

Table 4.2: FPGA Resource Utilization of RadPC and its components

LUTs | BMEM | Flip-Flops

RadPC System | 28,096 | 17.50 9,091

Reach Core Tile | 5.714 | 2 1,548

Arbiter 3,409 |0 7

Scrubber 165 0 33
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ML 2022.2 suite was used to synthesize the HDL and implement the RTL onto the board.
The suite also allows for simulation, and thus was used for all simulations and waveform
screenshots presented in this dissertation. All serial output was captured using Minicom.

The entire design process was conducted in Ubuntu Linux.

Figure 4.1: The Xilinx AC701 Evaluation Board [78]

Test Software

Past RadPC missions have implemented a simple integer counter as the test C program.
This allows the system to run an initialization state and a perpetual loop, simulating a regular
microcontroller process, while being subject to injected faults and natural radiation strikes.
On initialization, a value in memory is reserved and set to zero, and on each loop, the value
is read from memory, incremented, and stored. This allows the processors to suffer potential

impacts from radiation in their registers, memory, and peripheral outputs.
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The same program is used for the architecture presented, with an added step before the
loop to demonstrate RadPC’s ability to vote on serial peripherals (UART') as well as parallel
(GPIO). The phrase "Hello space!" is transmitted on startup and is used in simulation
and hardware. Since a UART transmission in C requires activating and monitoring the
peripheral, a susceptibility in the registers or memory could result in a garbage transmission
that threatens the system’s operation. Figure 4.2 shows a flowchart of the program.

Figure 4.3 shows the AC701 board, with the loaded test bitstream, running the test
software. The bottom LEDs flash in accordance with the count program, displaying a binary
value of the lower four bits. The serial port outputs the initialization message "Hello space!"
in the Minicom terminal, accessing the communicated packet via a USB-to-UART bridge.

The clock rate for the RadPC system tested was 48 MHz, the fastest clock rate the board
could support without extensive FPGA timing error resolution. As such, given the two clock
cycles needed to complete a single RISC-V instruction, the tested RadPC system comes to
24 MIPS (Mega-Instructions Per Second). Given additional timing constraint management
in the Vivado development suite, the clock speed of the Artix-7 could be brought to as high
as 200 MHz in the RTL and, thus, demonstrate a performance of 100 MIPS.

Recovery Characterization

For each RadPC recovery mechanism presented, runtime costs are associated. The
first cost is in regards to time. As RadPC is a synchronous design, no recovery mechanism
is instantaneous and requires some time to identify and perform a repair. It is possible for
multiple repair mechanisms to activate and overlap, however, most scenarios will only require
one error correction mechanism to resume functionality. Table 4.3 describes all possible SEE-
induced fault types in the RadPC system, in relation to the recovery mechanism designed

to address the fault type and the time range expected for recovery.
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Figure 4.3: RadPC Hardware Test Setup for running C program
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These numbers were found by running simulations in Vivado using a VHDL testbench
and evaluating the timing on a clock-by-clock basis in hardware. The design was then
tested in physical hardware to confirm these readings. The FPGA device used was a
Xilinx Artix-7 XC7A200T FPGA, set in both the simulation and the bitstream generation
settings. The clock rate simulated was 48 MHz for the RTL simulations and hardware
implementation. Both IMEM and DMEM devices are 4k (4096 bytes) and thus IMEM SIZE
and DMEM _SIZE are each 4096.

It should be noted that as the SEM has not been significantly modified from the last
architectural implementation, its timing characterization is as referenced in the Xilinx SEM
datasheet [79]. Depending on where the SEM is currently iterating through configuration
memory, relative to the site of an injected fault, an Artix-7 XC7A200T device will take
anywhere from 0.61 ms to 18.79 ms to identify, correct, and report the fault. This is

dependant on the type of FPGA device and the SEM’s input clock - in this case, 100 MHz.

Arbiter Timing Characterization

The Arbiter was first simulated in Vivado using a dedicated error injection process in the
test bench. Using random integer generation in non-synthesizable VHDL, a random register
is selected for error injection at a random time, using an easily-identifiable 32-bit erroneous
value ( 0OxDEADBEEF ) for easy identification of register damage. Within a simulation of
500 us at a clock rate of 32 MHz, 701 errors were injected into the core and observed for
recovery. Figure 4.4 shows an overview of the Arbiter simulation, demonstrating that the
full UART transmission of the initialization message is completed without interruption.

Figure 4.5 demonstrates one of the 701 random error injections, specifically for Tile 0,
Register 14. This register, denoted "a4" in the RISC-V ISA, is a general purpose register
commonly used in ALU operations and temporary data handling. Before the error injection

at 104..33 us, its value is 0x00000001. After the injection is performed by the test bench,
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Figure 4.4: Overview of the RadPC Arbiter Injection Simulation, 500 us

Tile 0’s Register 14 is overwritten with OxDEADBEEF and is therefore in disagreement with
Tile 1, Tile 2, and Tile 3. The Arbiter catches this disagreement on the next clock cycle and
forces all registers to be rewritten in all four tiles with the corresponding majority values.
In this case, Register 14 in all four tiles is set to 0x00000001. This process includes the PC
and results in a single paused instruction, ensuring all registers in the CPU end up with the
same data when the Arbiter is finished.

The tile syndrome flag for Tile 0 is set to 1 while this process occurs, indicating that
a disagreement has occurred. This flag is cleared when the repair is performed successfully
and the next clock cycle indicates that the values agree in the end. The detection is done
in one clock cycle and the correction is completed in one clock cycle, regardless of which or
how many registers are affected by faults. Thus, the minimum and maximum recovery time
is 2 clock cycles.

It is possible for error resolution to fail if the multi-fault conditions mentioned in the
Voter description are met. Given the spacing of the processor tiles in the FPGA, the
probability of enough faults striking the registers to prompt multi-fault failure states is
incredibly low.

Figure 4.6 shows the arbiter correcting an error in register 14 on the AC701 board.
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Figure 4.5: RadPC Tile 0 Register 14 Injection and Successful Arbiter Recovery

Similar to the simulations, an error is detected in Tile 2, Register 14 when its register
value (0xXDEADBEEF) does not match the other tiles (0x0000242). The Arbiter status flag
indicates multiple tile registers being repaired, though the limited ILA ports only indicate
the signals corresponding to Register 14. The PC is held an extra clock cycle longer, thus
the instruction at IMEM address 0x10000104 is paused for an extra cycle as all tile registers
are refreshed. The write enable is cleared when the tiles report full agreement via the voter
sub-component.

Through this process, the AC701 board running RadPC continued to operate the

counter on the LED output and completed its UART transmission, as show in Figure 4.1.

Scrubber Timing Characterization

The scrubber was first simulated in Vivado, but required a different means of error
injection for testing. Adding another port for injecting errors into addresses within either

the IMEM or DMEM devices would fundamentally change the RTL and thus compromise
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Figure 4.6: ILA Analysis of Arbiter Repair Timings

the test. Initializing one of the Tiles with erroneous contents, however, is a sufficient means
of testing the scrubber’s ability to resolve errors - albeit overly comprehensive. Within a
simulation of 1000 us at a clock rate of 32 MHz, all 4096 address spaces of Tile 0’s IMEM
were initialized with erroneous opcodes, causing a voting conflict with the other three tiles.
When reset was disabled, the scrubber iterated through every memory address from 0 to
4096, incrementing by four and reading each bytewise word. Each read takes a single clock
cycle and since each read is a bytewise word, reading the entire IMEM device takes 1024
clock cycles.

If a memory address conflicts with the other tiles, the voter component in the scrubber
will enable write access to the IMEM and overwrite the address value with the correct voted
value. This process requires a second clock cycle to complete before moving on to the next
memory address. Thus, it takes 2 clock cycles minimum to correct a memory address, but

if a worst-case scenario occurs and every single memory address is compromised, it takes 2
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clock cycles per bytewise word to correct the entire memory device. Since the bytewise word
size of the memory is a fourth of the overall memory size, the maximum time to correct the
entire IMEM device is 2 * (IMEM / 4) clock cycles.

Figure 4.7 shows an overview of the IMEM Scrubber simulation, demonstrating several
corrections of the Tile 0 IMEM addresses. The scrubber will continue to iterate through each
address and check the memory device’s contents, regardless of inerrant status. As such, this

correction method is a background feature and does not stall general processor operations.
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Figure 4.7: RadPC Tile 0 IMEM Injection and Successful Scrubber Recovery

In this simulation, Tile 0’'s IMEM was configured with faulty values using a repurposed
opcode obfuscation function. The original purpose of this function was to obfuscate the
opcodes of a RISC-V architecture for cybersecurity purposes, but in the case of this research,
was adapted to corrupt a single core’s IMEM component with faulty opcodes. Thus, Tile 0
would start with a completely erraneous IMEM component and would fail to run opcodes
correctly. As shown in the simulation screenshot, each address in IMEM was rewritten by the
scrubber as it iterated through the IMEM device. Thus, the correct opcodes were rewritten

to Tile 00. Given the various loops in the program, the scrubber quickly rewrote the IMEM



device before later opcodes could be executed.
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The same scrubber was connected to the DMEM memory, which was left alone during

simulation bitstream generation and did not start with corrupted data.

behavior is shown in Figure 4.8.

This normal scrubber
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Figure 4.8: RadPC Tile 0 DMEM Scrubber Monitoring

Figure 4.6 shows the scrubber correcting Tile 0’s IMEM component on the ACT701

board.

The FPGA was configured with the corrupted Tile 0 IMEM opcodes, just like the

simulations. The ILA was set to trigger when the scrubber reported an error, which occurred

shortly after configuration. As can be seen in the screenshot, the scrubber reads each cell of

IMEM, recognizes an error through the voter component, enables a write at that address, and

then moves on to the next address sequentially. It is important to note that an error in IMEM

can result in corrupted or erroneous data perpetuating through the registers, ALU, and even

memory writes, thus the Arbiter is always kept running so as to limit error propagation from

the scrubbers. As the Arbiter can stall the processors for an additional clock cycle, it is

not considered a background repair mechanism and so must be characterized as a potential
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Figure 4.9: ILA Analysis of Scrubber Repair Timings

source of delay.

Reconfiguration Characterization

Full reconfiguration takes 6 seconds for the current ACT701-specific bitstream to be
loaded from a programming device onto the FPGA itself. This is fixed by the JTAG protocol
and the Xilinx configuration tools used in testing, and is due to the large device size and
the slow USB-to-JTAG speeds provided by the default programmer. While this is a worst-
case-scenario error mitigation strategy, the delay presents a significant cost to repairing
RadPC. However, given that FR is to be used in scenarios where no other recovery strategies
are effective, this cost is acceptable in context of a failed system. Switching to a smaller
FPGA device and using a faster means of bitstream configuration could allow for faster FR
recoveries.

Partial reconfiguration times are proportional to the size of the PR region relative to the
rest of the device, thus RadPC takes about 400 [ms| seconds for the current AC701-specific

configuration. This can be tuned to a quicker recovery time by further constraining the size
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of the PR region and removing elements that do not require redundant error mitigation.
Memory devices do not need to be reconfigured, for example, as both IMEM and DMEM
contents can be corrected by the scrubber.

As the Arbiter can repair the registers in a partially-reconfigured tile when it is brought
back online, including a refreshing of the program counter. This eliminates the previous
RadPC’s architectural requirement for delays and checkpoints in the runtime, thus relegating
PR to a background means of recovery. Where previous RadPC architectures required
software checkpoints to synchronize repaired processors, thus taking significant amounts of
time to perform a recovery in the processor, the presented RadPC architecture significantly
cuts down the repair time by allowing the system to continue operation while a tile is

reconfigured.
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RELIABILITY AND ENVIRONMENTAL ANALYSIS

Reliabity Analysis Using Markov Chain Models

Previous RadPC architecture analyses use Markov chain models to estimate system
reliability under threat of induced faults [20, 36]. A Markov model describes a system as it
transitions between different modes of operation, using a state diagram. The links represent
the probabilities of transitioning from one state to another, depending solely on the current
state [38].

In the context of RadPC, the Markov model represents an instance of an SEE in the
architecture. This accounts for SEEs that cause faults and those that have no effect on the
system, so the fault rate is scaled to account for the probability of a strike affecting a critical
region of the FPGA itself. Xilinx’s Vivado development suite reports on essential bits in the
FPGA, allowing the area that can be affected to be evaluated as a ratio of the overall area
[70]. Thus, the probability of a fault compromising a section of the system is considered in
terms of the area of the FPGA that is occupied by sensitive logic.

A Markov chain model is mathematically represented by a transition matrix of size
(m,n), where the probability of transitioning from state m to state n is represented by an
entry. For example, a system with two distinct states Sy and S; is shown in Figure 5.1. In
this instance state Sy represents the state of an operational system and state S; represents
the state of a faulted system. Each probability is described algebraically in reference to time
At and fault rate \.

To mathematically represent transitioning between s states (or remaining within a
state), a transition matrix 7" of size S x S is used. This matrix encapsulates all probabilities

of all transitions ¢ from one state m to another state n, as shown in Equation 5.1.
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1 - AAt

Tim,n)=| .. .. .. (5.1)

The transition matrix 7' of the two-state diagram in Figure 5.1 is shown in Equation

5.2.

1 —MAt MAt
T(m,n) = (5.2)
0 1

As the goal of a Markov model is to characterize state transitions, Equation 5.3 is a
matrix dot multiplication used to calculate the probability p of existing in state S given a

time step k.

ps(t:kAt):[po(())...pn(())]' (5.3)

The probability of residing in state S after a time step k, ps for the two-state diagram
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in Figure 5.1 is shown in Equation 5.4.

k

1—MAL NAt
ps(t = kAt) = [po(O),pl(O)} . . 1 (5.4)

The reliability is the probability of residing in a state other than state S and is described

by Equation 5.5.

R(t) =1 — p,(t = kAt) (5.5)

Finally, the Mean Time To Failure (MTTF) is defined as the point in time ¢ when the
reliability of the system R(t) = 0.5. This is a common metric used to evaluate how well a
system will perform in terms of the time until proper function is no longer possible.

To apply the principles of Markov chain modeling to space computing, a simple TMR
system must be considered. Figure 5.2 shows the state diagram for this system. State Sy is
the state for a fully operational system, where none of the three modules have experienced
faults. State S; is the state where one module has been faulted and therefore its vote
compromised. A majority value, however, is still possible due to the two remaining modules,
but return to the fully operation state is now impossible. Last, State Ss is the state where
a majority vote is no longer possible due to two or more faulted modules. Return to either
state is impossible due to the lack of repair mechanisms. A fault rate of A = 0.001 [SEU/
us| is used for all models presented and was chosen based on previously performed analyses
[36].

The corresponding transition matrix describing this TMR system is in Equation 5.6.

1—3MAt  3AAt 0
T(m,n) = 0 1—20At 20A¢ (5.6)
0 0 1
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Figure 5.2: Markov model state diagram for a TMR system

The probability of this TMR system remaining in an operational state is given as a

function of the individual reliabilities of each state. This is shown in Equation 5.7.

R(t) = R3(t) + 3R%(1) - (1 — R(t)) = 3R%(t) — R*(t) (5.7)

As seen from the subtraction of a larger-power polynomial, the probability of a TMR
system remaining operational as ¢ increases decreases rapidly. This corresponds to the TMR
system’s inability to repair itself or correct faulted modules, meaning failure is an inevitability
defined primarily by the time it takes to fault at least two modules.

Previous space computing architectures have recognized the importance of repair
capability in increasing the reliability, and therefore MTTF, of a system. As these systems
have used methods such as PR or SEM techniques within FPGAs, more state changes must
be represented in the state diagram. A new parameter y is added to represent the repair rate
of a module in the most extreme fault rate scenario. Figure 5.3 represents the updated state

diagram of this system and Equation 5.8 represents the transition matrix for this model.

1— 3)\At 3AAt 0
T(m,n) = | pAAt 1 —2 At —pXt 2\A¢ (5.8)
0 0 1
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Figure 5.3: Markov model state diagram for a TMR system with repair capability

The previous RadPC architecture extended this functionality, and therefore the
reliability and MTTF, through a 4MR module configuration with its processors. This results
in the addition of two states and six more transitions, thus further reducing the decrease the
reliability and MTTF as time increases. For this model, the assumption is made that two
concurrent faults will not result in an irreparable multi-fault condition, as the probability
of such a fault is low enough to be considered impractical. In this model, p = 437 [ms]| to
represent the slowest possible tile PR time.

Similar to the standard TMR system, Sy represents a fully operational state for RadPC.
If a processor tile is damaged, the system transitions to S; and awaits repairs. This tile must
be disregarded in the vote process until it is brought back into operation, represented by
So. If repairs are not successfully conducted, RadPC will continue in S5 until repairs are
completed. If RadPC experiences enough irreparable faults that compromise the voting and
repair mechanisms, the system transitions to S; - total and irrecoverable system failure.
Figure 5.4 is the state diagram that represents this model and Equation 5.9 is the transition

matrix.
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1 — 4AA¢ 3NAL AAL 0 0
0 1 — 22AAt — MAt AAL 0 2AAL
T(m,n) = | u\At 0 1 —3MAL— pAAE 3AA¢ 0 (5.9)
0 0 HAAE 1—20At 2)\At
0 0 0 0 1

The current RadPC architecture presented in this dissertation makes several critical
changes to this model. First, PR is no longer considered a time-based repair mechanism -
a tile undergoing partial reconfiguration is relegated to the background and does not affect
the rest of the system as it is refreshed. The only repair mechanism that can affect the
other tiles during runtime is the Arbiter, in which a 2 clock cycle delay is required to switch
states and complete the repair. For a 48 MHz clock on the RadPC system, the repair time
comes to 41.7 [ns|. Effectively, the only change to the Markov chain model is the value of the

variable p. This results in a reduced drop in reliability over time and a far greater runtime
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in operational form.

Radiation Environment Analysis Using CREME96

Radiation environments in space are not constant and can affect devices differently
depending on relative location and time. Previous RadPC architectures have undergone
testing in space environments, but on the grounds of a preliminary analysis of the fault types
and rates anticipated. Simulation softwares and suites are used to perform such analysis.

The previous RadPC architecture used a numerical modeling tool known as the Cosmic
Ray Effects on Micro-Electronics code (CREME96)[67|. These results parallel the presented
architecture and demonstrate the expected environments in which it will be expected to
perform. A similar FPGA, the Artix-7 XC7A35T chip, was used in this analysis as a test
case of the sort of device to be implemented. Its dimensions and essential bit count were
factored into the CREME96 analysis. From this information, estimates were calculated by
the software to predict the intensity and frequency of SEEs expected to be experienced
by the device during operation. As anticipated International Space Station missions were
set around the time of the initial CREME96 analysis, these environments were selected for
analysis by the software.

The first analysis assumed the entire FPGA to be essential for base operation. Table 5.1
demonstrates the results of this simulation for the International Space Station environment.
Assuming the FPGA does not use the entirety of its configuration memory for RadPC’s
implementation, and de-rating these figures as one would for a standard microcontroller in a
space environment, the fault rates must be scaled by a factor of 0.3. The reduction in rates
is reflected in the same table. These values are a closer representation of the effects of the

radiation environment on a standard space computing system.
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Given the radiation rates presented in the CREME96 data, in terms of SEUs per day,
a plot showing the reliability of the various computing systems over time at a given fault
rate A can be constructed. Such a plot is given in Figure 5.5, given the fault rate of the
worst expected day on the International Space Station. This simulation was performed for
100 hours, a general "rule of thumb" duration for aerospace runtimes.

The simplex and TMR systems fail quickly due to their inabilities to repair themselves
in hostile radiation environments. Greater reliability is demonstrated in the TMR system
with repair capabilities, though the reliability is heavily compromised by the end of the 100
hours. The 4MR system, however, demonstrates far less decrease in reliability. As can be
seen from the purple dotted and light-blue dashed lines on the plot, decreasing the repair
time of the system (and thus increasing the p ratio) greatly decreases the reliability dropoff
of the system significantly. To aid in readability, another plot highlighting these two repair
systems is shown in Figure 5.6.

When the reliability reaches 0.5 or below, the probability of a system failing is that
of a coin flip and is considered unsuitable for operations. The MTTF rate illustrates the
effect of this reliability on a system at any fault rate A, and with the worst-case scenario
fault rates for the International Space Station is provided by CREME96, further analysis
can be conducted as a means of understanding the effects of fault rates on the system. In
conjunction with the Markov chain model reliability analysis, a script was written in Python
to determine the MTTF of each computing system in the worst-case International Space
Station radiation environments. Table 7?7 shows the results of this simulation analysis.

It was found that the 4MR system with the increased value of p = 5.0 lasts 121% as
long as the 4MR system with ¢ = 5.0 during the International Space Station’s worst possible
estimated radiation in a week, 213% as long during the worst possible day, and 500% as long
during the worst possible five minutes. These systems last substantially longer in more

extreme radiation environments than the simplex or TMR systems. It is shown here that pu,
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Figure 5.5: Exponential reliability curve for simplex system, TMR system, TMR system
with repair, and 4MR RadPC system with repair

representing a ratio of faster repair times, greatly affects the MTTF of the system given a
fault rate.

Additional Markov modeling can be conducted incorporating the background repair
natures of PR and memory scrubbing, but as such features greatly extend the size of the
Markov chain model and, therefore, the transition matrix probabilities, such complexity
places these models outside the scope of this analysis. The Markov chain models provided
demonstrate the role of faster repair rates (and therefore higher u ratios) in the reliability
and MTTF of a computing system.

It should be noted that this analysis was conducted on a smaller FPGA with more
tightly clustered LUT and FPGA block memory (BMEM) placement. The FPGA used
in the test hardware is a bigger device that, if floorplanned ineffectively, could result in

more devastating effects from SEEs. Thus, the presented architecture seeks to mitigate
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Figure 5.6: Zoomed exponential reliability curve for AMR RadPC system with varying repair
rates

"clustering" of sensitive logic by floorplanning sensitive regions apart from each other. This

was done by spreading out the regions of the Reach processing cores, as shown in Figure 5.7.

Figure 5.7: Implementation view of the RadPC Architecture’s Reach Cores
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Table 5.2: Mean Time To Failure of Space Computing Systems in Worst-Case International
Space Station Radiation Environments

ISS Environment

Worst Week Worst Day Worst 5 Minutes
(A = 0.000035 SEU/ms) | (A = 0.00019 SEU/ms) | (A = 0.00072 SEU/ms)
Simplex System 0.02 hr 0.004 hr 0.0012 hr
TMR 0.02 hr 0.004 hr 0.0012 hr
TMR w/ Repair | 10.7 hr 0.36 hr 0.0257 hr
AMR ( = 0.025) | 88.8 hr 1.69 hr 0.0523 hr
AMR (¢ =5.0) |107.8 hr 3.6 hr 0.2484 hr

As RadPC operates under the assumption of majority rule indicating correct data, all
Reach cores have been spread out from each other so as to reduce the likelihood of multifaults
occurring between tiles and their corresponding interfaces. This reduces the chances of a
fault of any intensity corrupting two processor tiles beyond repair with a simultaneous hit,
given the spread of RTL and area of effect of an SEE. As with other strategies, this comes
as a balance between separating sensitive logic regions and meeting timing requirements so
as to limit clocking violations. Furthermore, extending the floorplanning of regions to other
components such as the voter subcomponents, the Arbiter, and the scrubber could prove
beneficial as a means of future work. Thus, the placement of RadPC components in the
FPGA, in terms of its configuration memory, is another significant factor in increasing the

MTTF of the device and reducing the impact of faults.
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CONCLUSION AND FUTURE WORK

This dissertation has presented a novel approach to fault tolerance in space computing
systems, using the open-source RISC-V architecture and newly-developed components to
mitigate the effects of space radiation. The approach has resulted in an upgraded form of the
RadPC radiation-tolerant space computing architecture, and continues work previously done
in the areas of radiation resilience and high-performance computing systems for spacecraft.
The presented architecture demonstrates reduced repair times and greater performance under
simulated, induced faults, increasing the reliability of the system significantly and reducing
mean time to failure.

By eliminating blackbox FPGA components and substituting glassbox substitutes in
their place, access to key internal signals within the design is possible and therefore allows
for more thorough detection of faults. A glassbox processor core based on the RISC-V
architecture was presented and implemented as the new processing core for RadPC. This
core was created for FPGA implementation and uses a custom-built, GCC-based compiler
toolchain supporting the implementation of a C program into VHDL. A sample program
to parallel previous RadPC iterations was created, with the addition of a basic telemetry
message function to demonstrate newer features.

Two new components were described and introduced into the RadPC architecture,
building from the original premise of the voter component and expanding its functionality
to cover more of RadPC’s critical areas of operation. Internal registers are monitored
and arbitrated by the Arbiter component, using an array of voter components to monitor
all registers and the program counter for radiation-induced faults. A new scrubber was
developed to leverage the new voter sub-components and turn the task of memory scrubbing
into a background operation. Previously used techniques with extensive flight heritage, such

as partial /full reconfiguration and soft error mitigation, were kept and integrated into the
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system as further means of background fault resilience.

Finally, a reliability analysis of this new architecture was conducted using Markov chain
models to demonstrate increased resilience. Where traditional triple-modular redundant
systems can lead to inescapable failure states and repair mechanisms merely delay such
system failure, RadPC’s four-modular redundant structure greatly extends the mean time
to failure and keeps reliability high for a longer duration.

Where the presented system has demonstrated the ability to surpass the resilience
and repair capabilities of previous architectures, future work is still required to make
the architecture more robust for space exploration. First, the software toolchain needs
to be modified to allow for more efficient user debugging. As the presented architecture
lacks a bootloader or a means of debugging the cores in real-time, these features must be
added to ensure ease of use. Second, the reconfiguration parameters need to be tightened
to allow for faster system and core reconfiguration. Third, as with all previous RadPC
iterations, deployment in an aerospace environment is necessary to fully demonstrate system
capabilities.

Thus, the RadPC architecture presented aims to meet the growing needs for reliable,
high-performance, radiation-tolerant space computing systems, both in present and near-

future space exploration missions and beyond.
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