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ABSTRACT 

The Internet of Things (IoT) applications require fexible and high-performance 
network solutions, but many IoT solutions can only support single-use case appli-
cations, which limits their performance and fexibility for real-time and streaming 
applications. LoRa ofers a fexible physical layer but lacks the power needed in its 
link layer protocols to support real-time fows. The Beartooth Relay Protocol (BRP) 
expands the performance envelope of LoRa, making it suitable for a wide range of IoT 
applications, including those requiring real-time and streaming capabilities. However, 
the resource-limited nature of LoRa does not allow BRP to support self-healing mesh 
network capabilities or beyond two hops while maintaining real-time streams. To 
address the limitations of BRP in supporting mesh network capabilities and real-
time streams beyond two hops, we move our focus to the development of the second-
generation Beartooth Radios, MKII, and the frst-generation Beartooth Gateways. 
We utilize Commercially-available Of Shelf Components (COTS) in the radios to 
provide a cost-efective, power-efcient, and compact solution for establishing real-
time situational awareness. The self-healing mesh network provided with MKII and 
Gateways also enhances the reliability of the overall network, ensuring connectivity 
even in case of node failures. By incorporating military information brokers, such as 
the Tactical Assault Kit (TAK), the Beartooth Gateway establishes a hybrid network 
between Beartooth radios, gateways, and other TAK-capable devices, ensuring 
compatibility with existing IP networks. By combining Beartooth MKII radios, 
Gateways, and fexible link layer protocol elements in BRP, this research demonstrates 
a versatile and fexible solution that provides real-time application streams and critical 
situational awareness capabilities in mission-critical applications. 
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INTRODUCTION 

Motivation and Overview 

The need for reliable and performant communication is essential in today’s world. 

However, many regions lack the necessary infrastructure due to factors such as difcult 

terrain, remote locations, or low population densities. These factors often make it 

economically unviable for service providers to establish connectivity infrastructure, 

resulting in a digital divide between connected and unconnected regions. Even in 

areas with connectivity solutions, mission-critical applications may face interruptions 

or failures because of natural disasters or man-made disruptions, further highlighting 

the need for robust communication networks. 

In addition to providing essential services, reliable communication networks are 

crucial for disaster response and recovery, as well as enabling economic growth in 

remote areas. The lack of connectivity infrastructure hampers the development 

of healthcare, education, and other essential services, perpetuating a cycle of 

underdevelopment in disconnected regions [1]. As such, addressing the issue of 

inadequate connectivity is of vital importance for the overall improvement of living 

standards and socio-economic progress. 

Real-time Data Dissemination across Multiple Networks 

Peer-to-Peer Networks To address these challenges, peer-to-peer networks have 

emerged as a viable alternative to traditional communication solutions. These net-

works are self-organizing, decentralized, and require no infrastructure, making them 

ideal for use in remote or of-grid regions. By enabling direct communication between 
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devices, peer-to-peer networks ofer increased resilience to failures and improved 

scalability compared to centralized systems. Furthermore, their decentralized nature 

makes them less vulnerable to targeted attacks or single points of failure. 

Despite their advantages, peer-to-peer networks face certain challenges, such 

as limited bandwidth, security issues, and lack of standardization. These issues 

may hinder the widespread adoption and efectiveness of peer-to-peer networks, 

necessitating further research and development. Moreover, existing IoT technologies 

designed for sensor networks may not be suitable for real-time user trafc, which calls 

for new solutions specifcally designed for this purpose. 

LoRa MAC Layer and Beartooth Relay Protocol The LoRa MAC Layer, a 

fexible, low-power, and long-range solution, has emerged as a popular radio solution 

for of-grid communication. This technology is also afordable and easy to develop, 

making it accessible to a wide range of users. The LoRa MAC Layer’s fexibility 

allows it to be used in various applications, from remote sensing to asset tracking, 

ofering a versatile solution for of-grid communication needs. 

However, the limited bandwidth of LoRa poses certain limitations, necessitating 

the development of new solutions like the Beartooth Relay Protocol (BRP). The 

BRP doubles the communication distance by utilizing relay nodes, allowing users to 

extend the range of their LoRa networks beyond the typical two-hop limit. While 

the BRP has shown promise, it is not without its limitations, and further research 

is needed to improve its performance and scalability. Developing new solutions that 

are specifcally designed for of-grid regions will be essential in enabling reliable and 

performant communication in such areas. 
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Research Design 

Problem Statement The growing importance of real-time situational awareness 

(SA) in mission-critical applications, particularly for small military units, has been 

underlined by recent conficts. Conventional real-time SA solutions tend to be costly, 

energy-intensive, and cumbersome. This highlights the need for the development of 

more afordable, energy-efcient, and user-friendly alternatives that works in regions 

that lacks infrastructure. The second-generation Beartooth Radios MKII, designed 

using commercially available of-the-shelf (COTS) components, strives to address 

these issues. 

Design Science Framework and Problem Decomposition The present thesis is a 

comprehensive exploration of Internet of Things (IoT) technologies. The research 

is divided into two main parts, each contributing to a deeper understanding of 

IoT’s potential and limitations. The frst part of the thesis critically evaluates 

various IoT technologies, identifying their respective use cases, and highlighting their 

shortcomings. This evaluation aims to provide a solid foundation for the development 

of new solutions that address the limitations of existing IoT technologies. 

Following the critical evaluation of IoT technologies, the study introduces a 

novel link layer protocol that enhances connectivity performance and mitigates the 

identifed shortcomings. This new protocol, specifcally designed for of-grid regions, 

is expected to improve the reliability and performance of communication networks in 

these areas. 

The second part of the thesis focuses on real-time Situational Awareness (SA) 

dissemination through the deployment of radios comprised of Commercial Of-The-

Shelf (COTS) components. This section of the research investigates the integration 

of the aforementioned radios with existing mission-critical applications through 
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gateways. This analysis contributes to the literature by providing valuable insights 

into the development and deployment of Peer-to-Peer communication technologies in 

complex and high-stakes environments. 

Overview In Chapter 3, the thesis discusses the wireless connectivity problem 

and how enabling Device-to-Device connectivity solutions would address the wireless 

coverage gap. This analysis aims to provide a better understanding of the challenges 

and potential solutions in the context of wireless communication, especially in remote 

and of-grid regions. 

Chapter 4 tackles the limitations of existing solutions for situational awareness. 

The chapter also proposes a solution to couple resource-scarce networks with higher 

capacity networks, creating hybrid networks in which situational awareness data 

can disseminate seamlessly. This examination ofers insights into the potential 

improvements in real-time SA data dissemination across various networks. 

Finally, in Chapter 5, the thesis concludes and discusses future work. This 

chapter summarizes the key fndings of the research and outlines potential avenues for 

further investigation and development, aiming to contribute to the ongoing evolution 

of IoT technologies and their applications in mission-critical situations. 
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BEARTOOTH RELAY PROTOCOL: SUPPORTING REAL-TIME 

APPLICATION STREAMS WITH DYNAMICALLY ALLOCATED DATA 

RESERVATIONS OVER LORA 

Problem Statement 

People gravitate to convenient, one-fts-all solutions and expect products to work 

well for diferent applications in various scenarios. The same holds true for wireless 

networks. Bluetooth, for example, supports wireless music streaming, fle sharing, 

and even control of mobile applications via car receivers. As of yet, networks in the 

Sub-GHz Industrial, Scientifc, and Medical (ISM) band lack the same fexibility and 

primarily cater to IoT sensor communications [2–7]. 

One of the recent and exciting physical layer protocols in the ISM band is Long 

Range (LoRa) from Semtech [8]. LoRa’s chirp spread spectrum (CSS) modulation 

makes possible long-range transmissions with low power consumption. LoRa’s 

physical layer is also quite confgurable in terms of bandwidth, transmit power, coding 

rate and spreading factor giving LoRa a broad performance envelope in terms of 

range and data rate [9]. However, link-layer protocols designed for LoRa do not 

fully take advantage of LoRa’s fexibility and cater to specifc applications in specifc 

settings [3, 5, 6, 10–13]. As a result, LoRa remains a niche technology restricted to 

sensor networks, rather than broader Internet of Things (IoT) use cases. 

To illustrate the above claim, LoRaWAN [14] is a link layer protocol base 

on LoRa for long-range, low-power, short-burst sensor communications. However, 

the collision avoidance mechanisms of LoRaWAN borrowed from ALOHA [15], lead 

to unpredictable message delay and loss. The resulting mean latency of 11 s and 

throughput of 28 bit/s make it unsuitable for real-time and reliable applications 

such as health monitoring [5, 14]. To provide predictable delay in LoRa networks 
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several solutions proposed time-slotted medium access control (MAC) [3,4,10]. These 

protocols provide bounds on delay and high packet delivery rates (PDR). Yet, 

these protocols are hamstrung by the European Union (EU) regulatory duty cycle 

limitations on the ISM band, and so have low throughput and latency in the tens 

of seconds that limits their use for streaming applications [16]. A few approaches 

aim to sustain streaming data by abandoning PDR as a primary metric and focusing 

in improving LoRa throughput instead. Industrial LoRa [6] combines contention 

and contention-free transmissions to provide sustained throughput of 28 bit/s. DQ-

LoRa [13] uses distributed queuing to provide throughput of 0.7 kbit/s. Nevertheless, 

these protocols still achieve latency of more than 4 s limiting their use in real-time 

applications such as vehicular networks [17]. In summary, none of the existing LoRa 

MAC protocols support real-time data streams and moreover lack the fexibility to 

customize their parameters to meet the requirements of the specifc application fows 

present in a network deployment 

We propose Beartooth Relay Protocol (BRP), a fexible MAC protocol that 

supports, among others, real-time and streaming applications over LoRa. We also 

present the design of a frequency hopping LoRa radio developed by Beartooth that 

works in tandem with the BRP. This chapter ofers the following contributions: 

1. We describe BRP, a highly confgurable gateway protocol supporting real-time 

and streaming applications. We control the BRP performance envelope with 

a confguration fle distributed to nodes in a network deployment to match 

application performance requirements. 

2. BRP provides latency under 500 ms making it suitable for real-time messaging, 

such as location updates within the Team Awareness Kit (TAK) tactical 

situational awareness application [18]. 
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3. BRP provides fow throughput just shy of 0.8 kbit/s letting it support bidirec-

tional, real-time voice fows (a frst in LoRa) encoded with Codec 2 [19]. 

4. We describe the mechanisms behind the Beartooth radio and BRP, specifcally 

frequency hopping and scheduling of multiple transmission opportunities, that 

enable their performance while meeting Federal Communications Commis-

sion (FCC) regulations. 

These results demonstrate that BRP has the potential to be adopted into many 

IoT applications with diferent performance profles that go beyond sensor network 

communications. 

Related Work 

To frame the need for a fexible LoRa protocol that caters to both real-time 

and streaming data, we discuss the limitations of existing LoRa protocols in the 

commercial and research spaces. 

Semtech introduced LoRa chirp spread spectrum (CSS) chip in 2009. LoRa 

encodes information with chirps, or transmissions of rising frequencies within the 

width of a channel (125 kHz or 250 kHz), where the starting frequency of chirp 

indicates a symbol [9]. The slope of a chirp is a function of channel width and the 

spreading factor, which defnes the duration of each chirp and its resiliency to radio 

interference. The wider the channel and the longer the chirp the more resilient is the 

transmission to interference as these make it easier for the receiver to determine the 

starting frequency of the chirp. The CSS encoding gives LoRa resilience to multipath 

efects, fading, and Doppler frequency shifts [20]. However, the main advantage of 

LoRa is its range; radios based on Semtech chips support data rates between 0.3 and 
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37.5 kbit/s and robust links at distances up to 9 km in urban and over 30 km in rural 

scenarios [14, 21]. 

The LoRa Alliance publishes a carrier sensing multiple access (CSMA) Lo-

RaWAN protocol, which allows devices to communicate via gateways [22]. LoRaWAN 

utilizes an ALOHA based approach where end devices transmit contending frames, 

which leads to error rates as high as 70% depending on the frame size [10]. 

Although LoRaWAN utilizes other mechanism to boost performance such as Adaptive 

Data Rate (ADR) and Channel Activity Detection (CAD) collision avoidance 

protocol design is ill-suited for application streams with Quality of Service (QoS) 

requirements [23]. 

To address the unpredictable latency and unreliable delivery of LoRaWAN a 

number of protocols propose time-slotted approaches to medium sharing. Hoang et al. 

propose ST/CA – a slotted LoRa protocol with collision avoidance [10]. A gateway 

beacon synchronizes nodes to the start of a frame divided into transmission slots. Each 

transmission slot contains a number of delay slots. To transmit data a node engages 

CAD in a random delay slot and, if is does not detect a competing signal, proceeds 

to transmit data for the remaining delay slots and the rest of the transmission slot. 

While time synchronization and short delay slots reduce the impact of collisions, nodes 

still compete for each transmission opportunity. The evaluation shows maximum per 

node throughput of 11.3 bit/s under a PDR of 0.87. Frame duration is 25.7 s leading 

to the maximum latency of 25.65 s after a 500 ms beacon. 

Piyare et al. propose an on-demand time division multiple access (TDMA) 

scheme for LoRa [11]. A gateway uses a separate wake-up receiver (WuRX) radio to 

wake up nodes and synchronize them to the start of a cycle. A node then chooses a 

transmission slot based on its node ID. The scheme assigns node IDs statically during 

network confguration, which makes it unable to deal with node churn and leads to 
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higher latency for higher ID nodes. The evaluation shows a PDR of 100%, but high 

mean latency of over 2 s. The authors do not provide throughput performance. 

Zorbas et al. propose TS-LoRa – a slotted LoRa protocol that allows nodes 

to autonomously compute their slot number [3]. TS-LoRA nodes operate in two 

stages, registration and transmission. During registration the gateway assigns a 

unique timeslot to a registering node, which the node then uses to transmit data. 

The gateway initiates data transmission with a SACK packet that also acknowledges 

previous transmissions. The scheme however leaves timeslots unused for nodes that 

chose not to transmit in their slot. The evaluation shows maximum per node 

throughput of 45.6 bit/s under a PDR of 0.9986. 

Singh et al. propose a gateway-coordinated channel hopping scheme [12]. The 

protocol uses detailed on-air time calculation for beacon packets to synchronize node 

clocks. The gateway announces a schedule of timeslots and channels than nodes 

switch to for transmission. The paper evaluates the performance of scheduling and 

channel hopping scheme, but not of data transmission. 

Leonardi et al. propose Industrial LoRa MAC that provides both contention and 

contention-free transmission slots within a frame [6]. Nodes compete for contention 

slots using ALOHA, while contention-free slots are scheduled. However, Industrial 

LoRa include time in the frame to communicate a schedule and the authors propose 

that the schedule should be specifed ofine, with dynamic scheduling left to future 

work. The authors evaluate Industrial LoRa in an OMNeT++ simulation showing 

best-case mean latency of 9.67 s and PDR of 0.34 for contention slots and 1.0 for 

contention-free slots. 

Wu et al. propose DQ-LoRa based on distributed queuing (DQ) [13]. A DQ-

LoRa frame is divided into a small number of contention slots, a data slot, and a 

gateway acknowledgement slot. Nodes compete for data slots by transmitting their 



10 

ID in one of the contention slots and the gateway acknowledges non-colliding IDs. 

Nodes that do not experience a collision use the data slots in subsequent frames 

to transmit, while other nodes continue to compete in contention slots. The work 

demonstrates that a small number of contention slots is sufcient to fully utilize data 

slots, even with a large number of nodes. The authors evaluate DQ-LoRa analytically 

showing best-case delay of around 4 s and throughput of 0.7 kbit/s, a gain factor of 

2.6 over LoRaWAN throughput. 

Finally, Leonardi et al. underline the need for bounded end-to-end delay and 

higher reliability in IoT applications and introduce RT-LoRa to address delay 

and reliability with scheduling for real-time trafc [5]. The RT-LoRa is able to 

accommodate contention and contention-free transmissions for periodic and aperiodic 

data generation. Their results show RT-LoRa’s packet loss rate and maximum end-

to-end delay under two confgurations. When compared to author’s earlier approach 

Industrial LoRa, RT-LoRa has signifcantly higher PDR of 0.97 especially on shorter 

distances to the sink and latency of 20.7 s in best case scenario. 

In summary, none of the approaches address the needs of latency sensitive 

real-time trafc, or streaming data fows. In this chapter, we propose a solution 

that applies time-slotted frame scheduling on a frequency hopping LoRa radio. Our 

approach not only noticeably reduces LoRa delay and increases throughput, but also 

provides the fexibility to confgure network parameters to the performance needs of 

real-time and streaming applications present in a network deployment. 

Beartooth Radio 

The Beartooth radio behind the BRP is a custom LoRa shield paired with a 

Raspberry Pi 4 controller, as shown in Figure 2.1. The shield includes a SX1276 

LoRa chipset, which communicates with the BRP on the controller’s CPU via the Pi’s 
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Figure 2.1: Beartooth radio LoRa shield paired with a Raspberry Pi 4. 

Serial Peripheral Interface (SPI). The SX1276 chipset modulates a CSS radio signal 

in the 900 MHz band amplifed to 30 dbm at the antenna. The SX1276 provides seven 

spreading factors, SF6 to SF12, with SF6 creating the the steepest slope providing 

the highest data rate, 37.5 kbit/s, and SF12 creating the fattest slope provides the 

greatest robustness and therefore range with 0.26 kbit/s [7]. LoRa also protects bits 

in transmission with a confgurable error correction rates using Hamming codes and 

with a cyclic redundancy check (CRC). 

One of our contribution is the frequency-hopping mechanism used by the 

Beartooth radio since 2017 [24]. The FCC Title 47 part 15 limits the maximum 

transmission duration on a channel, also known as dwell time, to 400 ms in the ISM 

band [25]. This regulation limits the throughput LoRa devices can achieve on a single 

frequency. However, SX1276 chipset supports internally timed frequency hops [20] 
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Cycle

Time

ND_DATA ND_DATA RLY_TXND_DATA

Data Exchange (DE)

               

Figure 2.2: BRP cycle, stages, and frames. 

and Beartooth radios change frequencies during message transmissions every 0.08 s, 

which efectively allows for indefnite transmission durations. Because LoRa supports 

50 frequency channels, Beartooth radios use 50 semi-orthogonal hopping sequences. 

A relay and its clients agree on a hopping sequence and multiple sequences allow 

the coexistence of co-located network deployments. We handle occasional collisions 

on sequence timeslots with forward error correction (FEC) embedded in Beartooth 

frames. Beartooth radios and their approach to the use of the ISM band has been 

approved for operation by the FCC [24]. 

Beartooth Relay Protocol (BRP) 

Protocol Requirements 

In designing the BRP we had to consider Beartooth customer requirements, 

constraints of the LoRa chipset, and FCC regulations. Beartooth customers want to 

build networks that cover hundreds of square miles and support support two types of 

applications: situational awareness and team voice communications. The situational 

awareness application exchanges short messages that carry text, or GPS location. 

These messages are under 20 B and should be delivered in under 500 ms. The team 

voice application sends encoded voice streams that should be delivered to multiple 

recipients, again, in under 500 ms. We encode voice transmissions with Codec 2 for 

a throughput requirement of 700 bit/s [19]. We also explore a scenario to support 
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generic sensor network compliant with EU duty cycle limitations in the ISM band, 

where duty cycle is restricted to 1% [6]. Messages in this network should achieve a 

PDR above 90% as in existing LoRa protocols [3, 5]. This application allows us to 

compare BRP performance to other EU-compliant LoRa protocols. 

We aim to support these applications within the limits placed by the SX1276 

chipset. The SX1276 chipset provides 50 10.9 kbit/s channels at SF7, which forces a 

uniquely pithy BRP control signalling within the available bandwidth, as discussed 

in Section 2. Further, we determined experimentally that the SX1276 chipset faces 

limitations in transmitting back-to-back frames. For example, frames over 30 B 

transmitted every 150 ms result in the chipset becoming unresponsive until we cycle 

its power. The chipset, however, can transmit repeatedly frames under 30 B at that 

interval, or frames larger than 30 B are longer intervals. As a result of these hardware 

constraints, we confgure node data frames under 30 B, but may still use larger frames 

for relay transmissions, as discussed in Section 2. 

Finally, the FCC limits transmit power to 30 dbm [25]. The power limits 

restrict the communication range of Beartooth radios to 15.2 km as reported in 

our preliminary work [26]. Our transmissions also comply with FCC’ dwell time 

regulations, as described in Section 2 where a radio cannot occupy one channel more 

than 400 ms [25]. 



Frames Fields Size (B) Description 

RLY ANNC type 1 

Relay announces available LES control time slots and the network confguration. confid id 1 

ctrl tbl 2 

ND REQ type 1 

Node requests a number of DE time slots for data transmission.node id 4 

de req cnt 1 

RLY ACK type 1 

Relay broadcasts DE time slot allocations and the number of DE stages. 
traffic map 12 

traffic map size 1 

de cnt 1 

ND DATA type 1 

Node transmits their data. 
dest id 4 

data len 1 

data 20 

RLY TX type 1 

Relay rebroadcasts received ND DATA frames in RLY TX.nd data len 1 

nd data buffer 78 

14 

Table 2.1: List of protocol frames with descriptions. 
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Figure 2.3: Link Establishment and Scheduling message sequence. 

Protocol Operation 

At a high level BRP operates by repeating a transmission cycle of protocol frames 

shown in Figure 2.2. We list the details of details of the BRP frames in Table 2.1. 

Each cycle contains two types of stages, the Link Establishment & Scheduling (LES) 

stage and the Data Exchange (DE) stage. In the LES stage the relay synchronizes the 

nodes to the cycle start time and allows them to request transmission opportunities. 

In the DE stages nodes send data to the relay, which forwards the data the receivers 

via a broadcast. Depending on the amount of data nodes seek to transmit, the 

relay may allocate transmission opportunities in consecutive DE stages. While nodes 

compete in the LES stage and their request frames may collide, the data transmissions 

in the DE stages are collision-free. 

Link Establishment Referring to Figure 2.3, to start a cycle a relay broad-

casts the Relay Announce (RLY ANNC) frame (Step 1), which includes confguration 

ID (config id) and a LES control timeslot table (ctrl tbl) with available timeslots for 
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nodes to establish connections. The config id specifes network parameters, discussed 

in Section 2. 

A node may listen to frame preambles on diferent frequencies (in turn) to receive 

RLY ANNC frames from diferent relays in an area. A node will chose the one with the 

strongest signal to noise ratio (SNR) and thereafter listen for RLY ANNC frames on 

that channel. Nodes use the reception of RLY ANNC to synchronize with a relay by 

establishing the start time of a cycle. If a node does not receive RLY ANNC in some 

time, then it sequentially listens other channels and accepts announcements from 

other relays. 

To connect with a relay, a node chooses a random available LES timeslot from 

ctrl tbl (Step 2 in Figure 2.3) in which to send the Node Request (ND REQ) frame 

containing the node ID (node id) and how many DE stages (de req cnt) it needs for 

its trafc (Step 3). For example, to send a ND REQ in timeslot 2, the node waits for 

the time it takes to transmit two ND REQ frames after the reception of RLY ANNC. 

Scheduling The relay collects ND REQ’s and adds node id’s into a trafc queue 

used to schedule nodes in the DE stages. For simplicity, we implement a simple 

sticky scheduler, which gives priority to continuing fows from the previous cycle 

up to a limit. Otherwise the relay schedules new requests in the trafc queue 

randomly. The stickiness allows nodes to efectively reserve bandwidth for continued 

data streams across multiple cycles, while the limit and randomness provide fairness. 

The result of the scheduling process is a trafc map (traffic map) containing node id’s 

corresponding to DE timeslots of each scheduled node. For example, a trafc map 

[215, 328, 328] means that node 235 may transmit data in DE timeslot 0 and node 

328 in timeslots 1 and 2, if it sent two ND REQ’s. 

Following the scheduling decision, the relay updates its ctrl tbl (Step 4) by 
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setting the bits in the LES timeslots used by ND REQs of the scheduled nodes. 

The number of DE stages used by the relay provides a tradeof between latency 

and throughput as discussed in Section 2. The number of DE stages may be fxed at 

the relay, though we implement a dynamic approach where the number of DE stages 

is the median of the ND REQ de req cnt values to provide a balance between fairness 

and performance. 

To announce the scheduling decision, the relay forms a Relay Acknowledge-

ment (RLY ACK) frame (Step 5) by including the traffic map and the number of DE 

stages (de cnt). A node receiving a RLY ACK (Step 6) checks if its node id is in the 

traffic map and if so considers itself connected on the LES timeslot it used to sent 

its ND REQ. The node also records its DE timeslot (the position of its node id in the 

traffic map) and the number of DE stages. 

If two ND REQ’s collide, and a node cannot fnd its node id in the traffic map, 

the node backs of the repeats the LES stage on a random available timeslot in 

the RLY ANNC ctrl tbl bitmap. It is important to note that as RLY ANNC advertises 

only available control timeslots, nodes trying to connect to a relay will only consider 

available timeslots thus, ND REQ can collide with only those of other, unconnected 

nodes. 

To ensure that nodes do not need to repeat the connection process, entries in the 

ctrl tbl on both nodes and the relay include a time to live (TTL) of 5 cycles. When 

a node stops receiving RLY ANNC, it decrements the TTL of the connection. Similarly 

the relay decrements the TTL of a connection, if it does not receive a ND REQ within 

a cycle. Reception of these frames resets the TTL to 5. 

Data Exchange Referring to Figure 2.4, after a node, here Node A, receives 

RLY ACK (Step 1) it looks up its data time slot(s) shared in traffic map (Step 2). Then, 
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Figure 2.4: Data Exchange message sequence. 

it forms Node Data (ND DATA) frame and sends it in the assigned timeslot (Step 3). 

Another node follows the same pattern and sends its ND DATA in (Step 4). ND DATA 

contain destination address (dest id), either node id or group id, the length of the 

data payload (data len) and the data payload (data). 

The relay collects all ND DATA frames (Step 5), encapsulate them in a bufer (nd data buffer), 

and fnally broadcast the RLY TX frame (Step 6). Nodes receiving the RLY TX pass onto 

the higher layer data if the encapsulated ND DATA are addressed to their node id, or a 

group id subscribed to by the application layer (Step 7). Nodes and relay will repeat 

the DE stage de cnt number of times (Steps 8-10). 

Protocol Confguration 

The BRP is quite fexible allowing Beartooth networks to support applications 

with diferent performance requirements. While the number of network parameters is 

quite large, we observe that the number of useful combinations is small. As a result, 
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we let the relays to specify the set of parameters with a config id, which then allows 

a node to look up a specifc combination of parameters pre-loaded onto Beartooth 

nodes. 

The confgurable parameters include BRP parameters such as: the number of 

LES control timeslots, DE timeslot duration and count, and sleep time before a 

RLY ANNC to reduce protocol duty cycle. The confgurable parameters also include 

LoRa PHY settings such as spreading factor, channel bandwidth, coding rate, and 

whether or not the CRC is used. 

Evaluation 

To demonstrate BRP fexibility of performance, we evaluate its performance 

in three network scenarios, while measuring latency, cycle duration, PDR, and 

throughput. 

Setup 

We confgure the Beartooth radios to use SF 7, coding rate of 4/5, channel 

bandwidth of 250 KHz, and the use of the CRC. The achievable channel bandwidth 

in this confguration is 10.9 kbit/s and represents and attractive tradeof between 

channel capacity and range [26]. 

Further, we confgure three network scenarios as follows. Scenario 1 supports the 

exchange of short messages. The application generates 20 B messages every second 

with the goal of delivering them within 500 ms without relying on multiple DE stages. 

We vary the number of transmitting nodes between 1 and 3 while using 3 LES 

timeslots. 

Scenario 2 supports real-time data streams. The goal of this scenario is to 

demonstrate BRP’s ability to accommodate voice streams within 500 ms latency. We 
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encode voice data with Codec 2 at 700 bit/s, which generates 20 B messages every 

228 ms [19]. In the experiment we also vary the transmission interval to fnd the 

maximum fow throughput. We confgure the number of DE stages to 3. 

Finally, Scenario 3 supports BRP performance under the EU duty cycle 

regulations, which restrict nodes to transmit only 1% of the time [6]. The goal of 

this scenario is to demonstrate BRP’s ability to meet EU regulations and compare 

its performance against other LoRa MAC protocols in terms of PDR and control 

overhead. To do so, we restrict the frequency of RLY ANNC messages by adding a sleep 

interval to the cycle. 

Results 

Scenario 1: Short messages Our frst experiment includes two devices: a relay 

and a sender/receiver. To measure the latency, we include the timestamp in the 

data packet and let node addresses the packets to itself. This approach allows us to 

measure the time diference between transmission (through the relay) and reception 

on the same node, without the need for synchronizing clocks between the sender and 

the receiver. 

Figure 3.4 shows the CDF of cycle duration (blue solid line) and latency (orange 

dashed line) on the y-axis and time (ms) on the x-axis. We measure the latency at the 

sender between when the input data appears at the send bufer (from the application) 

and when it appears in the receive bufer (from the RLY TX). We measure the cycle 

duration between the reception of RLY ANNC and of RLY TX. 

We observe that latency ranges from 293 ms to 1.47 s with the mean of 478 ms. 

This result indicates that on on average the delay of short messages remains under 

500 ms. The variation in latency comes from the timing of receiving application-layer 

data in relation to the state in the protocol cycle. Data received just prior to the 
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Figure 2.5: Two-hop latency and cycle duration. 
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transmission of ND DATA achieves the lower latency of less than a full cycle, while data 

received just after needs to wait for the next cycle for transmission. When a ND REQ 

is lost due to collision, the node may need to wait for the start of the next cycle, thus 

increasing the measured latency producing the tail in the CDF. 

We also see in Figure 3.4 that the cycle duration is fairly stable averaging around 

362 ms. However, when a node is unable to get a control timeslot in the frst cycle, 

and the second data packet is queued, relay may schedule two DE stages consecutively 

resulting in longer cycle of 553 ms, shown as the step in the cycle duration CDF. 

We also wanted to investigate how diferent numbers of LES timeslots in RLY ANNC 

efect nodes’ ability to schedule transmission, and so application layer latency. Our 

experiment consists of four devices, one relay and three nodes, where one to three 

nodes send periodic packets as in the previous experiment. In Figure 2.6 we show 

application latency on the y-axis and the number of LES timeslots on the x-axis. The 

diferent series in the plot show the number of active sender nodes. 

With one and two active senders, we see an upward linear trend in latency with 

increasing number of LES timeslots. This increase is due to a longer cycle duration 

needed to accommodate the extra LES timeslots. However, with three sending nodes, 

we see latency decrease. This efect is due to the collisions of ND REQ from simultaneous 

senders in randomly chosen control timeslots. Increasing the number of available LES 

timeslots decreases the probability of such collisions, thus the number of retries in 

subsequent cycles, and so message latency. 

Thus, BRP cycle duration can be tuned by the number of LES timeslots to 

accommodate the number of simultaneous transmitters in the network. We note that 

BRP can accommodate a large number of nodes and the LES timeslot tuning applies 

merely to the number of simultaneous senders required by the application. 

Figure 2.7 shows PDR, obtained in the previous experiment, on the y-axis and 
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Figure 2.6: Latency versus number of LES timeslots and active senders. 
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Figure 2.7: PDR versus Number of Control Timeslots. 
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number of LES timeslots on the x-axis. We observe that PDR stays essentially 

the same regardless of the number of LES timeslots. This is because, number of 

LES timeslots has no efects on DE timeslots and when relay schedules three nodes 

within a cycle, nodes use all the available DE timeslots. We also observe that the 

PDR decreases slightly with additional simultaneous transmitters. Even though DE 

timeslots are strictly scheduled, a few milliseconds of shift can cause data frames to 

overfow into neighboring timeslot causing collisions on a very rare occasions. These 

rare collisions are due to the clock drift of the SX1276 chipset. 

Scenario 2: Real-time fows We want to demonstrate BRP can accommodate 

data streams without compromising latency by enabling consecutive DE stages. In 

this experiment we utilize two devices; one node and one relay, confgured to schedule 

3, 5 or 7 data exchange stages consecutively. 

Figure 2.8 shows latency on the y-axis and the number of consecutive data 

exchanges on the x-axis. We observe that the mean latency is 305 ms when relay 

schedules 3 DE stages back to back. Latency decreases to 283 ms when number 

of consecutive data exchanges are increased to 5. Finally at 7 DE stages, latency 

hits 278 ms and shows marginally diminishing returns, because the duration of LES 

stage remains undiminished and represents an increasingly large proportion of cycle 

duration. 

To observe the efects of number of active nodes in scenario 2 we set up another 

experiment with four devices – three nodes and one relay. In this experiment we 

focus on throughput observed on the relay and average PDR observed on nodes. 

Figure 2.9 shows network throughput (blue solid line) in kbit/s on left y-axis, PDR 

(orange dashed line) on the right y-axis and number of active senders on the x-axis. 

Experiments starts with 1 active node and the fgure shows network throughput (and 
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Figure 2.8: Latency versus Number of DE stages. 
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Figure 2.9: Throughput versus Number of Active Nodes. 
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fow throughput) at just below 0.8 kbit/s. When another node is activated we see 

a linear upward trend where network throughput reaches just below 1.6 kbit/s with 

almost no drop in PDR, staying at 98%. The 3rd and the last node is activated, we still 

see an increase in network throughput reaching 2.25 kbit/s however, the rate of the 

increase is diminished due to PDR getting a hit. As discussed earlier, the drop in PDR 

is due to an occasional shift in ND DATA transmissions and an overlap with neighboring 

DE timeslot resulting in ND DATA collisions. Even under such collisions, the per fow 

throughput remains above 750 bit/s and allows the Beartooth network to deliver not 

one, but three simultaneous real-time voice fows encoded with Codec 2 [19]. 

Figure 2.10 displays network throughput from the previous experiment in kbit/s 

on the y-axis and number of data exchange patterns per cycle on the x-axis. We 

observe that as the number of DE stages increases, so does network throughput. This 

efect is due to the fact that the single LES stage is amortized by multiple DE stages. 

Scenario 3: EU duty cycle Finally, we want characterize the performance of BRP 

under EU duty cycle limitation and compare it against the performance of other LoRa 

MAC protocols. As mentioned earlier, the EU restricts duty cycle to 1% [6]. Doing 

so signifcantly reduces network throughput and increases latency. In the BRP the 

time-on-air (ToA) for relay transmissions at 27%. The relay ToA dominates node 

ToA, and so we add a sleep time of before each RLY ANNC frame to bring relay (and 

node) ToA under 1% and into EU compliance. 

Figure 2.11 shows the relationship between network throughput (blue solid line), 

maximum latency (orange dashed line) in seconds, and the number of consecutive DE 

stages with the appropriate cycle sleep time for each number of stages. The left y-axis 

marks network throughput for three simultaneous transmitters, while the x-axis shows 

the number of DE stages. While additional DE stages increase network throughput, 
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Figure 2.10: Throughput in kbit/s vs. DE stages. 
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Figure 2.11: Analytical results of throughput and maximum latency observed under 
varying number of DE within a cycle. 
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the overall throughput remains constrained by the added sleep time. The right y-axis 

shows the maximum latency corresponding to the number of DE stages. We observe 

that the maximum latency increases with the number number of DE stages, because 

each DE stage requires an increase in sleep time to keep BRP duty cycle under 1%. 

Comparing BRP to Other LoRa MAC Protocols 

In comparing BRP performance to that of other LoRa protocols discussed in 

Section 3, we observe that the combination of BRP and the frequency hopping 

Beartooth radio signifcantly outperforms existing approaches in terms of latency 

and throughput. The closest competitor to BRP is DQ-LoRa, which throughput gain 

of 0.7 kbit/s, but a latency of around 4 s [13]. BRP delivers similar fow throughput, 

but with mean latency under 500 ms. 

PDR values are comparable across the protocols and do not beneft from 

Beartooth radio’s frequency hopping. We observe that BRP PDR of 0.98 is on par 

with that of TS-LoRa (0.9986) [3] and RT-LoRa (0.98) [5], and above that of ST/CA 

(0.87) [10]. 

Finally, we compare BRP’s control overhead with the control overhead from 

other LoRa protocols. We calculate BRP control overhead ratio by counting the 

cycle bytes that represent protocol control (all the felds except data) and dividing it 

by total payload data (data). The smaller the ratio, the more efcient the protocol. 

In our calculations, we assume BRP has three active senders and three DE stages 

scheduled. Referring back to Table 2.1, in the LES stage, the control overhead comes 

from a RLY ANNC, 3×ND REQ, and a RLY ACK, or 

4 + 3 × 6 + 15 = 37B. 

In the DE stage, the control overhead comes from 6 B in ND DATA and 20B in RLY TX. 
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With one LES stage for every three DE stages the total control overhead is 

37 + 3 × (3 × 6 + 20) = 151B. 

Total payload data in the DE stage, on the other hand, includes 20 B in each of three 

ND DATA frames and 60 B in the RLY TX. Since there are three DE stages, the total 

payload over two hops is 

3 × (3 × 20 + 60) = 360B. 

The the BRP control overhead ratio in this scenario is 151/360 or 41.9%. Of course 

a diferent protocol confguration, in terms of ND DATA payload size, or the number of 

DE stages would change this ratio. 

Using the scenario presented in the paper of Zorbas et al. we calculate the control 

overhead of TS-LoRa to 52% [3]. We were unable to compute the control overhead 

ratio for the other LoRa protocols listed in Section 3 due to insufcient information in 

their papers. Although not a direct comparison, we observe that BRP uses efcient 

signalling par with at least one competing LoRa protocol. 

Conclusions and Future Work 

In this chapter we presented the Beartooth Relay Protocol – a novel MAC 

protocol for LoRa. BRP provides the fexibility to meet various application 

performance requirements, notably under 500 ms latency for short message exchanges. 

BRP also supports real-time streams, specifcally that of multiple, simultaneous 

voice fows, under the same latency bounds. BRP does so by leveraging frequency 

hopping mechanisms of the Beartooth radio and by making long-lived transmission 
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opportunity reservations. We also demonstrate BRP’s performance under EU duty 

cycle restrictions that are more stringent than FCC rules. The results indicate BRP’s 

suitability to a range of IoT applications beyond sensor data collection. 

In the future we plan to extend BRP beyond two-hop paths of relayed 

communications. Extending a single LoRa channel to support multiple hop is 

challenging due its limited bandwidth. To circumvent that problem we plan on 

equipping Beartooth relay nodes with additional LoRa radios to enable inter-relay 

communications. We will link the orthogonal channels used by these radios with data 

forwarding through the controller, supported by Address Resolution Protocol (ARP) 

and switched forwarding. 

Additionally, we are working on extensions to connect BRP-like ad-hoc networks 

to the internet through gateways, bridging P2P connectivity with centralized 

infrastructure and creating hybrid networks. 

The C++ implementation of BRP also allows us to move the protocols from 

Raspberry Pi onto the shield board micro controller. We evaluated micro controller 

options to enable Beartooth radio operation on standalone hardware. 

Finally, Semtech introduced a LoRa Frequency Hopping Spread Spectrum (LR-FHSS) 

extension to LoRa in December of 2020 [27]. The LR-FHSS mechanism implements 

frequency hopping transmissions at the physical layer without changes to the interface 

presented to the link layer. The LR-FHSS mechanism does use an additional 3 B in 

the header and is able to provide added robustness at a modest impact to latency 

and throughput. We expect that the LR-FHSS will allow BRP retain most of its 

performance benefts while deployed on a generic LoRa hardware as opposed to a 

Beartooth radio. To verify that, we will perform an evaluation of BRP on LR-FHSS 

chipsets and compare it against the results presented in this paper. 

The combination of BRP running on standalone hardware (without a paired 
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Raspberry Pi) and a generic radio using the LR-FHSS mechanism will make it easier 

and cheaper to deploy BRP a variety IoT deployment scenarios. 
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COST-EFFECTIVE SITUATIONAL AWARENESS THROUGH COTS 

BEARTOOTH RADIOS AND GATEWAYS 

Introduction 

As we have seen with recent conficts, the nature of warfare is evolving. A lack 

of encrypted communications creates an operational disadvantage for large military 

forces and allows small, highly mobile units to disrupt their advance [28]. On 

the other hand, accurate, up-to-date situational awareness (SA) allows these small 

units and their command centers to coordinate defensive operations and launch 

efective counterattacks. Consequently, a low-cost, scalable SA solution becomes an 

increasingly important force multiplier that military commanders desire to have in 

their arsenal. 

Battlefeld SA relies on two integrated technologies: a connectivity layer that 

provides raw communication links between agents, and an information layer that 

disseminates location-based data and operational directives. Battlefeld radios from 

Silvus [29], Trellis [30], and WaveRelay [31] can establish direct as well as multi-hop 

connectivity among agents. These radios also integrate with mobile phones running 

the Android Tactical Assault Kit (ATAK) [32] to create an SA overlay. Networks built 

on these radios, however, have several shortcomings. First, these purpose-built radios 

are expensive [33], which limits their availability. Second, they are power hungry 

which increases their weight, limits portability, and increases observability [34]. 

Finally, third, they lack direct integration with the Tactical Assualt Kit (TAK) [35]SA 

broker, which limits SA to a squad, but does not encompass multiple squads and 

command centers. 

One way to reduce SA system costs and form factor is to build it on commercially 

available of-the-shelf (COTS) components. Research on internet-of-things (IoT) 
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communications has produced several multihop connectivity solutions [2, 36–38]. 

These low-cost radios provide low-bitrate links, which may nevertheless be suitable 

for SA applications. A key advantage of these radios is their low cost and spectral 

efciency, which leads to low power requirements and small, lightweight form factors. 

In this chapter, we propose a SA solution based on COTS radios. Specifcally, we 

design the Beartooth MKII radios based on the XBee radio platform [39]. The XBee 

radio platform provides: more than ten miles of range in urban areas and sixty miles 

in rural areas with a line-of-sight between transceivers. XBee also supports DigiMesh, 

a self-healing link layer protocol with built-in frequency hopping and routing among 

more than a hundred nodes in a Low Power Wide Area Network (LPWAN) [40]. In 

addition, XBee radios are highly power-efcient and draw less than 3 mA while in 

standby mode, and 900 mA during data transmission at 30 dBm transmit power [41]. 

Finally, the XBee platform is inexpensive with modules easily accessible commercially. 

The Beartooth MKII radio couples an XBee radio with a Bluetooth module 

that allows it to speak to a mobile phone running ATAK. To address the bitrate 

limitation of the XBee platform, we design the Beartooth ATAK Plugin to rearrange 

the existing TAK data format known as Cursor-on-Target (CoT) events into a more 

compact representation. We compress larger data types such as sensor readings, 

images, and bulk data and we split them for transmission over multiple XBee frames. 

We also leverage unicasting to reduce time-on-air for larger CoT events, which 

radios route frames to directly to the destination to reduce the number of data and 

acknowledgement packets traversing on the network with respect to broadcast frames. 

While Beartooth MKII radios exchange our compact frames, the original CoT events 

still get recreated at the receiver then published to ATAK, allowing us to share SA 

in a resource-constrained COTS network. The resulting MKII form factor, shown in 

Figure 3.1a, is 4.09 x 1.21 x 0.7 inches and weighs in at 6 oz, including a battery. The 
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Beartooth MKII radios are as much as 54% lighter than existing solutions discussed 

in Section 3. 

Android OS

ATAK App

Beartooth
ATAK Plugin

End User Device
(a) Beartooth ATAK Plugin and MKII radio. 

Linux OS

TAK
Server

Postgres

Database

Gateway
Translation

Layer

(b) Beartooth Gateway and its software modules. 

Figure 3.1: Bearthooth system design. 

Further, we provide shared SA between squads and commanders through the 

Beartooth Gateway. The Gateway is a handheld server as seen on Figure 3.1b that 

consist of a MKII radio and a translation layer to couple an XBee network to an 
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Figure 3.2: An example deployment of Beartooth network with MKII radios and 
Gateways, connecting many users spanning across WiFi, cellular (5G/LTE), satellite 
connectivity and battlefeld radios. 

IP network over cellular, satellite, or other radio technologies, such as the radios 

from Silvus, Trellis, WaveRelay, or Harris. IP connectivity allows the sharing of 

encrypted SA data among multiple squads as well as command centers running a 

TAK server [35]. Figure 3.2 illustrates a possible deployment scenario interconnecting 

multiple network technologies and operational areas into a shared TAK SA overlay. 

In Figure 3.2 we show two Beartooth networks, A and B, bridged together using 

two Gateways. Both Gateways are connected through an IP network such as the 

internet with the help of a Virtual Private Network (VPN) denoted as network C. 

An additional Gateway within network C serves the TAK information layer to 

multiple IP-connected devices through various network interfaces such as WiFi, 

cellular (5G/LTE), and satellite connectivity. All three TAK servers within Gateways 

are federated, allowing Beartooth SA data to fow into the IP network and SA data 

generated at network C to fow into Beartooth Networks A and B. A fourth TAK 

server sits in the cloud computing architecture, is also part of the network C, and 
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is federated to Gateway A and B. Therefore both Beartooth network members and 

members of IP network can exchange SA and battlefeld intelligence. Furthermore, 

commanding ofcers can observe the whole operation and even send orders through 

the TAK server in the cloud using a WinTAK [42] device, creating an end-to-end 

encrypted communication links between forces in the feld and an operation command 

center. 

This chapter ofers the following contributions: 

1. A secure, bandwidth-efcient transport layer for TAK messages over XBee 

frames 

2. A routing layer for TAK messages among Beartooth Gateways and TAK servers 

A Beartooth network composed of MKII radios and Gateways delivers a capable 

SA solution to coordinate squads and command centers over large areas of operation. 

The low cost and small form factor of the Beartooth radios make it possible to deploy 

SA at a large scale and is a powerful force multiplier. 

Related Work 

To illustrate the need for cheaper, smaller, and more fexibly deployable radios, 

we discuss the limitations of existing solutions to create connectivity and situational 

awareness. We consider commercially available tactical radios as well as COTS 

technologies from the IoT space. 

In the commercial space, there are three predominant solutions Streamcaster, 

TSM Shadow, and MPU5 radios from Silvus Technologies, TrellisWare Technologies, 

and Persistent Systems respectively. All were developed to provide tactical connec-

tivity and SA for frst responders and military forces. Streamcaster product line 

from Silvus Technologies uses a proprietary radio module capable of self-forming and 
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self-healing a mesh IP network [29]. Streamcaster Lite radio has a maximum of 1 W 

transmit power and 20 Mbps data rate. The radio requires 4.8 W to 17 W power while 

transmitting at 1 W (30 dBm), which is a few times more than the Beartooth MKII 

radio. The Streamcaster Lite weighs in at 10.4 oz and takes up more than twice the 

physical space of a Beartooth MKII. 

TrellisWare Technologies is another solution provider for infrastructure-less 

tactical communication. Similar to Streamcaster, TrellisWare’s TSM Shadow 

handheld radio encloses a proprietary radio module [30]. It has a transmit power of 

up to 2 W with a maximum data rate of 16 Mbps. Although there is no information 

about power consumption, it would be safe to assume TSM Shadow would consume 

similar power as Streamcaster Lite. It weighs around 11.3 oz, an ounce more than 

Streamcaster Lite however, volume-wise, it sits between the Beartooth MKII and the 

Streamcaster Lite. 

Lastly, we discuss Persistent Systems’ WaveRelay MPU5 radios. Compared to 

Streamcaster Lite and TSM Shadow, MPU5 is a more complete and capable radio 

system with a full-fedged mobile CPU and Android Operating System on board [31]. 

Without the battery module, It weighs around 13 oz. MPU5 has a wide variety 

of radio modules for many frequency bands with data rates up to 150 Mbps. With 

varying radio modules for diferent frequency bands, its transmit power varies between 

4 W to 10 W, and its power consumption varies between 30 W and 50 W. 

All three radios have IP network capability and provide sufcient bandwidth to 

support hundreds of devices sharing real-time CoT events. However, their physical 

footprint and cost are signifcantly higher than Beartooth MKII radios, limiting their 

adoption. Although all three support interoperability with ATAK and WinTak, they 

currently do not provide a product with direct integration to an edge TAK server. 

Therefore, they are physically limited to radios’ coverage directly correlated with the 
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environment and terrain, causing troops in the feld to exchange only local SA data 

and not to and from external sources. 

A notable approach adopting COTS radios to provide connectivity and SA cost-

efectively through ATAK is the HAMMER ATAK plug-in [43]. Soule et al. discuss 

the unpredictable availability of IP infrastructure and highlights the abundance of 

tactical handheld radios among the frst responders and military forces [43]. They 

implement an acoustic modem to encode CoT events into analog signals to exchange 

SA through rather basic analog radios. Re-utilizing readily available, standard analog 

radios can provide an alternative solution for search and rescue missions and be vital 

in emergencies. However, the solution lacks the Medium Access Control (MAC) 

layer and Quality of Service mechanism, leaving the HAMMER plug-in inefective for 

mission-critical as well as military applications where Quality of Service and real-time 

data delivery are expected. 

Another approach to bring cost-efective COTS devices to SA systems is to 

adopt radio modules developed for a wide variety of IoT applications. Most IoT 

solutions provide comparatively low-cost and power-efcient solutions. Z-Wave [36], 

SigFox [37], DASH-7 [2], LoRa [36], and ZigBee [38] are the few solutions the 

IoT industry commonly utilizes. Z-Wave and SigFox can carry occasional data 

transmission at a low data rate over long distances. However, they do not meet the 

Quality of Service SA and TAK trafc requires, disqualifying their use in mobile SA 

systems. DASH7 and LoRa provide more extensive coverage and sufcient maximum 

raw data rate of 200 Kbps and 37.5 Kbps respectively for single-hop networks while 

keeping power consumption low. However, no stock or third-party link layer protocol 

implements a multi-hop self-forming, self-healing mesh network with throughput SA 

systems require. For LoRa, in earlier work, we explored a multihop link layer protocol 

where we show building a mesh network over LoRa is signifcantly difcult with 
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available network resources and concluded that we need a second radio to extend 

coverage beyond two hops [44]. ZigBee’s presence in both sub-Ghz and 2.4 Ghz bands 

and interoperability with other ZigBee compatible devices increases its use cases for 

IoT applications; however, network deployment requires more efort and planning due 

to having diferent radio roles within the network. Thus, extending the mesh network 

is not as fexible and straightforward as XBee’s DigiMesh. 

Similar to ZigBee, the DigiMesh protocol developed for XBee radios support 

both sub-Ghz and 2.4 Ghz unlicensed bands. Both protocols work in similar 

mechanisms, have similar supported bandwidth, data rate (250 Kbps at 2.4 GHz, 

150 Kbps at 900 MHz), number of devices supported within the network, and power 

consumption [38]. But in contrast to ZigBee, the DigiMesh protocol have only 

one network role within the protocol compared to ZigBee’s slightly more complex 

deployment with a coordinator, router, and end-device roles. This makes DigiMesh 

easier to deploy, maintain, and fexibly extend, and it is why we choose to utilize the 

XBee platform and DigiMesh protocol over other COTS IoT radios. 

Beartooth Network 

To understand the efectiveness of the Beartooth network, we discuss the software 

components that both MKII and Gateway require for efective communication. We 

then elaborate on the types of situational awareness data that the MKII radios and 

Gateway can serve to the Beartooth Network and the IP-layer network. 

Network Elements 

The MKIIs are highly mobile and power-efcient handheld radios that forces 

in the feld use to communicate within a local region. Gateways within Beartooth 

networks are edge servers bringing TAK capability to the feld and integrating troops 
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using MKII radios to a larger TAK SA overlay. 

MKII To limit the form factor of MKIIs we design them with limited compu-

tational power and place much of the transport layer logic in the Beartooth ATAK 

plugin. There are a few reasons we opt to use this design decision. First, designing 

and building a radio without a powerful processing unit is cheaper and less complex. 

Second, having a power-hungry processing unit afects the power consumption and 

thus overall battery life of MKII radios. Last but not least, since the mobile phone 

does all the processing, the protocol design is quite fexible and early upgradable. If 

and when we decide to change how we encode data into packets, we can do so by 

modifying the plugin without the necessity update the MKII radio frmware. 

One of the key design decision is how to serialize and move data around in the 

most efcient way within a limited bandwidth DigiMesh network. We use Google’s 

Protocol Bufers (ProtoBuf) library [45] for message serialization. ProtoBuf library 

lets developers take advantage of efciently serializing any data structure in a language 

and platform-neutral manner. ProtoBuf works with schemas – simple data structures 

that can encode multiple data felds and types. ProtoBuf comes equipped with a few 

advantages. Enforcing data format among various applications, fne-tuning felds for 

diferent application-specifc cases, and the fexibility to update schema easily are to 

name a few.. 

We defne all packet within a ProtoBuf schema where we defned felds such 

as sourceUid, destinationUid, messageType, textPayload, messageUid and 

locPayload. While designing the Beartooth packet schema, we were aware of limited 

network resources. Therefore, we omitted unnecessary or redundant felds in the CoT 

event message formats, allowing us to downsize our packet length further. Once we 

have the proper packet format, ProtoBuf encodes necessary data into a series of bytes, 
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then passes those bytes to the Beartooth radio interface. 

The Beartooth MKII plugin for ATAK is a lightweight platform that connects 

to Beartooth MKII radio using Bluetooth Low Energy (BLE) to send various SA 

data such as text, location, markers, shapes, pictures, and voice messages. Together 

with the MKII radio, we design the plugin to be a robust and secure communications 

platform. As the default option, it auto shares the user location with the entire 

network and a team leader to monitor the squad members. So that the team leader 

can take appropriate actions. In addition to the types mentioned above of SA 

messages, the plugin is also capable of sending casualty evacuation, navigation routes 

for walking, fying, and driving, icons for a wide variety of frst responder missions, 

elevation, range and bearing. Once the plugin is connected to MKII through the 

BLE, the plugin confgures the radio in the background to user preferences, where 

the user can set channel and encryption settings. 

Contrary to other radios, MKII radios coupled with the Beartooth ATAK plugin 

do not directly transmit CoT events due to limited network resources. When the user 

triggers a SA event, such as a marker on the map user interface, the plugin puts 

necessary data to a Beartooth SA frame using the ProtoBuf schema, serializes it, and 

sends it to the BLE connection. Then, BLE queues the data for the radio in MKII 

to be transmitted. End-user devices receiving the Beartooth SA frame relay the data 

to the plugin. Using the ATAK API, the plugin only then creates CoT events at the 

receiver device to be shown on the ATAK user interface. 

We also want to give the ability to end-user to plan their Beartooth network 

deployment. Therefore, we implement a network scanning tool where the MKII radios 

ping all the available devices within a local DigiMesh network. Then, based on their 

location draw a map on the ATAK app representing the RSSI values, distances, 

hops between devices, and overall network health. After deployment, the network 
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Figure 3.3: Data progression within Gateway and GTL showing various steps and 
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scanning tool can also help monitor the overall network, allowing users to devise a 

better strategy to deploy radios and achieve better, stronger communication links. 

Gateway The Gateway, shown in Figure 3.1b, consists of three individual 

modules: Virtual Private Network (VPN), TAK Server, and Gateway Translation 

Layer. We use ZeroTier VPN [46] to confgure a static IP address for each Gateway, 

but the VPN also serves as another security layer where we add 256-bit end-to-

end encryption on top of TLS. ZeroTier VPN is lightweight, easy to set up, and 

provides P2P links between TAK server within the Gateway and IP connected end-

users. Furthermore, we use TAK server version 4.0 optimized for Single Board 

Computers (SBC) such as Raspberry Pi. It allows us to bring the TAK server to 

the edge of the network and connect multiple local networks through the TAK’s 

federation functionality. Federation enables TAK servers to exchange all or selected 

SA data to be passed on to other authenticated TAK servers securely. 
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Gateway Translation Layer 

Gateway Translation Layer (GTL) is the novel solution that binds Beartooth 

MKII devices to TAK Server and consequently to IP network. Like the MKII radio, 

a Gateway has an XBee radio attached to its serial port, allowing SA data to reach 

the GTL, or GTL to serve incoming CoT events from TAK. There are two data paths 

from Beartooth to the IP network and from IP to the Beartooth network. Figure 3.3 

illustrates data path within the Gateway for bi-directional communication. In the 

next two section we investigate how GTL processes incoming and outgoing data for 

both directions. 

Data Flow: Beartooth to IP-network We show the data fow from a Beartooth 

MKII devices to an IP-network through a Gateway in Figure 3.3. The GTL, using the 

pre-determined ProtoBuf schema, parses the incoming SA data frame and determines 

the CoT event type. Depending on the type, the GTL process SA data within the 

DigiMesh frame as shown in step 1 and forms a valid CoT event out of one of the 

pre-confgured CoT event formats representing the original SA data frames. The 

pre-confgured CoT events are templates that help us generate valid CoT events by 

pluging in relevant Beartooth SA data. 

After forming a valid CoT event, depending on the Cot Event type the GTL can 

route fully formed CoT event to the compression engine in step 2 to reduce message 

time-on-air. Only medium CoT events and CoT events carrying bulk data such as 

shapes, routes, pictures etc. go through the compression engine. In step 3 the GTL 

looks up for active TLS sockets based on sender address. If there is an established 

TLS socket, the GTL recycles that active TLS socket to submit CoT event to TAK. 

Otherwise the GTL creates a TLS socket from available client certifcates stored at 

the Gateway. The client certifcates are generated and stored for the Gateway in the 
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confguration process, where we generate many certifcates to be used and recycled for 

TAK server connections. Having multiple certifcates helps us keep latency low and 

TLS connections as sticky as possible for ongoing or more active users rather than 

closing and opening TLS links for each SA data frame. Furthermore, having multiple 

certifcates readily available will help us bring multi-thread processing to GTL in the 

future that enables parallel processing of DigiMesh frames and CoT events in queues 

It also would increase Gateway’s capacity of supported devices. Once GTL establishes 

a TLS connection with the TAK server, it submits the generated CoT event and stores 

the connection for a brief period. Depending on the type and destination of the event, 

TAK Server triggers a set of procedures determining how CoT events get processed 

and routed. 

Data Flow: IP to Beartooth Network Conversely, as seen on bottom section of 

Figure 3.3, when the data path is from the IP network to Beartooth Network, TAK 

Server on the top creates a TLS connection to TAK server on the bottom using TAK’s 

federation functionality and submits relevant CoT events. Then TAK relays them to 

GTL. In step 4 the GTL converts XML-based CoT event into a JSON object for 

ease of accessibility. GTL then processes the JSON CoT events by categorizing them 

by the event type on step 5. As we discussed, if the CoT event type is what we 

classify as medium or large, the SA data goes through the compression. Similarly, 

GTL forms the Beartooth SA data frame from either compressed and uncompressed 

SA data using ProtoBuf schema in step 6. Then ProtoBuf serializes the data into 

bytes and passes them to the radio module using the serial port. The radio module 

then transmits data either by unicasting or broadcasting depending on the data type. 
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Supported Data Types 

The Gateway supports two-way communication between the Beartooth network 

and IP network. Therefore the Gateway support data fows from IP-network to the 

Beartooth network, the Beartooth network to IP-network, or the Beartooth network 

to the Beartooth network with Gateways in between. The Gateway also supports 

various CoT event types through the GTL. The list below shows currently data types 

Beartooth network and the Gateway supports. 

1. Small Packets (Up to 256 bytes (B)): are packets formed to carry three distinct 

types of data; text, geo-location and acknowledgement. Text messages are 

type of CoT events that TAK compatible devices use to communicate over 

TAK overlay. TAK overlay also supports acknowledgment CoT events for text 

messages to show end-user’s delivery receipts. Geo-location messages are CoT 

events containing latitude, longitude and altitude data which end-users use them 

to ping their location. 

2. Medium Packets (256 B to few KB): are packets formed to carry what we call 

generic CoT events. It includes types such as markers, routes, and shapes. 

DigiMesh protocol limits the payload size to 256 bytes within a frame. For 

CoT events larger than 256 bytes we form multiple frames with payload size 

of maximum 256 bytes and transmit SA data in series of frames. To minimize 

spectrum usage, we utilize a compression engine to defate XML-based CoT 

events so that number of frames is as minimal as possible. 

3. Bulk Data Packets (up to 25 KB): are packets formed to carry bulk data that 

are in .zip fle format. They include a XML-based manifest in the compressed 

fle describing TAK what type of bulk data the compressed fle encloses and 

how TAK needs to process it. So far Beartooth network can only support bulk 
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data that is an image fle. But in the realm of TAK, bulk data can represent 

not only images but map overlays, set of icons for markers, or confguration 

for TAK server with certifcates and more. We use the same mechanism we 

implement for Medium Packets where we send data in series of frames. 

Designing a User-Friendly Gateway Admin Panel 

In the development process of Gateway, our primary objective was to maintain 

simplicity, prioritizing ease of deployment and usability. We recognized that this 

technology would be implemented in highly complex and challenging environments, 

necessitating a user-friendly design. To address this need, we incorporated a Gateway 

Admin Panel, which presents vital information, such as the Gateway serial number, 

software version, XBee Network settings, VPN settings, and associated IP addresses. 

Furthermore, we ensured secure access to the requisite certifcates for TAK server 

connectivity within the Gateway, all protected by robust authentication measures. 

As we continue to refne and enhance the functionality of the Gateway 

Admin Panel, our future development plans include the capacity to modify the 

aforementioned settings directly from the panel itself. For now, these settings are 

confgured either through our Beartooth Plugin or manual intervention. Additionally, 

we intend to incorporate features such as tracking online Beartooth MKII devices 

within the network via location updates displayed on a map, and enabling team 

communication through text messaging capabilities directly from the Gateway Admin 

Panel. This will provide users with a comprehensive, efcient, and streamlined 

management experience for their Gateway system. 
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Evaluation 

Beartooth devices utilize the DigiMesh protocol from the XBee platform. As a 

result, they inherit its performance. A detailed performance evaluation of DigiMesh 

is beyond the scope of this chapter (see [38] for an overview). 

To demonstrate Beartooth MKII radios and Gateways’ capabilities in SA 

use case, we evaluated their performance on supported data types with latency 

measurements. In our experiments, we use one MKII radio, a phone with Beartooth 

ATAK plugin connected to MKII radio, one IP-connected phone with ATAK, and 

one Gateway. We measure latency with the timestamp created at the start of the 

transmission till it is received by the IP-connected ATAK phone. The measurement 

refects single-hop latency for varying data types. 

Figure 3.4 shows latency in seconds on the y-axis and supported data types 

on the x-axis. We observe the latency for small packets such as text and location 

data on Figure 3.4a. The average latency hovers around 0.73 s with a slight variance. 

Figure 3.4b shows latency for medium-sized packets where CoT event types such as 

markers, routes, and shapes fall under. We see the latency for markers and simple 

shapes are 2.15 s on average, and with increased detail and complexity, the latency 

reaches upwards of 2.5 s. Finally Figure 3.4c shows latency for bulk data. In this 

experiment, we had a compressed fle enclosing an image sized 6 KB. We observe that 

the latency is around 20.1 s. 

Conclusion and Future Work 

In this chapter we presented a COTS network deployment with Beartooth MKII 

radios and Gateways to provide SA to frst responders and military forces spanning 

multiple Beartooth and IP networks. We believe extending the usage of COTS radios 
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Figure 3.4: Perceived latency of various data types and sizes. 
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in the form of Beartooth MKII radios and introducing Gateway to interconnect IP 

networks through TAK can provide scalable SA at low-cost, with a compact form 

factor. Our experiments show Beartooth devices can support real-time text, location 

as well as more complex SA data types such as markers, shapes and bulk data with 

tolerable latency. With several active war zone deployments and military training the 

MKII radios and Gateways are currently being battle tested further. 

In the future, we plan to integrate Beartooth Plugin with diferent systems and 

ATAK plugins. Sending various types of sensor data using Beartooth radio over a wide 

network is the next step toward increasing the system capabilities and growing the 

market for Beartooth devices. Moreover, on Gateways, we plan to implement parallel 

processing with multi-threading to increase the number of MKII radios Gateway can 

support. 
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CONCLUSION 

The integration and advancement of wireless communication technologies have 

played a crucial role in shaping modern applications, from consumer products to 

military applications. This thesis presented two innovative approaches to address 

the challenges in diverse areas of wireless communication by proposing the Beartooth 

Relay Protocol (BRP) and the Beartooth MKII radio system. 

BRP, a fexible MAC protocol designed for LoRa, aims to enhance the 

performance of real-time and streaming applications. By employing BRP with an 

advanced LoRa radio, the protocol can address the limitations of previous LoRa MAC 

protocols, such as constrained fexibility, high latency, and difculties with real-time 

data transmission. This development expands LoRa’s applicability to a more diverse 

range of IoT scenarios in a wider range of applications. 

Further, the Beartooth MKII radio system, based on the low-cost and power-

efcient XBee radio platform, provides a scalable and cost-efective situational 

awareness (SA) solution for military applications. The Beartooth MKII radio’s 

integration with the Android Tactical Assault Kit (ATAK) and the Beartooth 

Gateway enable seamless and secure communication among squads, commanders, 

and command centers. Additionally, the compact form factor of the Beartooth MKII 

radio ofers signifcant weight reduction compared to existing solutions. 

In summary, the proposed solutions demonstrate the potential for advancing 

the capabilities of wireless communication technologies in both civilian and military 

contexts. By leveraging the fexibility and confgurability of these systems, it is 

possible to address the challenges associated with real-time data streaming and 

situational awareness in a wide range of applications. Future research should focus on 

evaluating on further optimizing these systems for specifc use cases and evaluating 
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their performance in real-world scenarios. For instance, future research could involve 

examining various voice encoders and neural network voice encoders (neural vocoders) 

along with their respective performances, as well as analyzing real-time sensor data 

and exploring diverse methods of compression. 
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