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Abstract:
Classical methods of fault-diagnosis in combinational and sequential logic are effective for small
circuits, but are too exhaustive and do not provide any systematic way for analyzing entire computer
systems. Large scale integration and increased complexity of present-day computer systems have
created a need for new approaches for understanding, analyzing, and visualizing malfunctions in these
Systems. Graph theory, which is extensively used in other fields, sheds a new light on the above
problem.

As fault diagnosis deals both with structural and behavioral characteristics of systems, we can study
them separately and superimpose behavioral characteristic on structural characteristic to obtain
diagnostic tests. The structural characteristics can be studied using graph theory. Ramamoorthy and
Mayeda have developed structural models of computer systems and/or logic circuits and have shown
techniques to find structural resolution. For the improvement of given system structures, they have
suggested insertion of what are called test points and/or blocking gates in the system. The object of this
thesis has been the development of an algorithm for inserting test points in system structure to obtain
maximum improvement. The algorithm is initiated using only basic information (edge connections) and
generates the locations of test points. Test points obtained are the minimum for a given system graph.
The algorithm is computationally efficient and applicable for the analysis of large system graphs. The
thesis also includes theorems on lower bounds on the number of test points required for a system
graph. 
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covered by E = ê 1 'e 2 '®3  ̂ ? *

65

65

68

68

71

.71

.77
T9

82



ix

3.4 A SEC graph with directed cut-sets
covered by E = {e, ,e^} ............. 87

3.5 A !-distinguishable SEC graph of 7
vertices with 2 test points . . . . . .  98

3.6 A !-distinguishable SEC graph of
15 vertices with 3 test points . . . . . 100

4.1 A SEC graph with directed cut-sets
covered by an edge e . . . . . . . . .  . 114

4.2 A directed path from vp to Vp with
directed cut-set . . .......... 119

4.3 A SEC graph with no directed paths
from 2 to 4 (or 4 to 2), 2 to 7
and 3 to 7 ........................ .. 121

4.4(a) A SEC graph with the minimum number 
of directed cut-sets that separate 
every pair of vertices ... . . .  . . . . 126

4.4(b) A SEC graph with the minimum number
of edges E = Ie1 ^e6}; directed cut­
sets covered by E separate every 
pair Of vertices .................... .. . 126

4.5(a) Flow diagram of 'MAIN PROGRAM' . . . . .  . 138
4.5(b) Flow diagram of 'MAIN PROGRAM' . . . . . . .  139
4.5(c) Flow diagram of 'MAIN PROGRAM' ........... 140
4.6 Flow, diagram of subroutine 'REACHMAT' . . 141
4.7(a) Flow diagram of subroutine 'CUTSET' . . . 3.42
4.7(b) Flow diagram of subroutine 'CUTSET' . . .  143

Flow diagram of subroutine 'ENTZMAT' . . .  144

Figure Page

4.8



Figure
4.9
4.10
4.11

B. I

Page
Flow diagram of subroutine 'PARVERTX' . . 145
Flow diagram of subroutine 'ASCEND' . . . 145
Flow diagram of 

'ASCENDPAR'
subroutine

146
A SEC graph used in the sample program . . 181

J



xi

ABSTRACT

Classical methods of fault-diagnosis in combi­
national and sequential logic are effective for small cir­
cuits, but are too exhaustive and do not provide any sys­
tematic way for analyzing entire computer systems. Large 
scale integration and increased complexity of present-day 
computer systems have created a need for new approaches 
for understanding, analyzing, and visualizing malfunctions 
in these Systems. Graph theory, which is extensively used 
in other fields, sheds a new light on the above problem.
As fault diagnosis deals both with structural and beha­
vioral characteristics of systems, we can study them sepa­
rately and superimpose behavioral characteristic on struc­
tural characteristic to obtain diagnostic tests. The 
structural characteristics can be studied using graph 
theory. Ramamoorthy and Mayeda have developed structural 
models of computer systems and/or logic circuits and have 
shown techniques to find structural resolution. For the 
improvement of given system structures, they have sug­
gested insertion of what are called test points and/or 
blocking gates in the system. The object of this thesis 
has been the development of an algorithm for inserting 
test points in system structure to obtain maximum improve­
ment. The algorithm is initiated using only basic infor­
mation (edge connections) and generates the locations of 
test points f Test points obtained are the minimum for a 
given system graph. The algorithm is computationally ef­
ficient and applicable for the analysis of large system 
graphs. The thesis also includes theorems on lower bounds 
on the number of test points required for a system graph.



Chapter I

INTRODUCTION

I.I Historical Review of Fault-Tolerant Computing
Fault-tolerant computing has emerged as an impor­

tant discipline in the area of computer architecture [39]. 
It has also become an important design parameter of fourth 
generation computing systems. We define fault-tolerant 
computing as the ability to sustain essential operation 
even under multiple hardware- failures and software errors. 
Clearly it is a challenge to achieve even partially the 
goal implied by the definition. Basically, the technology 
of fault-tolerant computing encompasses theory and tech­
niques of fault and error detection and correction, mod­
eling, analysis, synthesis, and the architecture of fault- 
tolerant systems and their evaluation. The importance of 
this subject area can be viewed in a different way. In 
the past, computers were used largely in an off-line, 
batch-processing mode; the consequences of undetected 
hardware malfunctions were relatively minor. We now see 
increasing use of computers in on-line, real-time appli­
cations such as the control of chemical process units, 
nuclear reactors, and military command and control
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equipment. Incorrect computer operation in any of these 
applications can be potentially disastrous. At the same 
time, the use of multiprogramming, multiprocessing, paral­
lel processing, microprogramming and the emergence of LSI 
(Large Scale Integrated circuits) have added a great deal 
of complexity in computer systems and have made it more 
and more difficult to ensure correct machine operation.

There are two fundamentally different ways of 
coping with faults.

1.1.1 Redundancy techniques [34,57] Here the effects of 
the fault can be masked because a fault-corrective prop­
erty is inherent. These techniques may be subdivided into 
two classes:

(A) Fault-masking techniques: In this, effects of
any fault are masked by additional circuits. These addi­
tional circuits are part of the system, and no switching 
is involved. Thus, error correction is instantaneous. 
N-modular redundancy voting schemes [58] are the best ex­
amples of this type. These schemes are used for appli­
cations such as spacecraft guidance, where repair is not

2
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possible, but the system is required to operate with high 
reliability for a specified time period.

(B) Self-checking systems; A.seif-checking system 
should be able to detect faults within itself, identify 
faulty subsystems, and switch them out of the system.
This should be done in a manner so that the system can 
continue to operate with the remaining units but possibly 
with reduced capabilities. Real-time systems, such as 
the electronic switching systems used for telephone 
switching, belong to this category, where interruptions 
in the operation are intolerable but repair is possible.
With the exception of TARP (Testing and Repair Processor). 
The STAR (Self-Testing and Repair) Computer [2]. was designed 
using this idea. This is an experimental computer, which 
was designed and constructed primarily for research and 
evaluation of self-repair techniques. Its performance is 
suitable for guidance and control of unmanned inter­
planetary spacecraft.

1.1.2 Fault-diagnosis techniques [12,16] The process of 
applying tests and determining whether the computer is 
fault free or not is generally known as fault detection. 
Fault location (isolation) is the process of identifying 
the failures within the smallest possible set of
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components. Diagnosis is the composite of both the above 
processes. Fault diagnosis implies no fault corrections as 
there are in redundancy techniques.

In one sense, fault masking and fault diagnosis are 
incompatible, since the effect of a masked fault can not 
be observed or diagnosed— at least until a further fault 
develops in the masking mechanism. The subject area of 
this work is the diagnosis problem.

We shall briefly summarize current efforts in the 
area of fault diagnosis. They ma yb e classified broadly

1 I
in the following way:

(A) The classical methods of diagnosis: The com­
ponent elements are classified into combinational and se­
quential entities. Methods of test generation for combi­
national circuits were first started by Eldred [14] and 
Armstrong [I]. Their work was based on the 'sensitized paths 
method. • The next significant step in this area was taken 
by Roth [48];. He developed the D-algorithm which was 
based on the calculus of D-cubes. It was applicable only 
for single failures and small-size non-redundant networks. 
Another method used was that of 'Boolean difference' [50].
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In elements with memory, the derivation of fault- 

detection and diagnosis tests is greatly complicated by 
the fact that the signals may be neither observable nor con­
trollable under fault conditions.. Two different ap­
proaches for sequential circuits are considered. In the 
first, which is called the 'circuit testing approach ' 

[16,35], the circuit realization and the class of faults 
that can occur are assumed to be known. In the second ap­
proach, the 'machine identification approach1 [22], the
flow table of the machine to be tested is given, but cir­
cuit realization is unknown.

A great deal of research is currently being done 
on classical methods of fault diagnosis. The problem is 
well understood for non-redundant, combinational logic 
circuits having single, permanent type faults. For sequen­
tial logic, the main problem that is left is that of de­
termining optimum lengths of test sequences, keeping in 
mind simplicity of test derivation.

No matter what method we choose and what type of 
circuits—combination or sequential—we select, the number 
of tests required make it prohibitive to analyze or diag­
nose a very large digital circuit or computer system as a
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whole. So it must be understood that all the works on 
classical methods are limited to a small part of present- 
day digital systems.

(B) The black-box approach: This deals with
input-output relationships of the system and develops ef­
ficient tests to verify a set of functional specifications 
It ignores the machine structure so it is not useful for 
fault-location.

(C) Design simulation:. The design is simulated 
under known component failure modes, and the test, results 
(test dictionary) are catalogued for future reference.
The sequential analyzer [12,51,52,53] was developed by 
the late Professor S . Seshu. It is a set of computer pro­
grams capable of simultaneously simulating a normal digi­
tal circuit and the effect of several different faults
on it arid also deriving fault-detection or diagnostic 
test sets for the circuit. It is applicable to asynchro­
nous sequential circuits represented by the Huffman model 
[23] and is based on the assumption that it is possible to 
reset the feedback lines to a known initial state, even 
under a failure condition.

(D) Self-diagnosible computer [15,28,36]: In this
method, computer organization is set up in such a way that
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fault-diagnosis and maintenance become easier. One such 
approach [36] decomposes the system into n units where a 
unit is a well-definable portion of the system which can­
not be further decomposed for the purpose of diagnosis.
By means of a given arrangement of testing links (connec­
tion assignments), each unit of the system tests a subset 
of units. A self-diagnosable computer of Forbes et al. 
[15] was based on somewhat the same principle with the 
following design objectives:

1. Maximum capability for self-diagnosis
2. Minimum mean-time to diagnosis
3. Minimum additional hardware to make it self- 

diagnosable.
4. Minimum hard-core (that portion of logic which 

must function correctly).
The main drawback in this method of diagnosis is 

that it imposes design constraints that could impede su­
perior performance of the machine.

I.2 New Graph Theory Approach to Diagnostics 
1.2.1 Necessity for a new approach So far we have dis­
cussed current trends in fault-tolerant computing, in­
volving both diagnosis and correction. In a diagnostic
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sense, it becomes clear at this stage that there is not a 
single method which provides simple but effective means of 
understanding, visualizing, and analyzing the problem. On 
the other hand, the need for such a method continually in­
creases, as we add more and more components and link them 
with already complex machine structures. A unified ap­
proach based on graph theory seems to provide new insight 
into the problem since it is applicable at various levels 
of detail. The reason is simple. It is very easy to pre­
sent system structure by points called 'vertices' and by 
line segments called 'edges' which connect these vertices 
so that the vertices and edges indicate components and 
relationships between these components. Such a diagram 
is a linear graph. A linear graph often is known by other 
names depending on the kind of physical system we are 
dealing with; it may be called a network, a net, a graph, 
a diagram, a structure and so on.

The first paper on graphs was written by the famous 
Swiss mathematician Leonard Euler (1707-1783). He solved 
the 'Konigsberg Bridges' problem by introducing basic con­
cepts of linear graphs. The problem is that of crossing 
seven bridges on. two islands as shown in Figure 1.1(a)
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bridgesKonigsbergFigure

Figure 1.1(b) A graph representation of the Konigsberg 
bridges in Figure 1.1(a).
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without retracing. He prepared a graph model as shown in 
Figure 1.1(b) and proved that the problem has no solution. 
In 1847, Kirchoff employed linear graph theory for the 
analysis of electrical networks to find driving point and 
transfer admittances.. Cayley [11], with pioneering work 
in chemistry, was the first to count the number of isomers 
by enumerating the trees of a graph. The field of graph 
theory today encompasses a very wide field of applications; 
ranging from physical science [19] and engineering [54] to 
psychology, social science [20] and economics [3]. In 
social science, it is used to study organizational struc­
ture, family relationships of groups of people, and genetic 
problems [29]. In operations research it is used in PERT 
network analysis in linear, dynamic and integer program­
ming, in traffic flow studies and in the well-known travel­
ing salesman problem [29]. In electrical engineering, it 
is used to study switching theory, signal flow graphs, 
matrix inversion, topological analysis of passive and ac­
tive electrical, networks, and maximum flow in communi­
cation.networks by weighted linear graphs [13,30,54]. In 
logic design, graph theory is used for partitioning, rout­
ing, and wire layout on integrated circuit and printed



11
circuit boards [7,25]. In computer science, it is used 
for program segmentation, detection of programming errors, 
critical path scheduling, and information retrieval. Tree 
structures are used to represent prefix, postfix, and 
infix formulas [6].

Looking back to our problem in system diagnosis, 
the introduction of graph theory can give very valuable 
insight. It can simplify diagnostic problems that seem 
complicated because of an inherent structural complexity of 
a system. Graph theory may augment the ability of the 
maintenance engineer to cope.with unforeseen and unex­
pected problems. The advantages of using graph models for 
diagnostic analysis are many [41]. The principal ones are 
as follows:

1. Graph representation provides a uniform way of 
testing through a hierarchy of levels (a de­
tailed explanation is given later on).

2. It helps to segment a large system into smaller 
subsystems for purposes of reducing testing 
time [42].

3. It provides a list of desirable sites for 
locating test points [30,31,32].
Such system graphs can be represented by con­
nectivity matrices whose elements take binary 
values and are easily analyzed on a computer.

4.
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1.2.2 Graph representation of systems We look at a sys­
tem from two distinct levels; the structural level and the 
behavioral level. For example, a sequential machine can 
be specified purely from the behavioral aspects like input 
output relationships. Once the machine is designed, its 
structure (interconnection between components and flow 

of information) comes into being. The composite machine 
can then be looked upon as the superposition of behav­
ioral characteristics of the components on its structural 
form. This type of separation provides simplicity and at 
the same time sheds a new light on the problems of diag­
nosis and maintenance.

Our first aim is the structural representation of 
any complex system. The following points must be noted 
while selecting proper structure:

1. It must mask out those details not pertinent 
to the problem at hand.

2. It must be simple enough to provide insight 
wherever and whenever needed.

3. It must be uniform. That means the same type 
of representation must be applicable to sets 
and subsets of the system.

It should be understood that the structural repre­
sentation and the associated theories that we are going to
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develop are applicable to pipeline flow, computer program­
ming, control systems, computer systems as well as small 
logic circuits, or, in general, to any system whose struc­
tural representation is possible. But in this work, we 
are mainly concentrating on computer systems.

In Figure 1.2(a), the serial arithmetic unit of the 
STRETCH computer is shown [5,8]. The corresponding struc­
tural representation is in Figure 1.2(b). Similarly,
Figure 1.3 is a structural representation of 'ASCEND'
(For a flow diagram of 'ASCEND', see Figure 4.10). .

The structure of the system1is represented by inter­
connections of its components. The components can be dis­
crete logical elements, like various types of gates and 
flip-flops, or functional units like counters, adders, 
etc. In most practical cases, components may be the 
smallest replacable modules like integrated circuit boards 
or flat-packs. These elements are represented by vertices 
of a graph. So, in general, a vertex may represent a 
combinational or a sequential logic unit, and, in some 
cases, a functioning unit of a computer or the entire com­
puter if we consider the case of computer networks [5,46].
A directed edge in a graph represents a unidirectional
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I Dummy vertex 11 Logic unit
2 Accumulators 12,13 8 bits pass around
3 Operand registers 14 True/comp
4,5 Switch matrix (16 of 128) 15 Decimal correct
6,7 Wrap around (8 of 16) 16 Switch matrix 16 -> 16
8,9 True/comp (8 bits) 17 A/B write in matrix
10 Binary adder 18 C/D write in matrix
Figure 1.2(b) A structural representation of the serial 

arithmetic unit of the STRETCH computer in 
Figure 1.2(a).
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Figure 1.3 A structural representation of the flow diagram 
ASCEND1 in Figure 4.10.



17
line of signal propagation. All graphs in the remainder 
of this work are directed. In Figure 1.4(a), a logic cir­
cuit is shown, and the corresponding graph with vertices 
and edges is shown in Figure 1.4(b). It should be noted 
that vertex 2 and vertex 3 contain sequential circuits.

I:A proposed sequence of operations [40] in design 
processing is shown in Figure 1.5. The method outlined in 
Figure 1.5 can be used to derive diagnostic procedures and 
also helps in component assignment in modules ancj sub- 
modules .

1.2.3 Reduction of complex system graphs If only pri­
mary (externally controllable) inputs and observable 
(externally controllable) outputs are used for diagnosis, 
the total number of test sequences will be very large.
The size of the test dictionary will increase with the 
size.of the structure and, in particular, with the number 
of feedback paths and memory elements. " Thus, the breaking 
up of a large system into small subsystems is very impor­
tant to improve resolution as well as to reduce the average 
time for test. Segmenting or partitioning is also impor­
tant from another viewpoint. Usually for deriving fault 
detection and location procedures, we assume a single fault.
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Vertex 2 Vertex 3

Figure 1.4(a) Logic circuit.
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Figure 1.4(b) A structural representation of the logic
circuit of Figure 1.4(a).
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which may not be true. Multiple faults may occur. Seg- . 
menting, at least during the diagnostic phase, tends to 
divide the system into mutually non-interacting subsystems 
and helps to diminish the effects of multiple faults. . A 
third advantage of segmentation is that it helps in the 
component assignment problem in the design automation 
process.

Before discussing the method of structural segmen­
tation, we define the phrases, separable graph and maximal 
strongly connected graph.

Definition 1.1 Essential vertex and separable graph; 
Consider a graph G whose entry vertex is i and exit vertex 
is j . If there exists a vertex p such that every directed 
path from i to j passes through p, p is called an essen­
tial vertex or cut vertex; such a linear graph is called 
separable graph. The graph in Figure 1.6 is a separable 
graph.

Definition 1.2(a) Connected graph: A graph is said to be
connected if there exists no partitioning of the vertices 
into two or more subsets such that there exists no edge 
(or edges) between the subsets.
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Figure 1.6 A separable graph.
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Definition l;2(b) Strongly connected graph; A directed 
graph is said to be strongly connected if, for every pair 
of distinct vertices i and j , there exists a directed path 
from i to j as well as from j to. i.

Definition 1.3 Subgraph of a graph: A subgraph of a
given graph is defined as consisting of a subset of ver­
tices with all edges between these vertices retained.

Definition 1.4 Maximal strongly connected (M.S.C.) 
subgraph: An M.S.C. subgraph is a strongly connected
subgraph that includes all possible vertices which are 
strongly connected with each other. All M.S.C. subgraphs 
are mutually disjoint.

Definition 1.5 Link subgraph: A link subgraph is one
that contains no strongly connected subgraphs or uncon­
nected subgraphs in it.

Algorithms [43] are available to find all M.S.C. 
subgraphs and link subgraphs of a graph using the connec­
tivity matrix (Definition 4.1). M.S.C. or link subgraphs 
are usually replaced by single vertices, possibly with 
multiple inputs or outputs. The system graph after such
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substitutions generally contains fewer vertices and feed­
back paths.

Definition 1.6 Entry vertex; A vertex is called an entry 
vertex if there is an external signal entering the system 
at that vertex.

Definition 1.7 Exit vertex: A vertex is called an exit
vertex if an output signal leaves the system at that ver­
tex .

Example I .I In Figure 1.7(a) subgraphs consisting of ver­
tices {5,8,9,13} and {7,10,11} are M.S.C. subgraphs. They 
are replaced by vertices k and m, respectively. The sub­
graph consisting of vertices {2,3,4} is a link subgraph.
It is replaced by vertex i2. A system graph obtained 
after such a reduction is called a basis graph, shown in 
Figure 1.7(b) without adding vertices i0 and j 0 and edges

^ e I 'e 2 'e 3 'e ^  *

1.2.4 SEC graphs In this work we are studying properties 
of a special type of basis graph, one called a single-entry, 
single exit type of connected directed graph (a SEC graph). 
Research work in this area of fault diagnosis is still in



M.S.C. Subgraph

Link Subgraph

Figure 1.7(a) A system graph with M.S.C. and link subgraphs.
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Reduced graph — without vertices i0 and j Q, and edges Q1 ,e2,e g,e4

Figure 1.7(b) A SEC graph of the system graph in Figure 1.7(a).
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a preliminary stage. The choice of this type of graph 
provides much insight into the problem, and later on helps 
in generalizing results to apply to the most general sys­
tem graph. The definition of a SEC graph is given below:

Definition 1.8. SEC graph: A SEC graph is a connected di­
rected graph which has a single entry (i) and a single 
exit (j) and which satisfies: I) every vertex, except i
and j have both incoming edges and outgoing edges; and 
2) vertex i has no incoming edges, and vertex j has no 
outgoing edges.

In a SEC graph, a signal which, is injected at ver­
tex i may be detected only at vertex j. If any directed 
graph G contains n vertices, with k entry vertices 
(I1 , i2, ..., i^} and p exit vertices Ij1 , j2, ..., jp },
it can be transformed to a SEC graph as follows'. Add new 
vertices i0 and j 0 to G and add a directed edge from iQ to 
every vertex in {I1 , i2, ..., i^} and a directed edge from

every vertex in {j j^,..., jp } to j . The graph G' so ob 
tained will contain (n+2) vertices and is a SEC graph from

iO to V -
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■ In Figure 1.7(b), the addition of vertices i0 and 

jo and edges , e z , e 3 and e 4 transforms a basis graph 
into a SEC graph.

It should be noted that if a SEC graph from i to j
is separable with p as a cut-vertex, it is always possible
to divide it into two.subgraphs G1 and G2 by considering
i as an entry vertex and j as an exit vertex G and p asl
an entry vertex and j as an exit vertex G as shown in

2
Figure 1.6. Subgraphs G1 and G2 are SEC graphs. For this 
reason, we will study only nonseparable SEC graphs.

I.3 Statement of the Problem
Increased complexity of present-day computer sys­

tems and large-scale integration of microelectronic cir­
cuits have placed a heavy burden on testing and reliabil- ■ 
ity. Classical methods of system diagnosis do not help 
much in understanding, visualizing, and analyzing such 
systems for somewhat obvious reasons. In classical meth­
ods, we are carrying a maze of behavioral and structural 
details at the same time while deriving diagnostic tests. 
Separation of behavioral and structural information usually 
simplifies the problem.
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From a diagnostic point of view, the structural de­

tails can be studied using graph theory. The super­
position of behavioral and structural details finally 
yields the required tests. Structural models for irre- 
dundant combinational networks were prepared by Russell 
and Kime [49]. They studied their models with regard to 
fault diagnosis and applied what they called the 
it-condensation method to structural models. This method . 
demonstrates in a rigorous fashion the role of fan-out . 
vertices and path reconvergence in the diagnosis of net­
works. A more systematic approach is cited in "A Struer 
tural Theory of Machine Diagnosis" [40] by Ramamoorthy.
He suggested structural models that apply to large computer 
systems as well as to small combinational logic circuits.

A study of the structural models prepared by Russell 
and Kime [49] or Ramamoorthy [40] immediately reveals that 
no matter what method we use, due to the limited number of 
entry and exit vertices and also due to the complexities 
of the interconnection pattern of edges and vertices, it 
is impossible to identify for certain graphs which specific 
vertex or, equivalently, which functioning unit in the 
system is faulty. To simplify the problem, Ramamoorthy



30
and Mayeda [31,32,41] suggested the insertion of test 
points .and blocking gates.. A test point is placed to in­
sert information (a test pattern) or to observe a result 
at a particular point in the system. A blocking gate 
blocks the flow of information through a path. Finally, 
diagnostic tests are performed on the system by con­
trolling certain blocking gates, and injecting a required 
test pattern into a specific test point and observing test 
results at other specified test points. A test dictionary 
includes: I) the test sequence; 2) the test pattern re­
quired to be injected, where it must be injected, and 
where it must be observed; and 3) which blocking gates 
must be controlled at that time.

As mentioned before, work in this area is in the 
preliminary stages, so attempts have been made to solve 
some of the basic problems. The value of the approach 
rests on the new insight it seems to provide to design and 
diagnostic engineers.

Chapter II is mainly devoted to the statement of 
assumptions, notation, and definitions which are fre­
quently used in the remainder of this work. Theorems de­
veloped by Ramamoqrthy and Mayeda [30,31,32,41] are
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discussed. These theorems show how good the present system 
structure is from a diagnostic point of view and also show 
how much improvement can be obtained by the insertion of 
test points or blocking gates. Also necessary and suffi­
cient conditions to get maximum distinguishability (the 
best improvement) are considered.

It is obvious that, by placing test points on 
every edge of a graph, we can find all faulty vertices by 
inserting signals on incoming edges and taking out signals 
at outgoing edges of vertices. But with such an approach , 

the size of the test dictionary would be unnecessarily ■ 
large, with.the time required for testing also excessive.
If this method is applied to L.S.I., it adds to the ex­
isting pin-Iimitation problem. Also, the more test points, 
the more additional logic is required which increases the 
cost. The above statements show the need for realizing a 
minimum number of test points. Ramamoorthy and Mayeda 
[31] gave lower bounds on the number of test points re­
quired, but their work is not complete. Chapter III di'sg 
cusses the matter ,in detail and shows lower bounds on the 
number of test points required to obtain maximum distin­
guishability.
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Chapter IV is devoted to developing an efficient 

algorithm to find the minimum number of test points and 
their locations to obtain maximum distinguishability in 
SEC graphs. Primary information required for the analysis 
is taken from the connectivity matrix of a graph

r, '
(Definition 4.1). Here an attempt is made to connect the 
1selection-of-minimum-test-points problem' to the well- 
known 1 covering problem' [27,56]. Graph theory is used to 
reduce calculations considerably so that the algorithm can 
handle large system graphs efficiently.

Chapter V states conclusions from the work and 
outlines areas for further investigation. The appendices 
include computer program listings and a list of definitions 
used in this work.



Chap t e r  II

PRELIMINARY IDEAS IN SYSTEM DIAGNOSIS 
USING GRAPH THEORY

2.I Assumptions and Definitions
As we discussed in the last chapter, any discrete 

systems, Figures 1.2(a), 1.4(a) and 4.10 for example, can 
be shown to be isomorphic to a directed graph, Figures 
1.2(b), 1.4(b) and 1.3, respectively. Vertices of the 
graph may be sequential or combinational elements, and 
directed edges represent lines of signal propagation and 
information flow. The theorems given in this chapter a:re 
well documented in the literature and are not proved 
herein. References to proofs are given, and numerous ex­
amples are presented to illustrate the concepts involved.

Definition 2.1 Directed (linear) graph: Let E and be
sets. If every e C  E corresponds to exactly one pair 
(v,v')C fi, then every member, in E is an edge, every member 
in ^ is a vertex, a.nd fi U E is a ' linear graph'. If all 
edges in a linear graph are directed, then the linear 
graph is said to be a directed (or oriented) linear graph. 
'Directed edge' is defined below.
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Definition 2.2 Let e be an edge corresponding to a pair
(v,V 1) of vertices. Then the' two vertices v and v ' are
called the endpoints of edge e . v is the starting vertex
of edge e,and v ' is the final vertex of edge e. If the
pair (v,v') is ordered, then e is said to be directed or 

•1

is called a directed edge.
In this work we consider linear graphs only, so 

instead of saying 1 directed linear graph', we say 'directed 
graph'.

Definition 2.3 A 'fault' is said to have occurred in a 
system if the input-output relationship for the system 
differs from that during its correct ,(fault-free) oper­
ation.

Definition 2.4 A 'fault vertex' is a vertex corresponding 
to a defective block, and a 'faultless vertex' is a ver­
tex corresponding to a normally functioning block.

Assumption (I): A fault is of a permanent type so that
it is sustained throughout the subsequent operation of 
the system until some corrective measures have been taken.

A fault is generally due to a physical malfunction 
in the system, and its result is an error in computation.

i
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Assumption (2): When either an undistorted or a distorted
signal is passed through a fault vertex, the signal will 
be distorted. On the.other hand, when an undistorted 
(distorted) signal is passed through a faultless vertex, 
the signal will be undistorted (distorted).

It should be noted that the first assumption is the 
most common assumption made in studies of diagnosis. Even 
a transient fault can be modeled as a permanent fault, if 
the test procedure is very brief. A limited amount of 
study has been made of random faults [59]. In practice, 
the second assumption does not hold for all cases. On ' 
the other hand, by this assumption many theoretical re­
sults on diagnosis can be obtained easily. The results 
can usually be modified to cover particular cases where 
the assumption does not hold. We can see from the second ' 
assumption that once a signal is distorted, the signal can 
not be undistorted. Hence, by injecting a test pattern 
from the input vertex and monitoring an output signal, we 
can detect if the signal passed a fault vertex.

Definition 2.5 Directed path and directed circuit; • A 
directed path from vertex V1 to vertex v^ is a concate­
nation of direct edges leading from V1 to v^ of the form
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(V17V2), (v2 ,V3) , (V37V4), ..., ( V ^ 1ZVr ) in which all
edges and vertices are distinct. If a directed path 
starts and terminates at the same vertex, that is V1 = vR , 
it is called a directed circuit.

Consider the graph in Figure 1.3; there.is a di­
rected path from I to 9 of the form (1,2) (2,3) (3,4) (4,5)
(5.6) (6 ,8)(8,9) and a directed circuit of the form (4,5)
(5.6) (6 ,7) (7,8) (8,4) .

Definition 2.6 Measurable set fl(ixj); Let i and j be 
vertices in a directed graph G. A measurable set (ix j) 
is defined as a set of vertices such that vertex p is an 
element of (ixj) if and only if there is at least one 
directed path from vertex i to vertex p and at least one 
directed path from vertex p to vertex j. The set fi(ixj) 
is empty if there is no directed path from i to j.

Consider again the graph in Figure 1.7(b):
U(I1Xm) = (I1,6,12,m) but U(kxm) is empty. In the case 
of a SEC graph from i to j (Definition 1.8), U(ixj) con­
tains all vertices of the graph.

Definition 2.7 Complement of U(ixj): Let U be a set of ■
all vertices in a directed graph. Then

U (i x j ). = U -  U(ixj)
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2.2 Distinguishability

Now let us consider the case in which a testing 
signal is injected from vertex i and an output signal is 
monitored at vertex j. If a fault is detected, the fault 
vertices must be in fl(ixj). On the other hand, if the 
signal monitored at j indicates the absence of a fault, 
then fault vertices can only be in fl(ixj). Suppose moni­
toring at j indicates the absence of a fault, but moni­
toring at k indicates the presence of a fault. Then the 
fault vertices must be in (ix j) (ixk) . In short, by 
injecting signals at vertex i and monitoring signals at 
vertices j and k, we can find out which one of the fol­
lowing sets contains a fault vertex, if a fault vertex 
exists.

n (Ixj)Ha(ixk) 

a (ix j )p| a (ixk) 

a (ix j ) H a  (ixk)
a (ix j) fla (ixk)

These sets form a collection called a D-partition 
of the measurable sets a (ix j) and a (ixk).
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Definition 2.8 D-partition: Let n measurable sets
ft(i Xjl), Ji (i2xj2.) » • • •, U kx jk ) , • . ., (i x j ) be given.

A collection of sets is called a D-partition
k=l nof these measurable sets. Here | | ft(i x j ) is all pos-

k=l K K
sible combinations of ftfi^xj^), k = I, 2 , n where
ft(^kx Ik  ̂ is either Q jk ) or ft U fcX^k).

Example 2.1 Consider the directed^ graph in Figure 2.1.
For the measurable sets

ft (lx 4) = {!,3,4,5} 

ft (5x6) = {4,5,6}

D-partition = {ft (1x4)0 (5x6) , ft (1x4) Qft (5x6) , ft (1x4)Q 

ft(5x6), ft(1x4)Dfi(5x6)}

. = { (4,5) , (6) , (1,3) , (2)}

Now, if any set in the D-partition {D} consists of 
only one vertex and if that vertex is faulty, we can find 
out by performing the measurements corresponding to a 
given collection of measurable sets by which {D> is ob­
tained. In the above, example, suppose a fault is known to
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Figure 2.1 Directed graph for D-partition.

i
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exist, but injecting signals at vertex I and monitoring at 
vertex 4 indicates the absence of a fault, and also in­
jecting signals to vertex 5 and monitoring at vertex 6 in­
dicates the absence of a fault. We can only conclude that 
the faulty vertex must be 2. On the other hand, if two 
vertices V1 and V2 are together in a set in a D-partition 
under a collection M of measurable sets and if one of 
these two vertices is faulty, then it is impossible to 
determine which of these vertices is faulty just by meas­
urements corresponding to the measurable sets in M. In 
the above example, the collection of measurable sets 
(1x4) and (5x6) are not sufficient to distinguish 

whether vertex 4. or vertex 5 is faulty. Similarly, vertex 
I and vertex 3 are not fault—distinguishable.

Suppose all nonempty sets in a D-partition consist 
only of one vertex each. Then we can find exactly which 
vertex is faulty by measurements corresponding to a given 
collection of measurable sets M by which {D} is obtained. 
Here it should be noted that any two nonempty sets in a 
D-partition of a collection of measurable sets have no ver­
tices in common (for the proof, refer to [30]).

A D-partition provides a structural resolution of 
the system graph. It shows how well-conditioned the system
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structure is for diagnostic purposes. Given numbers, of 
entry and exit vertices, we find all possible measurable 
sets (M) and obtain a D-partition. The greater the number 
of vertices in any set in the D-partition, the poorer the 
system is from a diagnostic point of view; in other words, 
our ability to distinguish a fault vertex from normal ver-

A
tices is more difficult or sometimes impossible. Let us 
first define k-distinguishability.

Definition 2.9 k-distinguishability: A directed graph is
k-distinguishable under a collection M of measurable sets 
if

I) There exists a set R in a D-partition of M such 
that R contains k vertices, and 2) there are no sets in 
the same D-partition of M which contain more than k ver­
tices .

For example, the directed graph of Figure 2.1 is 
2-distinguishable under a collection of measurable sets 
(lx 4) and £2(5x6) because there are sets (4,5) and (1,3) 

that contain two vertices, and there is no other set which 
has more than two vertices.

Our desire is to obtain 1-distinguishability for 
any graph, so that exactly which vertex is faulty can be
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determined. However, because of a limited number of entry 
and exit vertices and because of the inherent structural 
pattern of interconnections between vertices, it is not 
generally possible to obtain 1-distinguishability.

2.3 Test Points
2.3.1 Introduction One possible way [31] to obtain
1-distinguishability is to create more entry and exit ter-

!minals that result in more measurable sets and in that way 
improve the structural resolution. These extra entry and 
exit terminals (apart from regular entry' and exit termi­
nals) are called test points or inner terminals. A test 
point is considered as an additional vertex which is 
placed on an edge so that we can inject as well as monitor 
a signal for diagnosis. However, when the distinguish- 
ability of vertices of G is considered, we do not wish to 
consider an inserted vertex as a member of the set of 
vertices to be tested.

It must be remembered that certain graphs can not 
be made !-distinguishable by using any.number of test 
points. The graph in Figure 2.2, for example, is not 
!-distinguishable even though we place test points on all 
edges of the graph because any measurable set obtained by.
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Figure 2.2 Directed graph not !-distinguishable by the 
test point method.
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all possible combinations, of regular and extra terminals 
has all vertices of the graph , and hence, there exists a 
set in the D-partition that contains more than one vertex. 
In order to remove such difficulties, the approach of 
blocking gates [41] is used by which we can.delete edges 
or block the flow of information whenever necessary. Prop­
erties of blocking gates are described in Section 2.4 of 
this chapter.

Definition 2.10 Test point: Let edge e be connected from
vertex V1 to V2 . A test point is a point which, when as­
signed to e, allows a signal to be injected through e 
into v2, blocking the signal from V1 , or enables a signal 
which passes through e from V1 to V2 to be monitored.

Definition 2.11 The symbols v(e+) anfo v(e ) indicate the 
vertices such that edge e is connected from vertex v (e ) 
to v(e ) .

For the graph in Figure 2.1,

v(d+) = I, v (d ) = 2.

Definition 2.12 The symbol S3 (e"% j) is shorthand notation 
± ±for (v(e )x j) ; similarly, (ixe ) is shorthand notation
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e -f- -f- +for fi(ixv (e )), and (e ,d ) is shorthand notation for 

fi (v (e1) , Vfdi)).
For the graph in Figure 2.1,

^ (a+x2) = Q (V(a+)x2) = (lx 2) = {1,3,2} .

(3xh ) = Q (3xv(h~) ) = 0(3x6) = {3,2,4,6} .

0(g+xj ) = 0 (v(g+)xv(j-) ) = 0(5x6) = {5,4,6} .

Definition 2.13 The symbol O(G )̂ indicates the set of all 
vertices in the graph .

Definition 2.14 The symbol ^(0, x,Q, ). indicates a set of 
all edges, each of which is directed from a vertex in O1 
to a vertex in O1 (where O1 = 0 - O1 , and 0 is the set of 
all vertices in the graph).

Definition 2.15. Cut-set and directed cut-set of a directed 
graph: Cut-set S = ^(O1 XO1 )U (Sto1x^1 ) is a set. of all
edges connected between a set O1 and its complement O1'.
When one (but not both) of J(O1XO1) and J(O1xO1). is an 
empty set, then S is called a directed cut-set (where 
O1 .= 0 - O1 and o is the set of all vertices in the 
graph).
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Definition 2.16 Maximal connected subgraphs of a linear 
graph G are a set of connected subgraphs , g2 g 3, . ..,g 
such that every edge and every vertex in G is in exactly 
one of these subgraphs.

An isolated vertex is a connected subgraph by defi­
nition.

2.3.2 Theorems on necessary a'nd/br sufficient conditions 
Definition 2.17 A directed cut-set S = x^1 ) ( x Q1 ).)
is said to separate the vertices i and j, if i C  (IcTT1 ). 
and j C Q 1 (j Gft1 ) .

Theorem 2,I [30] Let G be a SEC graph from i to j. Sup­
pose S (e) is a directed cut-set which separates vertices i 
and j and contains edge e . . Further suppose that there is 
no other directed cut-set separating i and. j that contains 
edge e . Let G1 and G2 be the maximal connected subgraphs 
obtained fnpm G by deleting all edges in S (e). Then

j _ I
SMixe ) = SHG1 ) and SHe xj) = SHG2).

When there is more than one directed cut-set con­
taining edge e and separating i and j, another theorem 
applies.
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Theorem 2.2 [30] Let G be a SEC graph from i to j. Sup­
pose k directed cut-sets S1 (e) , S2 (e) , „ . . , Sfc (e) are 
those which contain edge e among all directed cut-sets 
separating i and j. Then ft (i*e+) = ft (G1"). and ft(e_xj) = 
ft (G2) where G ' and G2 are two maximal connected subgraphs 
obtained from G by deleting all edges in S1 (e) , S2 (e) ,
• • • / (e ) •

In the proof of Theorem 2.2, two directed cut-sets
S2 (e) and Sfc(e) are used so that the deletion of all
edges, in these two cut-sets produces G" , G ' ,  and G '  ( G ' is1 2 3 3
obtained by deleting all vertices in G ' and G2 and all 
edges connected to these vertices). We say that two di­
rected cut-sets S1 (e) and S^(e) are * 1 covered1 by edge e or 
that edge e covers S1 (e) and S^(e). Instead of two, if 
there exists only one directed cut-set S (e) as in 
Theorem 2.1, we then say that edge e covers the directed 
cut-set S (e) only.

Definition 2.18 Edge e is said to cover a directed cut­
set S , if S is the only directed cut-set which separates
i and j and contains edge e. Edge e covers two directed 
cut-sets S1 = (Ifft1Xft1 ). and S2 = (̂ft2xft2) if and only if
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1. S1 and S2 separate i and j,
2. S1 and S2 contain edge e, and
3. Any other cut-set S^ = 3x.fi 3) separating 

i and j and containing edge e satisfies 
the condition

. ' •-

(O1U(VZ)

Example 2.2 Consider a SEC graph from I to 6, as shown in 
Figure 2.3(a). Directed cut-sets that separate I and 6

>and contain edge e are

51 (e ) := StO1 XO1 J = £[ (l,2)x (1,2) ] = {b,c,e}

52 (e) = Sfi2Xfi2.] = g[ (1,2,3)x (1,2,3) ] = {b,d,e,f>

Sg (e) = StO3 xfi 3] =g,[(l,2,3,4)x (1,2,3,4) ] = {e,f ,g}

S4 (e) = Sto4Xfi4] = g[ (I,2 ,3,4,5)x (1,2,3,4,5)] = {e,h}

(O1U O 4) ^ n kO ( O 1H o 4) 

for nk = n2 or n 3
Thus, edge e covers two directed cut-sets S1 (e) 

and S4 (e). The deletion of all edges in these two cut-sets 
produces three subgraphs G1 , G2, and G 3, as shown in 
Figure 2.3(c).

S (a) = g[05xn5] = §[ (I)X (I) ] = {a ,b)
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S, (e)

Figure 2.3(a) A SEC graph for Example 2.2.

Figure Subgraphs
Figure Subgraphs Figure 2.3(a).
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This is the only directed cut-set which separates 
I ami 6 and contains edge ’a". So, edge 'a' covers S (a). 
Two maximal connected subgraphs G1 and G2 obtained by 
deleting all edges of S (a) are shown in Figure 2.3(b).

'IThe converses of Theorems 2.1 and 2.2 are also true.

Theorem 2.3 Let G be a SEC graph from i to j. Let fi(ixe+) 
and (e x j) be measurable sets. If f2 (ixe+)fl (e~x j) = cj>, 
then there exist two directed cut-sets S (e) and S 1(e) con­
taining edge e such that fi (Gfi) = ft (ixe+) and 
ft (G^) = ft (e xj), where

S(e) = g[fi (Ge)x'n (Ge) ]

and

S' (e) = g[ft (G^)XTHGjn

Theorem 2.4 Let G be a SEC graph from i to j . Suppose
+ -measurable sets ft(ixe ) and ft(e x j) have the property that

ft (ixe+) Aft (e xj ) 5* (j)

Then there exists no directed cut-set separating i and j 
which contains edge e.

Proofs of the above two theorems are given in [30].



Definition 2.19 For a set E of edges, the phase 'Measur­
able sets; under E ' means the total of a!ll possible measur­
able sets which result when we assign test points to all 
edges in E.

Definition 2.20 A SEC graph from i to j being 
1-distinguishable under set E of edges means that when 
test points, are assigned to every edge in set E , measurable 
sets under E will be !-distinguishable.

For example, consider the SEC graph in Figure 2.3(a). 
Suppose the test points are assigned on edges c and g.
Then E = {c, g}, and measurable sets under E are

(Ixc+) {1 ,2} ;
ft (lxg+) U,2,3,4}

ft (lx 6) {1,2,3,4,5,6}
— -j-ft (c xg ) {3,4}

ft (c x 6) {3,4,5,6};‘
— + ft(g xc ) <J>

ft(g x6) {5,6}
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Theorem 2.5 Necessary condition for 1-distinguishability; 
Let G be a SEC graph from I to j. Also, let E be a set of 
edges and {S> be a collection of all directed cut-sets 
covered by edges in E. Then if there exists an edge in G 
which is not in any directed cut-set in {S}, G is not 
!-distinguishable under E .

Example 2.3 Consider the SEC graph in Figure 2.4. Let us 
take E = {a,d,e}. Then the collection of directed cut­
sets {S} covered by the edge-set E is shown in Figure 2.4. 
and consists of {S (a) , S (d) y S1 (e) , S4 (e) }, where 
S (a) = {a,b>, S1 (e) = {b,c,e}, S4 (d) = {e,h>, and 
S (d) = {b,d,f,e}.

Since the edge g is not in any of these directed 
cut-sets, graph G is not !-distinguishable under 
E = {a,d,e}. We can check the result by the D-partition 
approach. All possible nonempty measurable sets are

fi(lx6) = {1,2,3,4,5,6}

ft (Ixa+) = (I)

ft (Ixd+) = {1,2,3}

ft (Ixe+) = {1 ,2}

fi (a x 6) {2,3,4,5,6}
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S1 (e)

Figure 2.4 A SEC graph and directed cut-sets covered by 
E = {a,d,e}.
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fi"(a~xd+) = (2,3> 

fl (a-xe+) =  { 2 }

« (d“ x6) = {4,5,6}

and

(e xg) = { 6}

In the D-partition, we have a set {0(IxG)f)^ (lxa+)O  

0 (Ixd+)Dfi (Ixe+) Plfi (a-x6) D  fi (a""xd+) D b  (a“xe+) Dfi ((Dxg) p) 

fi(e"xg) }

= { (I, 2, 3,4,5,6)0(2,3,4,5,6)0(4,5,6)0 (3,4,5,6) O
(2,3,4,5,6) Q d ,  4,5,6) H d ,  3,4,5,6)0(4,5,6)0 '
(1,2,3,4,5) }

= (4,5)

There is a set in the D-partition which contains more than 
one vertex. So, G is not !-distinguishable.

Theorem 2.5 provides a necessary condition for 
1-distinguishability. It is not a sufficient condition. 
Suppose there is a set E of edges and let {S} be a collec­
tion of all directed cut-sets covered by edges in E, and
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suppose that every edge of graph G is in a cut-set in {s>. 
Is graph G !-distinguishable under E? The answer is NO, 
in general.

Example 2.4 Consider the SEC graph of Figure 2.5. Let 
E .= {a,b>. A collection of directed-cuts, (S) =' { S1 (a),
S2 (a) , S1 (b) , S2 (b) }, is covered by E = { a,b> . All the 
edges of the graph are in directed cut-sets of {s}, but 
still graph G is not !-distinguishable. Checking the 
result by a D-partition, vertices 4 and 5 are together in 
a set in the D-partition under the measurable sets under 
E . Similarly, so also are vertices (4,6) and (5,6).

The following two theorems of Ramamoorthy and 
Mayeda [30,31] give a necessary and sufficient conditions 
for 1-distinguishability for a SEC graph.

Let us re-examine Example 2.4. Pairs of vertices, 
except (4,5), (4,6), and (5,6), are separated by the di­
rected cut-sets of {s). As the above pairs of vertices 
are not separated by any of the directed cut-sets in {&}, 
we do not have 1-distinguishability. However, if all 
possible pairs of vertices of graph G are separated by the 
direct-cuts of {S}, we may establish a necessary and suf­
ficient condition.
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S1 (d)

S 1 (b)

S, (b)
S9 (a)

Figure 2.5 A SEC graph which is not !-distinguishable 
by an edge-set E = {a,b} (The directed cut­
sets covered by E contain all edges of the 
SEC graph).
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Theorem 2 .6 Let G be a SEC graph from i to j and E be a
set of edges. Let {fi} be a collection of all measurable
sets produced by assigning test points to all edges in E. 
Then if and only if for every pair of vertices v^ and vg 
in G there exists a measurable set 1C  (fi) such that 
Q ' contains either v or v but not both, G is3_ S
!-distinguishable under E.

Theorem 2.7 Let G be a SEC graph from i to j■and E be a
set of edges. Let {S} be a collection of all possible di­
rected cut-sets separating i and j and covered by edges 
in E. . Then G is !-distinguishable under E if and only if 
for any pair of vertices v and Vg there exists a directed 
cut-set in {S} which separates v^ and vg .

In Example 2.4, nonempty measurable sets under 
E = {a,b} are

n (1x9) = {1,2,3,4,5,6,7,8,9}

n(Ixa+) = {1 ,2}

n (Ixb+) = {1,3}

(a"x9) = {7,9}

and
0 (b x9) {8,9}.



There exists a pair of vertices (4,5) such that both 
of them are in £2 (1x9), and they are not in £2 (Ixa+) , £2 (Ixb+ ) , 
£2 (a x9) and £2 (b xg). There is, therefore, no measurable 
set £2' c  {fi> such that £2' contains either 4 or 5 but not 
both. By Theorem 2.6, graph G is not !-distinguishable 
under E. Now the collection {S} contains directed cut-sets

51 (a) = {§[ (1,2) x (3,4,5,6,7,8,9) ]
S (a) = g [  (1,2,3,4,5,6,8) x(?,9)]
2 ^S (b) = g [  ( I , 3 ) x (2,4,5,6,7,8,9)]
1 .

and
52 (b) = <f[ (I,2,3,4,5,6,7) x(8,9)].

None of these separates the pairs of vertices (4,5),
(5.6) , and (4,6). By Theorem 2.7, therefore, G is not 1- 
distinguishable, It can be seen, however, that the addi­
tion of one more edge, c, in E - {a,b} adds one more dir­
ected cut-set S (c) in {S}, where {S} is now covered byI
E = {a,b,c} and S (c.) = ^[ (1,2,5) x (3,4,6,7,8,9)]. But still 
none of the directed cut-sets separates the pair of vertices
(4.6) . Thus, by Theorem 2.7, G is not !-distinguishable.



.Il-U -.!- J l

59
Finally, the addition of edge d in E = {a,b,c> 

makes graph G !-distinguishable because the new added di­
rected cut-set S1 (d) in {S> separates (4,6) .

. S1 (d) = <^[(l,3,6)x (2 ,4,5,7,8,9) ] .

Proofs of the above theorems are given in (30].

2.3.3 Ordering a SEC graph It should be noted that it is 
an exhaustive task to find directed cut-sets covered by a 
given set of edges E , and it is even more laborious to 
check whether {s} separates each pair of vertices of graph 
G, because the number of pairs of vertices increases very 
rapidly with increases in the number of vertices of the 
graph. Simplification may be obtained for special types 
of SEC graphs by the study of ordering of vertices.

Definition 2.21 Two vertices v^ and Vg are ordered as 
vr > Vg if there exists no directed paths from vg to v .

It can be proved that it is always possible to 
order vertices of a SEC graph G from i to j, provided the 
graph contains no directed circuits.
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Definition 2.22 Ring sum (®) of two sets S1 and S2: The
ring sum of S1 and S2 is denoted by

S1 ® S2 A (S1US2)- (S1Os2).

Definition 2.2 3 Let S1 , S2, S 3, ..., S^ be sets. Then 
S1 , S2 , S3, ..., Sm are said to be ’linearly independent 
sets1 if

s. ® s. ® s. ® ... e s 7* 4>i ^ d  IR

where (|) is a null set.

Example 2.5 S1 = {1,3,6}, S2'= {1,2,4}, S3 = {2,3,4,6}, 
and S4 = {3,4,5,?} are given sets.

S1 6 S2 @ S3 = So, sets S1 , S2 , and Sg are not 
linearly independent. .However, S1 © S2 © S4 = {2,5,6,?}^^, 
so, sets S1 , S2, and S4 are linearly independent.

Theorem 2 .8 Necessary and sufficient condition for 
1-distinguishability [30] Let G be a SEC graph from i to 
j which contains no directed circuits. Suppose the order­
ing of vertices is unique. Then G is !-distinguishable

Iunder a set E of edges if and only if edges in E cover all 
linearly independent directed cut-sets which separate i 
and j. . -
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Example 2.6 Consider the SEC graph of Figure 2.6. The 
vertices are ordered as follows:

1 > 4 > 3 > 2 > 6 > 5 > 7
■ ' , ‘1 ,This ordering is unique. S1V S 2, — , S6 are (n-1) line­

arly independent directed cut-sets which separate I and 7. 
This graph is !-distinguishable under edge-set 
E = {a,b,c,d}, edges of which cover all linearly indepen­
dent directed cut-sets S1 , -S2 S .

The above condition results in very simple calcu­
lations , but it applies to a very small class of graphs. 
From the above theorem, if the condition of uniqueness of 
ordering of vertices is removed, we have only a sufficient 
condition.

Theorem 2.9 Sufficient condition for l-distinguishability 
[30]: Let G be a SEC graph from i to j consisting of n
vertices. If (n-1) linearly independent directed cut-sets 
separating i and j are covered by edges in set E , then G 
is !-distinguishable under set E.

When a set E of edges is a directed cut-set, the 
sufficient condition for l-distinguishability becomes
easier.
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Figure 2.6 A SEC graph and six linearly independent 
directed cut-sets.
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Theorem 2.10 Sufficient condition for 1-distinguish- 
ability: Let G be a SEC graph from,i to j. Suppose a set 
E of edges is a directed cut-set separating i and j in G. 
Then G is !-distinguishable under E if and only if every 
edge in G is in a cut-set in {S} where {S'} is a collection 
of all directed cut-sets separating i and j covered by . 
edges in E.

2.4 Blocking Gates
So far we have discussed the test point approach, 

but we can easily verify that whenever a directed circuit 
is in a SEC graph, 1-distinguishability becomes impossible. 
To overcome such difficulties, blocking gates are used 
instead of test points [30,41].

Definition 2.24 A blocking gate being assigned on an edge 
means that information flow on that edge can be blocked or 
unblocked. In contrast to a test point, a blocking gate 
can not be used to inject or monitor a signal. It merely 
blocks information. Thus, test signals will be inserted 
at the primary (specified) input points, and results will 
be monitored at the primary output points.

Implementation of blocking gates varies according 
to practical situations. In the simplest case, the
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blocking of an edge e could be equivalent to imposing a 
signal of logical 0 or I levels; in more complex cases, a 
blocking gate can consist of several logic gates.

Example 2.7 Consider the circuit diagram shown in 
Figure 2.7(a). Its equivalent structural diagram is shown 
in Figure 2.7(b). Suppose we have to block information 
flow through edges e4 and eg; it can be done by introducing 
OR and AND logic gates and imposing signal I and 0 on input 
X and Y on edges e4 and e 5, respectively. Unblocking of 
edges e4 and eg is achieved by changing the signals on X 
and Y from I to 0 and 0 to I, respectively. Under blocked 
condition, the signal on edge e2 passes through vertex 3 
to e6 regardless of the signal on edge e4. A similar con­
dition prevails for. the other blocked edge.

Definition 2.25 The symbol fi(ixj)E is a measurable set of 
a subgraph obtained by deleting all edges in set E.

Definition 2.26 The measurable sets by gate-set E means 
all possible measurable sets which are produced by assign­
ing .blocking gates to all edges in set E.



Figure 2.7(a) A logic circuit and design 
of blocking gates on edges e k and e5.

-j— H  2

Figure 2.7(b) A structural 
representation of the 
logic circuit in 
Figure 2.7(a).
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Example 2.8 . Consider a SEC graph as shown in Figure 2.8, 

Suppose E = {ej , e2 , e3}

0 (1*6) =53(1x6) = (1,2,3,5,6}
I e I e 3

B(IX6)e2e 3 “ n a x 6)e e-e = (1,5,6}

12 (1 x6).
'I 2 3

{1,2,3,4,5,6}

53 (lx 6) = {!,3,5,6}ei e 2

Measurable sets 53 (1x 6) , 53 (1x6) , 53 (1x 6) , andei e2e a e 2
0 (I*6)e e are the measurable sets by gate set {ê  ,e2 ,e3}

Definition 2.27 Suppose 53 (ix j) E is not the same as
53 (ixj)E* for every proper subset E* of E . Then E is
called the minimum set for 53 (Ixj) .

In the above example,' E = {ê  #e2,.e }, is not the
minimum set for 53 (1x6) as there exists proper subset 
*E = {e2,e3} such that 53 (lx 6) E = 53 (lx 6) E* .

The minimum set for a measurable set may not be 
unique. For example, (ê  ,e2) and (ê  ,e^) are minimum 
sets for measurable sets {!,3,5,6}.
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Let . E be the minimum set for fi (kx j) E 5̂ <J> of a SEC 
graph from i to j. Then by deleting all edges in E from 
Gf the resultant graph is connected.

We apply the same method that we used in test points 
to obtain a D-partition in the case of blocking gates. In
the above example, we use measurable sets fi (Ix6) ,

■ ' e i  '

ft (1x6) , ft (1x6) , and ft (lx 6) for gate sets
®  2 e  3 6 2 6 I e 2

E = {e, ,e fe }. In all of the above measurable sets,
1 2 3 ■

entry vertex I and exit vertex 6 appear— a property which 
is true for any SEC graph and for any gate-set selection, 
as we are always injecting and monitoring signals at 
primary entry and exit vertices, respectively. In a 
D-partition, therefore, wherever an entry vertex appears, 
an exit vertex appears in the same set. By Definition 2.9, 
any SEC graph from i to j is not !-distinguishable under 
any gate-set E. Obviously, there are SEC graphs that are 
!-distinguishable under gate-sets if we neglect one of 
the vertices i or j . Hence, we need the following defini­
tion :

Definition 2.28 A SEC graph G from i to j is I- (i,j)- 
distinguishable under a gate-set E if G is
!-distinguishable under set E when vertex j is disregarded.



68

Figure 2.9 A SEC graph with blocking gates 
e, , e 2 and e 3. on edges
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Example 2.9 Consider the SEC graph of Figure 2.9. Let 
gate-set E = ,e2 '-6 S *

n (ix5)ei {1,2,3,4,5}

fi (1x5) 0(1x5)
S2 eI 6Z

0(1x5) S 3 U , 2 ,4,5}

0(1x5) = {1,2,5}

0(1x5) g {1,4,5} ■

OClxS)^ g e <!>

The. D-partitiori of these measurable sets consists of 
{(1,5),(2), (3),(4)}. If we disregard vertex 5, each set 
in the D-partition contains at most one vertex. Hence,
G is I-(I,5)-distinguishable under E = { / e2 }.

Using Definition 2.28, we can modify Theorem 2.6 
as follows s o that it will apply to blocking gates.

Theorem 2.11 Let G be a SEC graph from i to j and E be a 
set of edges. Also let {fi} be a collection of all meas­
urable sets produced by assigning blocking gates to all edges 
in E. Then, if and only if for every pair of vertices
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v and v in G without considering vertex j (i.e., v ^ ji j S 3T
and v M j) there exists a measurable set such that 0 con-S
tains either vr or vg but not both, G is I- (i,j)- 
distinguishable under E.

This theorem provides a necessary and sufficient 
condition for I-(i,j)-distinguishability in the case of 
blocking gates.

Consider, again Example 2.8. For the pair of ver­
tices (1,5), there is no measurable set fi1C {0} such that 
ft' contains either I or 5 but not both, so G is not 
I-(I,6)-distinguishable.

In the case of test points, we find by Theorem 2.10
that a SEC graph G from i to j is !-distinguishable under
a set E of edges if E is a directed cut-set separating i and
j and if every edge of the graph is at least in one directed
cut-set of {S} covered by E. But Theorem 2.10 is not true,
in general, for the blocking gate approach. A SEC graph
in Figure. 2.10 is !-distinguishable under E = {e ,e ,e }

1 2  3
because a collection of the directed cut-sets {S} is 
covered by E and contains all edges of the graph and be­
cause E is a directed cut-set separating i and j. On 
the other hand, by Theorem 2.11, there exists a pair of



S1 (e2) or S1 (e3)
71

Figure 2.10 A !-distinguishable SEC graph under an edge 
set E = { B1 ,e2 ,e3> .

Figure 2.11 A I-(I,7)-distinguishable SEC graph under 
an edge set E = {elfe 2,e3}.
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vertices (2,5) such that either (2,5)C . (lx 7)E* or 
(2,5)CLfi (1x7)e* for every E CL E. Hence, G is not I-(I,7) 
distinguishable under E . However, we can modify 
Theorem 2.10 for blocking gates as follows:

Theorem 2.12 Sufficient condition for l-(i,j)- 
distinguishability: Let G be a SEC graph.from i to j.
Suppose a set E is a directed cut-set such that
either fi consists only of vertex i or ft consists only of 
Vertex j. Then G is I-(i,j)-distinguishable if and only 
if every edge in G is in.a directed cut-set in {s} where 
{S} is a. collection of directed cut-sets covered by E.

Proofs of Theorems 2.11 and 2.12 are given in [30]

Example 2.10 Consider a SEC graph G from I to 7. as shown 
in Figure 2.11. Suppose E = {e1 Ze2Zeg). Then E is a di­
rected cut-set (̂ftxft) such that ft consists only of 
entry-vertex I, and every edge in G is in a directed cut­
set in {S} where (S) is a collection of directed cut-sets 
covered by E. Thus., G is I-(1,7)-distinguishable.

It is not possible to obtain l-(i,,j)~ 
distinguishability for all SEC graphs. For .example, the 
SEC graph of Figure 2.5 is not I-(i,j)-distinguishable,



even though we place blocking gates on all edges of the 
graph. A SEC graph is max-(i ,j)-distinguishable if we put 
blocking gates on all edges. Some of these gates could 
be redundant. Reference [41] provides an algorithm to 
find a nearly minimum set of blocking gates for maximum 
distinguishability.



Chapter III

LOWER BOUND ON TEST POINTS 
FOR A SEC GRAPH

3.1 Introduction and Preliminary Theorems
As discussed before, it is obvious that if test 

points are placed on every edge of a graph, without di­
rected circuits, we can find any faulty vertex. But at 
the same time, this approach increases the size of the 
test dictionary, the number of test points to be con­
trolled, and the cost of the system. It is useful to ob­
tain upper and lower bounds on the number of test points 
necessary to make a SEC graph !-distinguishable.

It is very easy to obtain an upper bound. Suppose 
a SEC graph consists of n vertices and contains no di­
rected circuits. Then the number N of test points neces­
sary to have 1-distinguishability need not be more than 
(n-1). That is N^(n-l). Similarly, for 
k-distinguishability, there need not be more than (n-k) 
test points. That is N<(n-k).

However, it is not so easy to obtain the lower 
bound on the number of test points necessary to make a 
SEC graph !-distinguishable. Ramamoorthy and Mayeda [31] 
give a lower bound as follows:
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Theorem 3.I Suppose a SEC graph from i to j consists of 
n vertices and contains no directed circuits. Then the 
number N of test points necessary for 1-distinguishability 
can not be less than log3n, i.e., N>log gn .. However, 
Ramamoorthy and Mayeda conjecture that there is in fact 
no such SEC graph that is !-distinguishable with exactly 
that many test points.

This necessitates further study of graph theory. 
Before we derive an exact lower bound, we give other theo­
rems that explain why the exact lower bound is not Ibg3n.

Definition 3.1 G(Qfixj)) or G (I, j) is defined as the 
subgraph of G containing all vertices in the measurable 
set Q(ixj) and all edges connected between these ver­
tices .

Using Definition 2.11, instead of writing G (i,j), 
we can write G (v (e+) , v (e ) ) or G(e^,e ), if i=v(e*)1“ A# iU Xf
and j = v(em ) .

Definition 3.2 A proper subgraph of a given graph with 
N1 vertices is defined as consisting of a subset n of ver­
tices (n< N1) with all edges between those vertices 
retained.
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Theorem 3.2 In a SEC graph G from i to j without directed
circuits, consider two test points, say those on edges e%
and e . m
Suppose

(ixe^Afi (e~x j) £  (j,

+ ■ ' +Then G(ifem ) is a proper subgraph of G(i,e%). Similarly,
if 0 (Ixe^) A o  (e^xj) Ti  (f>j then G(i,e^) is a proper subgraph
of G(i,e2 ). m

Prooft Since n.(ixe^)An (e~xj) ^ , there must. be at least
one vertex,say, v which is common to both the sets fi(ixe^) 
and ft(em xj) as shown in Figure 3.1. Since v is in (i xê .) , 
by Definition .2.6 of measurable sets, there must be at 
least one directed path from i to v and v to v(e^). Simi­
larly, there must be at least one directed path from y (e~) 
to v and from v to j, as v is also in (e xj)„ Therefore,

+  4-there exists a directed path from v(e^) to v(e^) through 
vertex v.

Again■using the definition of a measurable set,

ft(ixe^) = fi C i x e ^ U v U v (3.1)
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v(e_)

O (e0xj)

Figure 3.1 A SEC graph with two test points on edges e
and e . m
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where fi is a set of vertices in any other directed paths

+ + from i to v(e^), which do not pass.through v (em )- From
equation (3.1),

O(ixe+)C0(i*e+)

By Definition 3.2 of proper subgraph, it is obvious 
that G(i,em ) is a proper subgraph of G(i,e&). '

Similarly, we can prove the second half of the 
theorem. It should be noted that the converse of 
Theorem 3.2 is not true, in general.

Example 3.I Consider the SEC graph of Figure 3.2. 
fi(lxe£) = {l,2,3,4}, ^ (emx 6) = {5,6}, and therefore,

(lxe^) (emx6) =: <j>

But still, U (lxê )C2.fi (Ixe^) or G(l,e^) is a: proper sub- 
+graph of G(l,e^).

Theorem 3.3 In a SEC graph G from i to j without directed 
circuits, consider two test points, say those on edge e^ 
and e^. Suppose edge e^gG(i,e^), then,
(Ixe^)Hfi (e~xj) ^ <p. Similarly, if edge e^E G(i,e^), then

fi(ixe^)flfi(e~xj) ^ tf)



Figure 3.2 A SEC graph for Example 3.1.
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Proof; G (i,e^) is a subgraph. Then by Definition 3.1,

+G (i,e^) contains all vertices in the measurable set
( i ) and all edges connected between these vertices.

+ —Since edge em £  G (i ,e^) , then vertex v'(e ) must be in a .
measurable set fi(ixe^). But v (e ) is also in the measur-X/ m 'able set (ex j). Therefore, there exists at least, one

_ + 
vertex v(e^) which is common to both sets fi(ixe^) and
H (em xj) • Hence, (ixe^)fl^ (em xj) ^ <{). Similarly, we can
prove the second part of the theorem.

3.2 Collections of Generators
Let us study measurable sets in detail, as they 

are directly related to actual measurements necessary to 
locate fault vertices. It is suggested in reference [30]
that it is not necessary to use all possible measurable< . *
sets {ft} generated by the assigned test points.. Instead, 
a subcollection {ft̂ } gives the same D-partition as ob­
tained by {ft}.

Definition 3.3 Let {ft} be a collection of all measurable
V . -sets produced by a set E. Also, let {ft̂ } be a subcollec­

tion of {ft}. Then {ft''} is called a collection of gen- . 
erators of {ft} if:
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I. A .D-partition obtained by { is the same as 
that formed by {fi}; and

2. A D-partition obtained by any proper sub-. 
collection of {SV} is not the same as, that 
formed by {fi}. ■ ,

For a given {-ft}. I i ' , i • i ' ithere may be Itianyi collections of
generators. Furthermore, the number of sets in each col­
lection of generators of {ft} may be different.

Theorem 3.4 For a set E = Ce1 , e.2 , ..., e^} of a SEC
graph from i to j, a collection consisting of measurable 

+sets ft(ixe ) and ft(e xj) for p = I, 2 , ..., k contains a . P P
collection of generators of {ft}.

Theorem 3.5 If an edge e in a set E covers one directed 
cut-set, then only one of ft(ixe+) and ft(e xj) can be in a 
collection of generators of {ft}.

Theorem 3.6 For a set E = {e1 , e2, eg, ..., e^}, the num­
ber of sets in a collection of generators of {ft} is at 
most 2k.

For the. proofs of the above three theorems, refer 
to [30].

Example 3.2 Consider the SEC graph of Figure 3.3. Let 
E = {e1 ,'e2, e 3},- then nonempty measurable sets in {ft} are



I
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{£!(1X9);, S(IXeJh), SflXe+), Sfixe+), S(e"x9) , Ofe^e+), 
S(e"x9), S (e"x9) , SfeJJxe+) }.

By Theorem 3.5, because edge e 3 in E covers one di­
rected cut-set, only one of Sflxe+) and Sfe3X9) can be in 
a collection of generators of {S}.

A collection of generators {S'*} of' {S} has 5 sets..

; {S"> = { fixe+) , (Bj-X9) , fixe+) , (e"x9) , fixe+)}

3.3 D-partition and 1-distinguishabiiity 
Theorem 3.7 Suppose a SEC graph from i to j without di­
rected circuits contains N test points on the edge-set E . 
Then, there can be at the most 3^ nonempty sets in the 
D-partition of a collection of measurable sets under E..

Proof; By Definition 3.3, the D-partition obtained by a 
collection of generators {S^} is the same as that obtained 
by a collection of all possible measurable sets {£!}. So 
let us consider the D-partition obtained by (SV) instead 
of {£>}. The number of elements in { }  is at the most 2N 
by Theorem 3.6. Suppose E = { B1 , e2, ..., e^}. Then the 
D-partition. under E can be expressed as

N

k=l eJcx j n (3.2)
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where {fi (±><6^)0 ^ (ê .x j) } is one of (ixe^)Ofi Ce^x j) ,

9, (Ixe^)D fi (ekx j) / (ixeĵ ) Afi (ek xj.) , or fi (ixe^) Afi (e^x j ) .

Let us remove empty sets from the above 
D-partition. There are two, extreme possibilities:

Case (I) Every edge ê . of E covers only one directed cut-
4. _set. Then by Theorem 3.5, only one of fi (ixê .) and fi(e^xj) 

can be in a collection of generators
+ CTlHere, (ixe^) = SMefcXj)

n (ixefc) = n (efcxj) ■

Hence, S2 (Ixefc)Cl S2(efcxj) = ^
_______  _______  (3.3)
SMixefc) Cl.SHefcX j) = <p

Case (II) Every edge efc covers two directed cut-sets 
(which is maximum). Here we have at most two different 
measurable sets SHixefc) and SHefcxj) in (SM}. Thus, by 
Theorem 2.4,

S H i x e fc) Ofi (efcxj) = $ (3.4)



85
Comparing Cases (I) and (II), we choose Case (II) 

since it has the smaller' number of empty sets. Removing 
all those empty sets , there can be at the most 3N non­
empty sets in the D-partition.

Theorem 3.8 In order to have a SEC graph, of n vertices 
!-distinguishable under an edge set E , at least each of 
(n-1) vertices of the graph must be in one and only one 
set of the D-partitions obtained by measurable sets under
E.

Proof; By Definition 2.9 on k-distinguishability, each 
set in a Dr-partition must have only one vertex for 
1-distinguishability. Furthermore, any two nonempty sets 
in the D-partition have no vertex in common. Therefore, 
if any vertex is in the D-partition, it.must be in one 
arid only one set of that D-partition.

Suppose a SEC graph is !-distinguishable with at 
least (n-2) vertices in the D-partition, having each ver­
tex in one and only one set. It is clear that if one of 
the remaining two vertices is faulty, it is impossible to 
distinguish Which is faulty by measurements corresponding 
to measurable sets under E . . Therefore, the graph is. not.
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!-distinguishable. Hence, each of (n-1) vertices must be 
in one and only one set of a D-partition to obtain 
1-distinguishability.

Example 3.3,. Consider the SEC graph of Figure 3.4.
Let E = -Ce1 , e 2, e 3 } ,

fiflxe*) = (1 ,2}, 0 (e["*8) = {6 ,8}

O(Ixe2) = {1,3}, 0 (e 2 x 8) = {6,8}

O(Ixe3) ='{1,4}, 0 (e 3X 8) = {7,8}

D-partition is { (I) , (2) , (3) , (4) , (6) , (7) , (8) } .
Vertex 5 is not in the D-partition. The graph is 
!-distinguishable under E .

3.4 Lower. Bound on Test. Points for 1-distinguishability 
of a SEC Graph
Before Theorem 3.9, two definitions are appropri­

ate.

Definition 3.4 For every vertex v in a SEC graph, with 
N test points on edges -Ce1 , e2, e 3, ..., e^}, a 2N-tuple 
S =  [S1 S 2S 3, ..., s2N] is assigned, where s^ is a binary 
valued variable such that
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Figure 3.4 A SEC graph with directed cut-sets covered 
by E = {ex ,e2,e3}.
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I if v€L (ixe^)

O otherwise

s
I ■if-v £ ft

0 otherwise

Suppose the 2N-tuple S = [S1S 2S 3, . s2M] is assigned to 
a vertex. Then s^ indicates the presence or the absence 
of a vertex in a particular measurable set, depending on 
the value assigned to s^, which represents that measurable 
set. If a vertex v is not in any measurable set, the 
2N-tuple for it is [0000 ... 00].

E = [O1 , e2, e g} . A 2N-tuple S for vertex I is [101010] . 
Similarly, for vertices 2,3, 4, 5, 6, 7, and 8, we have 
[100000], [001000], [000010], [000000], [010100], [000001] 
and [010101], respectively.

Consider again the SEC graph in Figure 3.4 with

■We know that if a test, point is assigned on any 
edge e of a SEC graph from i to j, ■

ft(ixe+)flfi(e x j) = ^

Hence, the 2N-tuple S = [S1S2S3 ... s2N] defined above
must have s^_» s^ for k = I, 2, 3, N.
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ftDefinition 3.5 T = { S> is defined as a set whose elements 

are obtained by assigning all possible values to the .
2N-tuple S = Cs1 S2 S3 .. . s2W ] , where Si CZ(C) ,1) , except
S2k - i * s2 : t  1 ■ for k = I, 2, . . . , N.

. For example, for 2 test points, we have a 4-tuple
S = [S1 S2 S3 S4 ] and T = { 0000, 0001, 0010, 0100, 0101, 0110, 
1000, 1001, 1010}.

Theorem 3.9 There is no SEC graph G from i to j which is
i!-distinguishable with a total number of test points 

N<_loggn, where n is a number of vertices in the graph.

Proof; Assume that such a SEC graph exists which is 
!-distinguishable with a total number of vertices n̂ _3N .

Case (I) n>3^: Let n = 3^+1 be the total number of ver­
tices. By Theorem 3.8, each of (n-1) = 3N vertices must 
be in one and only one set of a D-partition obtained by 
measurable sets under an edge set E on which N test points
are placed. Assume that vertex v is not in any set in

Nthe D-partition. There are at most 3 nonempty sets in 
the D-partition by Theorem 3.7. Hence, it is possible for

*The use of S and {S} in this chapter differs from 
the usage in other chapters.
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each of 3N vertices to occupy one and only one set of the 
D-partition.

Now,, let us find corresponding measurable sets 
using Definition 3.4 and 3.5. It is obvious that for 
every vertex v, which is in the D-partition, there is ex­
actly one 2N-tuple S =  [S1S2S3 ... s2N]. It is possible 
to assign a unique 2N-tuple to each of 3N vertices. A 
collection of all these 2N-tuples must be the same as that 
of elements in a set T (Definition 3.5). But in the set 
T, there is a 2N-tuple Sfa = [000000 ... 00]. Let it be 
assigned to vertex v^. Then, vertex V^ is not in any 
measurable sets under E and hence, not in the D-partition.
This means that there are two. vertices v and v. that area D
not in the D-partition. Using the proof technique of 
Theorem 3.8, we can prove that graph G is not 
!-distinguishable which contradicts the assumption.

Case (II) n = 3 N ; Let all of the vertices of the graph be 
in a D-partition (this is a less rigid condition than that 
of Theorem 3.8) and also assume that each of them is in 
one and only one.set of the D-partition. Similar to case
(I), here also it is possible for every vertex v in the
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D-partition to be assigned to exactly one 2N-tuple 
S =  [S1 S 1S 3,. ... S 214^ and finally we have a set T .

Let the 2N-tuples = [100100 ... .00] and 
S = [001000 ... 00] be assigned to vertices V 0 .and v , 
respectively. By Definition 3.4,

V jlC  ft (ixe*)

and

v£ £.ft (e~x j)

Hence,

Also, ft (Ixe^)Oft (e“x j) ± cj) (3.5)

Vm ^S(Ixel)

and

vInc" ft (iXe t)
Hence.

ft (ixe2) ^  ft (i xe+). 

or

G(i,e+) is not a proper subgraph of G(i,e+). (3.6)
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The same type of results may be obtained for some 

other vertices too.
For the two test points on edges e t and e2 , results 

in (3.5) and (3.6) are contradictory by Theorem 3.2, and 
hence contradict the assumption of Case (IT).

Theorem 3.10 Suppose a SEC graph from i to j consists of 
n vertices and contains no directed circuits. Then the 
number N of test points necessary for 1-distinguishability 
can not be less than [Iog2 (n+l)-!]. That is 
N> [Iog2 (n+l)-i] .

Proof: First of all, let us examine the following two
conditions:

(1) Let a test point be placed on any edge e, of 
the graph. Then

(i xê _) f")(e^. xj) (3.7)

(2) By Theorem 3.2, let two test points be placed 
on any two edges, say on edges e^ and e^ of the graph and 
suppose

U (ixej") Qn(B^xj) ^ <ji

Then G(i,e*) is a proper subgraph of G(i,e^), or, (3.8)
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n(ixe^)Cn(ixe£).'

Now let the 2N-tuple S = [S1S2S 3 ... S2 be as­
signed to the vertex v of the graph. According to Defi­
nition 3.4, S indicates the absence or the presence of the 
vertex v in all. measurable sets obtained by assigning N 
test points in the graph. From the proof of the last 
Theorem 3.9, it becomes clear that we are searching for 
the maximum possible assignments of the above 2N-tuple so 
that corresponding measurable sets satisfy conditions (I) 
and (2). It is found that this can be obtained if we dis­
card from all possible assignments of 2N-tuples at least 
those assignments which do not satisfy the following 
third condition: . .

(3) Let k and m be any even and odd (k<2N, m<2N) 
numbers, respectively. Then in each assignment, of the 
2N-tuple S =  [S1s2s g ... s2N],

. s^ = 0 for any sm = I (3.9)

' NThere are at most 2(2 -I) such unique assignments 
of 2N-tuples S = [S1S2S 3 ... S2 ]̂ out of 22N, which satis­
fy condition (3) and so in turn conditions (I) and (2) ex­
cluding assignment [000000 ... 00] .
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We show this by the following step-by-step argument:
1. If a test point is placed on any edge e, there are at 

. most two measurable sets (in the collection of gener­
ators) fi (i*e+) and (e xj).

2. Any vertex may be in the above two measurable sets or 
it may not be.

3. Depending on statement 2 , there is a maximum of 
(2N-1) possible ways of placing any vertex in the 
measurable sets, since the number of test points is N, 
excluding the case in which the vertex is not in any 
of the measurable sets.

N4. Now for each of the above (2 -I) possible arrangements, 
there are only two possible ways to place a vertex in

j
. (ixe ) and (e xj), considering condition (3) of the 
theorem.

5. Therefore, the maximum possible number of assignments 
is 2 (2N-1) .

NBy assigning each of these 2(2 -I) assignments to 
one and only one vertex.of the graph, we have.a unique col­
lection of measurable sets, and hence each and every set in 
a D-partition under these measurable sets contains one and
only one vertex, and also the D-partition has at most

N '2(2 -I) nonempty sets.
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Therefore, by Theorem 3.8, a graph,of at most 

n = 2 (2N-1) + I = (2N+'*'-l) vertices is !-distinguishable 
with N test points or N<[log2 (n+l)-l].

Example 3.4 Let us show that there, exists a SEC graph from 
i to j of at most 7 vertices which is !-distinguishable 
with 2 test points.

Since we have two test points, say, on the edges 
e^ and e^, we have at most four measurable sets in a col­
lection of generators. They are ft (ixe^) , ^ (e^xj), (ixe^) , 
and ft (BfiXj) .

The problem is to place the maximum number of ver­
tices in the above measurable sets so that these measur­
able sets satisfy conditions (I) and (2) of Theorem 3.10 
and make the graph !-distinguishable. This can be done 
very easily by assigning 0 or I to s^ of the 2N-tuple 
S = [S1S2S3S4] depending on whether a vertex is in a par­
ticular measurable set or not.

Condition (I) rules out the possibility of the 
following assignments to S = [S1S 2S 3S 4]: {0011, 0111,
1011, 1100, 1101, 1110, 1111}.
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The remaining assignments are <0000, 0001, 0010, 

0100, 0101, 1000, 1010, 0110, 1001}. Let us associate one 
and only one value to each of these assignments as follows

, vI V 2 V 3 V 4 V 5 V 6 V 7 V 8 V 9
ft(ixe^) 0 0 0 0 0 I I .0 I

ft (e£ xj) . 0 0 0. I I 6 .
i

0 I b

" ift(ixe*) 0IU 0; I 0 0 0 I , I

' a(em xJ> 0 I 0 0 I 0 0 0 i

[Note : vertex i ■= 7 and vertex j = 5]

Therefore, ft (ixe^) V 7' V 9 >

ft (e {V,, v Ŝ V 8>

.ft (ixe*) = V 7' V 8 } '

ft (em xj> = V 5 ' V 9}

Now ft (ixe^)Ofi (em xj)

and CHixe^)^ ft (ixe^) .

Hence, even though the above measurable sets satis­
fy condition (I), they do not satisfy condition (2) of 
Theorem 3.10. Therefore, there, is no SEC graph of 9 ver­
tices which is !-distinguishable with 2 test points.
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After 'removing assignments [0110] and [1001] (so 

that the remaining assignments satisfy condition (2)), we 
have the following collection of measurable sets:

■ - yi v2 v3 V4 v5 V6 V
ft .(ix e*) 0 0 b 0 0 I I

ft (e^x j) 0 0 b I I 0 0

ft(ixe+) 0 0 i 0 0 0 I

(e"xj) 0 I 0 0 I 0 0

7

Therefore,

+ft (Ixejl) = {v6 , v?> 

ft(e~xj) = (Viff v5>

O(ixe^) = (v3, V 7>

fi(e“ xj) = {v2 , v 5>
r

One possible SEC graph with the above measurable 
sets which is !-distinguishable with 2 test points and 7. 
vertices is shown in Figure 3.5.

Theorem 3.10 also agrees with

= N>log2 (7+1)-I 
N > 2

NXLog2 (n+1) -I n=7
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*

Figure 3.5 A !-distinguishable SEC graph of 7 vertices
with 2 test points.



99
Theorem 3.11 For a SEC graph from i to j consisting of n

I '

vertices and containing no directed circuits, the number 
N of test points for k-distinguishability is bounded.by

KP [Iog2(n+k)-k]

The proof of this theorem is similar to that of 
Theorem 3.10. It is a generalization for a lower bound on 
the number of test points for k-distinguishability.

It is found that there exists one and only one col­
lection of measurable sets which makes a SEC graph 
!-distinguishable with N-test points and n = 2N+^-l ver­
tices. For a 3 test point case N =3, such.a collection of 
measurable sets is

0 (1x6+) {!,2,3,5}

(e xi 5) P = {9,12,13,15}

Q Cl Xe*) . = {!,2,4,6}

Q (e~xl5) {10,12,14,15}

Q (Ixe*) {!,3,4,7}

n(e"xi5) = {11,13,14,15}

One possible !-distinguishable SEC graph of 15 vertices
with the above measurable sets is shown in Figure 3.6.
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Figure 3.6 A !-distinguishable SEC graph of 15 vertices
with 3 test points.



Chapter IV
AN ALGORITHM FOR THE MINIMUM NUMBER 

OF TEST POINTS

4.1 Introduction
■‘I ' ■In this chapter, we develop an efficient algorithm 

for inserting test points in a SEC graph to obtain 1- 
distinguishability. Or, in other words, we improve struc­
tural resolution to the extent that we find exactly which 
module or submodule represented as a vertex of a graph is 
faulty. As discussed before, 1-distinguishability could be 
readily obtained by placing test points on every edge of a 
graph, but our aim is to do the same with the minimum num­
ber of test points.

4.2 Necessity for an Algorithm
In Chapter II, we examined six basic theorems on 

test points. Theorems 2.6, 2.7, and 2.8 provide necessary 
and sufficient conditions for 1-distinguishability, while 
Theorem 2.5 gives only necessary conditions and Theorems 2.9 
and 2.10 give only sufficient conditions. If the system graph 
and the location of test points on it are given, we can 
directly check, using these theorems, whether or not a given 
graph with given test points is !-distinguishable. But in
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general, our problem is the reverse; that is, we want to 
determine the location of test points to make the given 
graph !-distinguishable. For this purpose, the direct ap­
plication of the above theorems is difficult and leads to

1 ■ ■lengthy computation.
For example, the direct application of a D^partition 

requires an arbitrary selection of an edge-set on which 
test points should be inserted and then a check to see 
whether the graph is !-distinguishable under it. Hence,

-y ' •
it is exhaustive.

Theorem 2 . 8, transfers the problem of finding the 
location of test points for 1-distinguishability to that 
of finding a collection of (n-1) [n = number of vertices in 
the graph] linearly independent directed cut-sets with 
all edges of the graph in it and covering these directed 
cut-sets with a set E of edges. There is an efficient al­
gorithm to order the vertices of a graph; once ordered it 
is easy to find (n-1) linearly independent directed cut­
sets. But unfortunately, it is applicable to a SEC graph 
which has a unique ordering of vertices, hence, the ap­
proach is limited in application.



103
Theorem 2.5 solves the same problem by searching 

edge-set E whose directed cut-sets cover all edges of the 
graph. But Theorem 2.5 is only a necessary condition.

Theorems 2.6 and 2.7 are similar. They provide
-Inecessary and sufficient conditions. In Theorem 2.6 we

need an edge-set E whose collection of. measurable sets {fi}
is such that for every pair of vertices vr and v , there
must be at least one fl such that either v or v must ber s
in it, but not both. In Theorem 2.7, directed cut-sets
covered by E must separate every pair of.vertices of the
graph. For a large graph of, say, 100 vertices, we have 

100to check ( 2 ) or approximately 5000 pairs of vertices; 
this is too lengthy.

Theorem 2.10 relieves the problem somewhat; we 
search for an edge-set E which must be a directed cut-set 
separating an entry and an exit vertex in addition to sa­
tisfying the conditions.of Theorem 2.5. Theorem 2.10, 
however, is only a sufficient condition. In addition to 
this, the number of test points may not be minimum. As 
a matter of fact, direct application of any of the above 
theorems does not show how we can find the minimum number 
of test points for 1-distinguishability. Hence, an algo­
rithm should be developed with the following attributes:
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1. It must achieve a reduction in computation to 

gain efficiency.
2. It must be general enough to apply to a large 

range of system graphs.
3. It must be easily implemented on. a computer.
As it is easy to find directed cut-sets of a graph, 

a satisfactory solution may be obtained by considering 
Theorems 2.5 and 2.7 together. In Theorem 2.5, we have to 
find a collection of directed cut-sets covered by
a minimum edge-set E1 which contains all edges of the 
graph. Naturally, checking every edge instead of every 
pair of vertices is far less exhaustive. As this theorem 
provides only a necessary condition, sufficiency can be 
achieved by finding a pair of vertices which are not
separated by { S} . This may necessitate more directed

• . 1
cut-sets (S)ti that separate the remaining pair of ver- 

E2
tices, and hence to cover these (S)ti requires more edges

h z
E2 of the graph. The number of test points may increase, 
but they must be added to make, to graph !-distinguishable. 
For certain graphs, there is a possibility of the separ- 
ration of all pairs of vertices of the graph (S) only. 
The above approach immediately raises the problem of find­
ing the pairs of vertices which are. not separated by



105
directed cut-sets {S^ . This search method must be simple 
enough to make the algorithm efficient.- As will be seen 
later in this chapter, the method suggested reduces the 
computation, compared to that required in an all-pairs-of- 
vertices approach, and the number of test points obtained 
is the minimum.

The main problems in the development of an algorithm 
to find the location of test points for 
1-distinguishability of a SEC graph( are summarized as 
follows:

1. We require an efficient way to find directed 
cut-sets that are covered by edge e from a set 
of directed cut-sets {S (e)}, all of which con­
tain edge e and separate the entry from the 
exit vertex.

2. We must find a collection V of pairs of ver­
tices, whose separation is not guaranteed by a 
directed cut-set of fs) . Here ts) contains 
all edges of the graph, i 1

3. We require a method of searching for the edge- 
set E .with the minimum number of edges so that 
directed cut-sets covered by E contain all 
edges of the graph and also separate every pair 
of vertices in a set V.

In the rest of the chapter, we will discuss step- 
by-step a solution of the above problems and finally give 
an algorithm for placing the minimum number of test points 
on a SEC graph for 1-distinguishability.
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4.3 Matrix Representation of a SEC Graph

Generally, system graphs can be represented as 
matrices whose elements take binary values for ease of 
manipulation on a computer. Many properties of a graph 
can be studied by manipulations on a connectivity matrix 
of the graph. Hence, let us first of all define this and 
other matrices used in the algorithm.

Definition 4.1 Connectivity matrix C = {c%j} is an (n*n) 
matrix that characterizes a graph G with a vertex set 
A = {1, 2, 3, ..., n} and an edge-set 
E = [ B 1 , e2, e3, — , em >, such that

_ ^ flf and only if there is a directed 
cij (jedge from vertex i to vertex j

= 0 otherwise

Definition 4.2 Reachability matrix R = {r\j} is an (n%n) 
matrix for graph G with a vertex set 12 = {1, 2, 3, ..., n} 
and an edge-set E = {e. , e., e ..., e }, such that

1  ̂ 9 Itl

(If and only if there is at least one 
_ ^ Jdirected path (i.e., a concatenation 

ij I of directed edges) leading from i 
to j

0 otherwise
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It is possible to generate matrix R from matrix C 
[21,37,43,44,45]. Before we show the equations, let us 
consider the following matrix;

Definition 4.3 Matrix Ck = (ckj} is an (nxn) matrix for 
a graph G with a vertex-set fi = {I, 2, 3, . n} and an 
edge-set E = {e^, e2 , e , ..., e^}, such that

,If and only if there exists at least 
one directed path (i.e., a concatenation 
of directed edges) of the length k from 
i to j

= 0 otherwise

Theorem 4.1 Matrix Ck = Ck-^ C 
where

O C k-1
>

ckij
n

4 ? ° pj

Theorem 4.2 [26,47] There exists ah integer k such that 
for all x (k<x<n)

iiic J i c
and R + I

(Here, I is the identity matrix, and n is the number of 
vertices of a graph).

' G
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In Theorems 4.1 and 4.2, the summations and multi­

plications are Boolean operations of OR and AND, respec­
tively. For the proof of both theorems, refer to [21,26, 
47]. These theorems are useful for the generation of 
matrix R from matrix C .

Example 4.I The connectivity matrix C and the reachability 
matrix R for the graph in Figure 2.11 are as follows:

I 2 3 4 5 .6 7
I ~ 0 I I I 0 0 0 ”
2 0 0 0 0 I 0 0
3 0 0 0 0. I1 I .0

n Ii 0 0 0 0 0 I 0
5 ' 0 0 0 0 0 0 I
6 0 0 0 0 0 0 I
7 0 0 0 0 0 0 0
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C2 = C11C1

C 3.= CloC2

I 2 3 4 5 6 7
I ~ 0 0 0 0 I I 0
2 0 O 0 0 0 0 I
3 O 0 O 0 0 0 I

= 4 0 0 0 0 0 0 I
5 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0

I 2 3 4 5 6 7
' I ~ 0 0 0 0 0 0 I
2 0 0 ' 0 0 Q 0 0
3 0 0 0 0 0 0 0

= 4 0 0 0 O 0 0 0
. 5 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0
7 0 0 0 0 0 0 . 0

C4 .= C3•c1 = [0]

Hence,

R =  I  C1 + I 
i=l



H O
I 2 3 4 .5 6 7

I ~1 . I I I I I . I ~
2 O I O O I O I
3 O O I O I I I

- 4 O O . O I O I • I
5 O O O O I .0 I
6 O O O d O I I
7 O O O O O O I

4.4 Development of an Algorithm
4.4.1 Directed cut-sets covered by an edge According to 
Definition 2.18, in order to find directed cut-sets 
S1 (e) = Xfii ] and S2 (e) = xfi2 ] covered by an edge 
e, we have to first find all possible directed cut-sets 
{ (e)}, each of which contains edge e and also separates 
the entry and exit vertices, and then check one by one to 
determine which one of these satisfies condition (3) of 
Definition 2.18, i.e.

. ‘ Cfi1Ufi2O a k^ nIHn2)
where

Sk = SrokX i y
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Much computation is required in the above approach. 

The following theorem helps to find directed cut-sets 
covered by any edge.

Theorem 4.3 Let G be a SEC graph from i to j.

(1) If, S(Ixe+) ^ S(e"xj)

then, S1 (e) = (ixe+)xft (ixe+) ]

and, S2 (e) = ^[S (e" xj )xfi (e-x j ) ] 

are directed cut-sets covered by edge e.

(2) If, S(Ixe+) = S (e~xj)

then, S1 (e) = S2 (e) = S (e) is a directed cut­
set covered by edge e .

Proof;
Case (I); Conditions (I) and (2) of Definition 2.18 are 
satisfied by S (e) and S (e). Hence, we have to prove 
only that for any other directed cut-set S^(e) =^[S^xfi^]r 
which separates i and j and contains edge e, condition (3) 
is satisfied, i.e.,

tS(ixe+)VJS(e"xj) ] D S kO  [S (Ixe+)OS(B-Xj) ] (4.1)
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Since (e) and S2 (e) are directed sut-sets that 
contain edge e, by Theorem 2.3, ^ (ixe+) (e-* j) = f.

Also,
1: 0(e xj) = fi - fi (e""x j) [Definition 2.7]

Hence,
_____ '

(Ixe+)CLp (e~xj)

I
Therefore,

£2 (ixe+)Xjn (e xj) = (e""x j) (4.2)

Similarly,

U (ixe+)fl£2(e xj) = £2(ixe+)

Using results (4.2) and (4.3), condition (3) can be 
restated as,

n (e. X j)3)fikC)fi (ixe ) (4.4)

Or, in other words, we have to prove that a set 
+ .£2 (ixe ) is a proper subset of £2̂  and also we have to prove

that £2̂  is a proper subset of £2 (e xj) for any other di­
rected cut-set S^ (e) = ^[£2̂.x£2̂ ] which contains edge e and , 
separates i and j,.
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Let us assume that there exists a directed cut-set 

sm (e) = which contains, the edge e and separates
i. and j such that SlmCIfl (ixe+) . Then there is at least one 
vertex v, where vG.fi (ixe+) and v^.fl_ as shown in Figure 
4.1.

Since v Cfl(ix e+), there is a directed path from i 
to v and v to v(e ). Hence, there is no directed cut-set 
Sm (e) = £[Am xfim ] which separates i and j and also contains 
the edge e, which contradicts the assumption.

Similarly, we can prove that any is a proper 
subset of set fl(e”xj). This proves Case (I).

Case (II) ; Here, A(Ixe+) = A (e""xj)

S1 Ce) = §[fl (ixe+) x A (ixe+) ] 

= g[fi (ixe+)xfi (e xj) ]

Now,

fl(e x j) = fi- - fi (e xj) 

= A -  A (ix e+) 

= A (ix e+)
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Sm (e)v(e )

S1 (e)

S, (e)
" (v(e~)

Figure 4.1 A SEC graph with directed cut-sets covered 
by an edge e.
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S2 (e) = (e x j )xfi (e x j) ]

= % [fi (ixe+)xfi (e x j) ]

= Si (e) = S (e)

For an illustration of Theorem 4.3, see Example 2.2 
of Chapter II.

It is very easy to check., using the reachability 
matrix Ry whether there is a directed path from any vertex

. - f  —a to v(e ). Similarly, from v(e ) to a, the connectivity 
matrix C provides information on the connection of edges 
between various vertices and on the direction. Hence, the 
use of Theorem 4.3, along with matrices C and R, makes the 
search for directed cut-sets covered by any edge e more 
systematic and computationally efficient as follows:

""t*A vertex a£ft(ixv(e ))

if and only if.

ra, v (e I

Similarly,

a < g . t t ( v ( e )xj)
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if and only if

rv (e ),a - 1

Here,

r. = I and r . = I, because the graph is a SEC graph.f Ot Ot 7 J

Checking all vertices, we will have measurable sets 
(ixv(e )) and p (v(e )xj). Then by the use of the connec­

tivity matrix C and Theorem 4.3, directed cut-sets S (e) 
and S2 (e) covered by edge e are obtained.

Gk C S 1 (e)

if and only if cv ê+̂  I6 0/ for v (ej) C  ft ('ixv (e+ )) .

and v Cek )̂ . ft (ix v (e+) ) . Also, ek c  S2 (e) if and only if

Cv(ek ) ,V(Ok ) Ti 0 , for v(ek ) ̂  ft (v (e )x j) and 
v(ek )c ft (v(e“) xj) .

Example 4.2 Consider again the SEC graph of Figure 2.11 
and matrices C and R of. Example 4.1. We want to find di­
rected cut-sets S1 (e3) and S2 (eg) covered by an edge e ^.



117
+ —1. v (e3) = I and v (e 3) = 4.

2. Measurable sets:
(a) Columri I of matrix R has a 'I' eritry at 

row I only. Hence, fi(IxI) =•{!}.
(b) Row 4 of matrix R has a 'I' entry at 

columns 4, 6, and 7. Hence, 0(4%7) = {4,6,7}.
3. Directed cut-sets S1 (e g) and S2 (e g) ;

(a) Row I of matrix C has 'I' entries at 
columns 2, 3, and 4. Hence, edges e , e , and e_ from 
vertex I to 2, I to 3, and I to 4, respectively, are in 
Si (O1) .

(b) Column 4 of matrix C has a 'I' entry at 
row I only. Hence, an edge e g from vertex I to 4 is in

Column .6 of matrix C has ' 1 1 entries at rows 3 and
4. But vertex 4C.fi (4x7) . Discarding vertex 4, an edge 
e from vertex 3 to 6 is in S (e„).6  ̂ 3

Similarly, checking 'I' entries in column 7 of 
matrix C, e C  S (e ).O Z d  ’

4. S1 (O3) = Ce1 ,e2 ,e 3> and S2 (e3) = {e3,e6,eg}.

4.4.2 A' set V of non-separating pairs of vertices Con­
sider first the following theorem:
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Theorem 4.4 Suppose there is a directed path (i.e ., con­
catenation of directed edges) from a vertex v^ to an­
other vertex v of a SEC graph from i to j. Then this
pair of vertices (v ,v ) is separated by at least one ofP 5-I ■, _a collection of directed cut-sets (s) which contains all 
edges of the graph.

Proof: The proof is obvious if there is only one edge in
a directed path from v to v . So let us consider theP 9
case in which there is more than one edge in a directed
path P Cê  r e £ ̂ e ̂ / ... / f . . y
e ,er from v to v as shown in Figure 4.2.m' m+1 p q 3

As stated in the theorem, each of the edges in 
path P must be in at least one of the directed cut-sets of 
{s}. Let there be a directed cut-set S = of {s)
which contains edge e^. This directed cut-set will sepa­
rate v and v t  o r  p q

(Vp, ctj , Ô2 p ...,

and



/

CPOO--OVp a, a, k-1
O--O
*k «A-1

O---- O uO

s = g(n%xn%)

am vq

Figure 4.2 A directed path from v
6 (nk V -  P

to v with directed cut-setq

119
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Suppose the theorem statement is not true, i„e.,
.(v »v ) C.nk or (vp /vg) ^ \ ‘ This is possible if and only 
if this directed cut-set {S> contains at least one other 
edge of path P . But then S is no longer a directed 
cut-set, which contradicts the assumption.

In fact, any directed cut-set S of {S>, which con­
tains any edge of path P, can separate the pair of ver­
tices v and v . p q

It should be remembered that the converse of
Theorem 4.4 is not true, in general. That is, suppose
there is no directed path from a vertex v to anotherP
vertex v of a SEC graph from i to j . Even then, this q -
pair of vertices may be separated by at least one of a 
collection of directed cut-sets {S} which contains all 
edges.of the graph.

Example 4.3 Consider the SEC graph of Figure 4.3.
{S} = (S1 ,S2,Sg,S4,S5,S6 > is a collection of directed 
cut-sets which contains all edges of the graph. There is 
no directed path from vertex 2 to 4 (of 4 to 2). Simi­
larly, for pairs of vertices (2,7) and (3,7) ho directed 
path exists. Therefore, according to Theorem 4.4, the 
separation of all pairs of vertices except (2,4), (2,7)>
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3 K

Figure 4.3 A SEC graph with no directed paths from 2 to 
4 (or 4 to 2), 2 to 7 and 3 to 7.
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and (3,7) , is guaranteed by {S>. However, the pair (3,7) 
is separated by directed cut-set S^. Similarly, (2,7) is 
separated by S2 and S3 because the converse of Theorem 4.4 
is not true, in general.

There is no directed cut-set in {s} which separates 
the pair (2,4).

Definition 4.4 A set V = {(v.,v_.)} is a collection of alli ]
possible pairs of vertices of a SEC graph G such that there
is no directed path from vertex v. to vertex v. or from1 3
v . to v^ in the graph G.

In Example 4.3, V =  {(2,4), (2,7), (3,7)}.
Tm:the reachability matrix R of a graph G, suppose 

r o = l .  Then there is a directed path from a vertex aCl , P
to a vertex 3, and according to Theorem 4.4, if there is 
a directed path from a to 3, separation of pairs of ver­
tices is guaranteed by at least one of the directed cut­
sets of {S} which contains all edges of G. Hence, with 
the help of. Theorem 4.4 and matrix R, a set V can be 
found [Definition 4.4] as follows:

(VifVj)C V
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if and only if

'v. ,Vj and VjfVi (4.5)

The reachability matrix R of the SEC graph of Figure 4.3 
is as follows:

I 2 3 4 5 6 7 8
I "I I I I I I I I “
2 0 I I 0 I I 0 I
3 0 0 . I 0 I I . 0 I
4 0 0 I I I I I ■ I
5 0 0 0 0 I 0 0 I
6 0 0 0 0 I I 0 I
7 0 0 0 0 I I I I
8 0 0 0 0 0 0 0 I

Checking entries of R using (4.5), we obtain

V = { (2,4), (2,7), (3,7)>

Definition 4.5 Total graph [9]: A directed graph is said 
to be total graph, if every pair of distinct vertices is 
joined in at least one direction by a directed path.
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Corollary 4.1 Let G be a total SEC graph from i. to j and: 
E be a set of edges„ Let (s) be a collection of all pos­
sible directed cut-sets separating i and j and covered by . 
edge E. Then G is 1-distinguishable under E , if all edges 
of G are in {s}.

The proof is given by using Theorems 4.4 and 2.7. 
For a total graph, set V is empty. It is found that the 
ordering of vertices [Definition 2.21] for a total graph 
is unique, so the proof of Corollary 4.1 can be estab^ 
lished by using Theorem 2.8 also.

4.4.3 Final covering matrix Z Given that G is a SEC 
graph and that has the minimum number (n^ ) of di­
rected cut-sets that separate every pair of vertices of 
G, let n_ be the minimum number of edges that cover all 
directed cut-sets of Then G is !-distinguishable
under this set of edges. But, is this the minimum number 
of test points for this graph to be !-distinguishable?
The answer, in general, is NO!

This can be easily explained. On one extreme, we ,
may need Ur, = n, number of edges to cover all directed E i Qi
cut-sets of ts n̂vLn * But suppose there is a set {S}, in­
stead of tS that has more directed cut-sets
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(n j I n , <_' 2n, ] than n, ? even then on the other ex-

U 2 u i - 2  . U 1 -I
treme, we may need n = (n /2). [< n, ], provided that

riZ a z a i
every two directed cut-sets are covered by one edge.

Example 4.4 Consider the SEC graph of Figure 4.4(a). The 
minimum number of directed cut-sets ^S}^. which separate 
every pair of vertices of the graph is three.

tS,min = {S- (e2>' si <e=>' sI <ei>>

as shown in Figure 4.4(a). Each of these directed cut-sets 
is covered by only one edge. Hence, E1 = {e2,e6,e8}.

Instead of {sJm^n / there are four directed cut-sets

{S} = (S1X e 1), S2 (B1), S1 (B6), S2 (e6) }

as shown in Figure 4.4(b), that separate every pair of 
vertices of graph G, and they are covered by only two 
edges E 2 = Ie1 ,e6}, which is less than E1 .

In short, w e are searching for a collection of di­
rected cut-sets {S}, instead of {S}mj_n r that separates 
every pair of vertices of the graph and is covered by the 
minimum set of edges. This relates our problem to that of
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S1 (e6) Si(e,)

Figure 4.4(a) A SEC graph with the minimum number of
directed cut-sets that separate every pair 
of vertices.

Figure 4.4(b) A SEC graph with the minimum number of edges 
E = Ce1 ,e }; directed cut-sets covered 
by E separate every pair of vertices.
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a well-known covering problem. Before going into the de­
tails , let us.first define matrices Q and P .

Definition 4.6 Matrix Q = {q _ } of a SEC graph G is
ei ,ej

associated-with vertex set fi = {vv ,v„,v., ..., v } andi z d  n
the edge-set E = Ce1 ,e2,-e 3, e^} and is an (m><m)
matrix such that

ei'ej

^ (if and only if an edge ej is in a di 
greeted cut-set covered by an edge e^

0 otherwise

Example 4.5 As shown in Section 4.4.1, using matrices C 
and R, entries in the matrix Q are.entered. For the SEC 
graph of Figure 2.11,

ei e2 e 3 e 4 e S e6 6  7 e8 e
e I I I I .0 I ■ 0 0 0 I
e2 I I I I .. 0 0 I 0 0
e3 I I I 0 0 I . 0 I 0

0 I I I . I 0 0 0 I
6S I 0 I I I I 0 0 I
6 6 I 0 . I 0 I I I I 0
e
7

I I 0 0 . 0 I I I 0
e8 0 0 I 0 0 I 0 I I
® Q I 0 0 0 I 0 0 I I
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The edges corresponding to the minimum number of 

rows that cover all columns of Q are in an edge-set E. 
Directed cut-sets covered by E contain all edges of the 
graph. The graph may or may not be !-distinguishable 
under E since only a necessary condition for 
1-distinguishability [Theorem 2.5] is satisfied by this 
method.

Definition 4.7 Matrix P = {p , .} of a SEC graph
ek'(Vi ' V

is associated with a vertex set fi = ^v1 rv2 'v 3' '• • •» Vn }, 
an edge-set E = (B1 ,e2 fe g, ..., e^}, and a set V = {v^,v  ̂> 
[Definition 4.4], and is an (m^n^) matrix such that

Clf and only if a pair of ver- _ . Jtices. (Vj^,Vj) of a set V is
jseparated by a directed cut-set 
[covered by an edge e^.

Pek7(vi,vj)
= 0 otherwise

where n is a number of elements of the set V. v
Using the reachability matrix R, entries in 

matrix Q are generated as follows:
Let (vj/vj) be an element of a set V. Then any 

one of the directed cut-sets covered by an edge e sepa­
rates this pair of vertices (v^,Vj), if and only if
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rVi7Vfe+) ^ rVj7v(e+)

and
I

rv(e ),v- ^ rv(e ) 7v .
± J

Example 4.6 For the SEC graph of Figure 2.11,

V = {(2,3), (2,4), (2,6), (3,4), (4,5), (5,6)}

(2,3) (2,4) (2 ,6) (3,4) (4,5) (5,
e I " I I I 0 I . I
e2 I 0 I I I 0
.® 3 0 I I I I I

I I I 0 I. I
6 S ■ I .0 0 I I I

e6 I 0 I I 0 I
6 7 0 I I I I I

e 8 0 I I I I I
6  9 I I I 0 I I

Definition 4.8 Final covering matrix Z = [QJP] is an 
(nx(m+nv )] matrix of submatrices Q and P defined in 
Definitions 4.6 and 4.7.



. As seen in this section, the covering of matrix Q 
satisfies only a necessary condition. But the covering of 
matrix Z satisfies both necessary and sufficient condi­
tions for 1-distinguishability (Theorem 2.7), because by 
considering submatrix P along with submatrix Q in the 
final covering matrix Z, we are taking care of those pairs 
of vertices (contained in set V) which may or may not be 
separated by a minimum row-set E , which covers all columns 
of Q. Hence, covering all columns of Z by a minimum set 
of rows (an edge-set Em^n), we are separating all pairs of 
vertices of the graph by directed cut-sets covered by 
Emin theorem 2.7). Moreover, we have the minimum number 
of test points to obtain 1-distinguishability of a SEC 
graph.

4.5 An Algorithm for Inserting the Minimum Number of
Test Points on a SEC Graph for 1-distinguishability
This algorithm is prepared for a SEC graph without 

directed circuits.
The algorithm prepares a connectivity matrix C andi

then generates the reachability matrix R from matrix C .
It finds all elements in the set V (Definition 4.4).
Then, assuming test points on each edge of the graph,, the

130
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algorithm.obtains measurable sets ft(ixe+) and ft(e-xj), and 
obtains directed cut-sets covered by an edge of the graph. 
The final phase prepares a final covering matrix Z and 
solves it as a minimum cover problem to obtain the minimum 
number of edges for 1-distinguishability. The algorithm 
is as follows:

Step (1): Set up the connectivity matrix C for a given
SEC graph without directed circuits. Let
ft = {1, 2, n} be a set of n vertices and
^ j} be a set of M edges. Here, 'I' is the entry
vertex and 'n' is the exit vertex. (e. .is an edge fromif]
vertex i to vertex j).

Step (2): Generate the reachability matrix R, using the
connectivity matrix C (Theorem 4.2).

L IrR = E C + I L<_N 
k=l

Step (3): „ Find elements (each of them being a pair of 
vertices) in the set V (Definition 4.4) from the reach­
ability matrix R)

(a,e)£ V
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if and only if .

rC., B = 0 and = 0

Step (4): Since a non-zero entry in matrix C corresponds
to a directed edge in graph G, select such an entry cs / t
Then there is a directed edge e . from vertex s to vertexs, t
t.

Step (5): if a test point is placed on the edge e , weS/U
have two measurable sets, O(Ixs) and 0(txn). Their ver­
tices are obtained as follows:

The vertex a is contained iri 0 (Ixs) if and only if
r = I. Similarly, vertex a£. 0 (txn) if and only if a , s
r = I, where a = i ,  2, ..., n.

Step (6): Any edge covers either one or two directed cut­
sets. Let S (e .) be a collection of the edges of di- 
rected cut-sets covered by edge e„ .. These edges are 
obtained using measurable sets generated in step (4) 
and matrix C.

ea,3 e  S(es,t>

if and only if
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Efi(Ixs)

ca,3 ^ ° f°r f  "[and g ̂ fi (ixs)

Also,

ea,B € S ( e s,t»

if and only if

c a t6 * 0 for
£2 (txn)

■BEfi (t Xn)

Find all such ea, S

Step (7): Rows of the final covering matrix Z and columns
of its submatrix Q are edges of the graph. In submatrix 
Q, place a 'I* in a row that corresponds to the edge, 
e , at the. column positions that correspond to edges ofSf-C
S (e . ) . That is, s'r

's,t' a,$
)

1 if eC B e  sleS jt'

0 otherwise,

Step (8): Let a pair (a,8) be an element of V. Now, if

r C S  * rB,s :ahd r t , c  *  rt,B' anY one of the directed
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cut-sets covered by the edge ey t separates the above pair 
of vertices.

Columns; of submatrix P of Z are elements of V 
(obtained in step (3)1.

In submatrix P, place a 'I' in the ®row that cor­
responds to the edge e , at the column position thatSfU
corresponds to the pair of vertices (a,3), i.e.,
(Pe ,(a 3)  ̂ - I if pair (a,3) is separated by any one 
of the directed cut-sets covered by edge eg Check for
all elements of V.

The remaining entries in that row of P are filled
with zeros..

Step (9): Find the next nonzero entry c from C . Re-Sft
peat the algorithm from step (4) onward. Continue until 
there are no more nonzero entries in matrix C.

Step (10): Solve the final covering matrix Z as a mini­
mum cover problem, by a well-known method [27,56]. To 
obtain 1-distinguishability, test points are placed on 
the edges that correspond to the minimum set.of rows 
that cover all the columns of Z .

For the last step, (10), three well-known reduction 
rules, which are based on row dominance, column dominance,
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and row essentiality [38,56] are applied repeatedly to the 
final covering matrix Z. These reduction rules allow, in 
general, great simplification in the determination of the 
minimal cover. After these rules have been applied as 
many times as possible, a reduced matrix is obtained which 
is said to be 'cyclic'. This cyclic matrix.can not be 
reduced further with the above three reduction rules.
Cyclic matrices can be solved by writing a boolean function 
[56], but this approach can be very tedious when the num­
ber of columns in large. In such a situation, a more sys­
tematic approach of linear integer programming is used
[27].

In the linear integer programming approach, a 
binary variable x^ is associated with each row r^ of the 
cyclic matrix, which assumes the value of I if is 
selected in the minimal cover, and the value 0 otherwise. 
Suppose the cyclic matrix is

r
r
r

1
2 
3

I
0
I

I 0 
I I 
0 I
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Then the linear integer program can be formulated as,

Minimize x, .+ x + xI 2 3

Subject to x; +. x 2 >_ I 

X 2 + x 3 > !

X ! +  X 3 i  1 

X 1 , X 2 , X 3 = 0, I.

For the large cyclic matrices, techniques developed by 
Luccio [27] and Gimpel [17] are valuable to reduce compu­
tation time.

Applying reduction techniques [56] to the rows and 
columns of the final covering matrix Z , as obtained from 
Examples 4.5 and 4.6, we have the following cyclic 
matrix:
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e2 e4 e 5 6 6 e 7 e 8 e9 (2 ,-

e2 _ 1 I 0 0 I 0 0 0

S4 I I I 0 0 0 I I

6 S 0 I I I 0 0 I 0

6 G 0 0 I I. I I .0 0

e 7 I P 0 I I I 0 I

6 S 0 0 , 0 I 0 I I I

e 9 _0 0 I 0 0 I I I
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1-distinguishability of graph G can be achieved by 

using any one of the edge-sets Ce4fB 7), Ce4fB 6), or.
Ce5fe 7). Thus, we have two test points, which is the mini 
mum for a SEC graph of 7 vertices.1 , '

[N >_ Iog2 (n+1)-1] or N ̂ 2



Z z NfM N fM

EDGE ---^ EDGE

Generate Reachability 
matrix 'R' (see Step (2)) 
[Subroutine ' REACHMAT']

Arrange 
EDGE in Initialize
ascending Connectivity
order. --- > matrix
[Subroutine C O
'ASCENDPAR']

RWOEDGE (I, I) 
CLOEDGE (1,2) 
C(RWCfCLC)-KL

Matrix 
' R '

Obtain a set 1V 1 of 
pairs of vertices (see 
step (3)).
[Subroutine 'PARVERTX']

NfilS *■ O
I

NfiTN-*-O F 'CC(SfT) XJ
Figure 4.5(a) Flow diagram of MAIN PROGRAM.
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NftlS *- NftlS+1 
ftlS (NftlS) 4- ct

RZ t- RZ+1

Get a collection Arrange
DSET in as-ted cut-sets

covered by edge cending
step (6)) order.

[Subroutine It contains a row[Subroutine
'CUTSET']

which corresponds

[Subroutine
'ENTZAT']

Figure 4.5(b) Flow diagram of 'MAIN PROGRAM1
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- W  R(CXfS) = R(g,S) ^

Apply 1 column domi-
Before

reduction nance, row dominance n
matrix --> and row essentiality1

Z = [Q|P] to matrix Z. (
[Subroutine

'REDUCTION']

Z NCLZ = 0 \T
J

'i'F
^  NRWZ = 0

Test points on 
edges 1TST1 to 
obtain 1- 
distinguish- 
ability

After
reduction
1 cyclic matrix1

-- >

Figure 4.5(c) Flow diagram of 
'mai n PROGRAM ' •

Apply linear integer program­
ming to solve 'cyclic matrix Z'.
[Subroutine 'INTGPROG']
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I, 2,
N

K = I, 2, 
. . . , N

z  J = ] , 2, ^
- H _ /

>'
SUM <- 0

>'

SUM CTEMP(IzK) 1C(KfJ) + SUM

Figure 4.6 Flow diagram of subroutine 'REACHMAT'

Transfer
VTEMP to Ith row of CTEMP

VTEMP(J) SUM
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NDSET <- NDSET + I 
DSET(NDSETfI) a 
DSET(NDSET,2) g

Figure 4.7(a) Flow diagram of subroutine 'CUTSET'.
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Figure 4.7(b) Flow diagram of subroutine 'CUTSET'.



ENTER
NSET DSET(IfI)

FLAG = I DSET(I,2)

ITER

I > NDSET

RETURN

FLAG +- I

FLAG 4- I

W(ITER) +  O W(ITER) <■ I

FLAG <- O

Figure 4.8 Flow diagram of subroutine 'ENTZMAT'.
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RETURNENTER

(01+1) , (a+2)

NV ■+ O

Figure 4.9 Flow diagram of subroutine 'PARVERTX1.

RETURN

ENTER

(N-I)

S(J) <- Y 
S(J+1) +- X

Y ̂  S(J+1)
X +- S(J)

Figure 4.10 Flow diagram of subroutine 1ASCEND1.
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ENTER N = I

IPNTR <- I

RETURN SP(J+lfl)^ X Y H- SP(JH-IfI)

SP (J+l,2)h- Xl Yl H- SP (J+l ,2)N H- NI

FPNTR X < Y

FPNTRSP(FPNTRfI) = SP(FPNTR+1,1) COUNTlCOUNTl

Arrange DUMMY 
in ascending 
order.

Transfer second
column of 1SP1 from
row IPNTR to row DUMMY (K)=DUMMY(K+l)

[SubroutineFPNTRf to 'DUMMY'

NI H- NI + I 
SP(NlfI) + SP(FPNTRfI) 
SP (NI ,2) H-DUMMY(K)IPNTR H- FPNTR + I
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Chapter V

SUMMARY AND SUGGESTED FUTURE 
RESEARCH

5.1 Introduction
This chapter summarizes the results obtained and 

describes the conclusions drawn from the research con­
ducted. The significance of the findings of this work is 
discussed, and possible directions for the extension of 
the work are mentioned.

5.2 Summary and Conclusions
This work is an extension of Ramamoorthy and 

Mayeda1s [30,31,32,40,41] new concepts in the area of 
fault diagnosis. It deals with a study of structural 
models of logical circuits and/or computer systems, from a 
diagnostic viewpoint using graph theory. Considerable 
attention, was given to this technique because it provides 
a better method of understanding, visualizing, and ana­
lyzing diagnostic problems where, in general, most other 
techniques fall short. This new concept eases the dia- 
nostic problem by separating structural and behavior in­
formation of logical circuits and/or computer systems. 
Structural models are studied by graph theory and are

i
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improved by inserting test points and/or blocking gates.
On this improved structure, diagnostic tests are carried 
out by activating test points with test signals (from a 
prepared test dictionary) and/or controlling blocking 
gates. Hence, after structural analysis, behavior infor­
mation is superimposed.

Theorems of Ramamoorthy and Mayeda on necessary 
and/or sufficient conditions for test points were particu­
larly useful for checking structural resolution from a 
diagnostic viewpoint, when test points were pre-assigned 
on the graph. But there was no systematic method for in­
serting test points in a system graph to improve its diag- 
nosability. Hence, in this work an algorithm was devel­
oped for inserting test points in the system graph. The 
single-entry, single-exit type of directed graph (SEC 
graph), without directed circuits, was considered.

Following are the significant points of the algo­
rithm.

I. Test points obtained by the algorithm will 
achieve 1-distinguishability of the system graph. Hence,

■ I
it is possible to isolate a fault to a single vertex in the 
system graph.
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2. The algorithm provides the minimum number of 
test points. .

3. Computation time is reasonable: an alternative
is to find a collection of directed cut-sets that sepa­
rates every pair of vertices and then to cover this col­
lection of directed cut-sets by a set of edges to obtain 
1-distinguishability, but this approach is more exhaustive 
than the method developed in the algorithm. An attempt
is made in the algorithm to avoid consideration of all 
pairs of vertices and thereby reduce the computation time. 
The amount of reduction in computation depends on the 
graph under consideration and particularly, on the connec­
tion of edges between vertices. For graphs with directed 
paths from any vertex to any other vertex, maximum reduc­
tion in computation can be achieved. In general, the 
longer the directed paths, the greater the reduction in 
computation time.

The algorithm also reduces the computation required 
to search for directed cut-sets covered by any edge of 
the graph.

4. The algorithm relates the problem of inserting 
test points in the. system graph to a well-known covering
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problem. Hence, it is possible to use some of the already- 
developed efficient algorithms[17,27,38,56] for solving 
the covering problem.

5. The algorithm is easy to implement on the com­
puter.

6. The algorithm can be used for large system
graphs.

We have established the proof of the theorem on the 
greatest lower bound on the number of test points to ob­
tain 1-distinguishability, and have given proofs of other 
related theorems on D-partitions and test points.

5.3 Suggestions for Future Research
The following areas appear to be fruitful for 

future work:
1 . Additional work on the design of test points 

and blocking gates in order to inject and monitor the test 
signals is required.

2. The cost of implementation of test points 
varies for different edges of system graphs. Modification 
of the present algorithm is required to account for this 
implementation cost at the time of test point selection.
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3. Consideration should be given to development of 

automatic diagnostic procedures. These procedures should
V ■control certain blocking gates, inject and monitor re­

quired test signals at appropriate test points, and decide
'i

the sequence in which various test points should be acti­
vated.

4. Consideration should be given to development of 
heuristic methods for finding locations of test points. 
Such procedures may. not lead to the minimum number of test 
points but may reduce computation considerably.

5. It would be desirable to extend this research 
work so that it covers any general system graph (with any 
number of entry and exit vertices, and with directed cir­
cuits) . We can use blocking gates along with test points 
to obtain maximum distinguishability in this type of gen­
eral graph. An algorithm for the location of both test 
points and blocking gates is a fruitful area for further
research.
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An algorithm for inserting the minimum number of 
test points on a SEC graph for 1-distinguishability was 
implemented using FORTRAN-IV. It was run at the Montana 
State University Computation Center using an XDS Sigma I  

computer. This program can be used for graphs of 30 ver­
tices and 90 edges at most. By changing dimension state­
ments, it can be used for larger graphs. The program is 
initiated by reading the total number of vertices, the 
total number of edges, and the connection (represented as 
ordered pairs of vertices) of all edges. Final output 
consists of the minimum set of edges (represented as 
ordered pairs of vertices) on which test points should be 
inserted to obtain 1-distinguishability of a given graph.

Subroutine 'INTGRPROG' is used in the program for 
solving cyclic matrices (Section 4.5). It uses a linear 
integer programming method. The program listing for. 
INTGRPROG is given in reference [33], so it is hot listed 
in Appendix B along with other listings.
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A summary of 

follows:

(MAIN PROGRAM)■
1. N

2. M
3. EDGE

4. C
5. RWC,CLC

6 . R
7. ALPHA,BETA

8. S , T

9. V

10 . NV

11. OMEGlS
12. NOMEGlS
13. OMEGTN

notation used for the program is as

: Total number of vertices of the 
graph.

: Total number of edges of the graph.
: Edge matrix, whose rows contain 
ordered pairs (v,v') of the edges 
of the graph.

: Connectivity matrix.
: Row and column subscripts of matrix
C.

: Reachability matrix.
: Row and column subscripts of 
matrix R.

: Ordered pair of the edge e , on 
which a test point is s ' 
assumed.

: Vertex-pair matrix. Its rows con­
tain pairs of vertices whose sepa­
ration by a collection of directed- 
cut-sets {S} is under consideration. 
Here {S} contains all edges of the 
graph.

■

: Total number of pairs of vertices 
in V.

: Vector of measurable set Q (Ixg).
: Total number of vertices in (1><s ) .
: Vector of measurable set fl(t<n).
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14.
15.

16.
17.

18.
19.
20 . 

21. 
22.

23.

1.

2.

3.

NOMEGTN : Total number of vertices in Q (tx n ).
DSET : Directed cut-set matrix. Its rows 

contain ordered pairs (vfv ' ) of the 
edges which are in the directed 
cut-sets S (e ) covered by e .S / U  S f TZ

NDSET : Total number of edges in DSET.
Z : Final covering matrix, which is 

solved as a minimum cover problem.
P : Submatrix of Z.
RZ : Row subscript of Z.
NCLZ : Total number of columns of Z.

I f J f K : Iteration counters.
VDMY : Dummy matrix, contains vertex-pairs 

that are separated by one of the 
directed cut-sets, S (e ) covered
^  es,t-

W ' : Dummy vector contains a row of sub­
matrix P , which corresponds to
es , t*

(SUBROUTINE REACHMAT)

CTEMP : Matrix used for storing intermedi­
ate results during matrix multipli­
cations .

VTEMP Vector used for storing a new cal­
culated row during matrix multi­
plication.

COUNT : Counts total number of zeros in 
matrix CTEMP to check whether ser­
ies converges or not.
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.4. SUM : Logical variable used to store in 

termediate result during the cal­
culation of

= " ■  J1

5. IfJ fJl7K": : Iteration counters.
6 . ALPHA . : Temporary storage.
7. LIf L2 : Dummy logical variable.

(SUBROUTINE PARVERTX)
I. ALPHAfBETA : Subscripts of matrix R.

(SUBROUTINE CUT-SET)
I. IPNTRS f FPNTRS : Initial and final pointers for a 

set of vertices which.are in be­
tween the adjacent entries of 
OMEGlS. This set of vertices is 
not in measurable set (Ixs).

2. IPNTRT fFPNTRT : Same as above but true for OMEGTN 
and ft(Ixs) ,  respectively.

3. IlSfJlS : Subscripts of OMEGlS.
4. ITNfJTN : Subscripts of OMEGTN.
5. ALPHAfBETA : Subscripts of matrix C .

(SUBROUTINE ENTZMAT)
1. FLAG

2. I

: Flag. FLAG = I f if all entries in 
DSET are entered in W f as ’0 * or 
'I'. FLAG = 0 otherwise.

: Subscript of DSET.2. I
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3. ITER : Iteration counter.

(SUBROUTINE REDUCTION)
I. TST ■ : Vector to store the address of the 

edges on which test points should
■Vi‘. be placed.

2 . ITST : Subscripts of TST.
3. SZR : Vector to store row locations that 

have zero entries for any column.
4. K : Subscripts of SZR.
5. SN : Vector to store column locations.
6. Kl : Subscripts of SN.
7. PTR : Pointer for row which should be . 

deleted.
8. PTC : Pointer for column which should be 

deleted.
9. NRWZ : Total number of rows in matrix 'Z'.

10. NRWZlfNCLZl : Total number of rows and columns, 
respectively, in matrix 1Z1 at any 
instant before column dominance, 
row dominance and row essentiality 
are applied.

11. LNK : Vector to store address of all rows 
of matrix 1Z1. .

12. FR : Flag, FR = I, if row deletion of Z 
is required.

13. FC : Flag, FC = I, if column deletion of 
Z is required.

)/
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14. 1,11,12,13,14,

J,Jl,J2,J3,J4 : Iteration counters.
NCLPfNRWP

(SUBROUTINE DELET)
I. 1,11,13 . 

J,J1 : Iteration counters.

(SUBROUTINE ASCEND)
I. S : Vector whose entries are required 

to be arranged in ascending order.
2. I, J : Subscripts of S\
3. N : Total number of entries in S.
4. X, Y : Temporary storage.

(SUBROUTINE ASCENDPAR)
I. SP : Matrix whose rows are required to 

be arranged in ascending order.
Let i and j be two rows of SP. Then 
i succeeds j if and only if,
SP (i,I) > SP (j,I) and then 
SP(i,2) > SP(j , 2) .

2. I7J : Subscripts of SP.
3. N : Total number of rows in SP.
4. NI : Total number of rows left in SP at 

the end of subroutine, after remov­
ing identical rows.

5. DUMMY : Vector whose entries are required 
to be arranged in ascending order. 
It contains entries of second col­
umn from IPNTR to FPNTR.



159
6 . IPNTRfFPNTR : Initial and final pointers indicat­

ing initial and final locations of 
rows that have identical entries in 
first column.

7. COUNTl : Total number of entries in DUMMY.
8. ITER : Iteration counter.
9. K < : Subscript of DUMMY.

10. X,YfXlfYl : Temporary storage.
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o
A PROGRAM To INSERT THE MINIMUM *» CF TEST POINTS TO OBTAIN" IaDisTINGUISHABILITy OF DIRECTED isEC• GRAPHS

»••*••«»TH is algorithm Is prepared for •single entry# single EXITCONNECTED=DIRECTED (SEC) GRAPHS WITHOUT DIRECTED C I R C U I T S * • BASICALLY IT RELATES THE PROBLEM, TO A WELL-KNOWN ‘COVERING PROBLEM* THE TOTAL NUMBER OF VERTICES (NI AND EACH EDGE IS REPRESENTED AS An ORDERED VERTEX# ENDING VERTEX)» AN ENTRY VERTEX
l i!eset up A.ivD. M e reaChIbiEiTyVmatrix THE_FINAL_QUTPUT IS.THE MlNlMVM SET OFTEST POINtS-FbR'I = DlStIngUISH^BIL IfY'

THIS PROGRAM READS ALL The EDGES OF THE GRAPH;PAIR OF VERTICES (STARTING
THE C0NNEC?TV?TYAMATRIXAYC'
ESW^MErEBc^S^oFOF THE GRAPH*THERE ARE SOME PAIRS OF VERTICES. THFT MAY OR MAY NOT BE SEPARATED BY A -COLLECTION CF DI-RECTFD CUT-SETS M S P *  HERE ,MSP CONTAINS ALL EDGES CF THE GRAPH* .LET 'V' BE A SET OF ALL SUCH PAIRS OF VERTICES*A FINAL COVERING MATRIX 'Z' IS PARTITIONED INTO TwO

:̂iM;§Bg6';oR̂ 5pL;NATî  ^ E Y M G M ;; w  X M M r*0' REPRESENT all THE EDGES OF THE GRAPH# AND THE COLUMNS OF ‘P‘ REPRESENT THE ELEMENTS OF 'V•*THE WHOLE PROGRAM TS DIVIDED INTO THREE MAJOR STEPS•
I* A S S U M I N G  TEST POINTS ON A N  EDGE# WHICH IS REPRESENTED B Y  AN ORDERED-PAIR OF VERTICES <S#T># THE PROGRAM FINDS MEASURABLE SETS 1 OMEGAt I X S P # 'OMEGAtT X NP AND GETS A COLLECTION OF DIRECTED CUTaSETS * S ( EDGE ( S# T ).P COVERED BY ‘EDGE(S#T ) ' »?.»■ the program finds which pair of vertices in »v ‘ areSEPARATED BY 'S I EDGE(S# T)P *3* IN SUBMATRIX '0'# 'I' IS PLACED TO THE 1EDGE(SAT)‘ AT COLUMN POSITIONS EDGES OF • S CEDflE (S# T-) ) ' *

IN A ROW THAT CORRESPONDS THAT CORRESPOND TO THE
SIMILARLY IN SUBMATRIX 'P'* 'P IS PLACED IN THE SAME.ROW

MuIBEi50WlH7E?!,«8KieHH(!lNgegB¥SS«(i0.Jg MElIS1Bi?!! IIRiieisiCOVERING MATRIX '71,FOR AL L THE EDGES* ''TO OBTAIN !“DISTINGUISHABILITY# i T
above thref- steps 
covering problem.PLACED ON THE EDGES ThAt CORRESPOND.TC THE TEST MINIMUM SET POINTS ARE OF ROWS
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n WHICH COVER ALL THE COLUMNS OF eZ'* TO SOLVE MATRIX 1Z1 AS A

ESSENTIALI AND^?C0LUMN DOMINANCE' tEcHNIQUES^ARE* APPLIEDi ANDFINALLY^ THE 'CYCLIC MATRIX' (IF OBTAINED) IS SOLVED BY LINEAR INTEGER PROGRAMMING*

e*eoe-»*s*fl68*6*»8e6* DATA CARDS REQLilRED®66*8B6**»868*8e6* Ô uttticb

FORMAT OF FIRST DATA CARD ! (2IS) .FIRST FIELD S 'N' t THE TOTAL NUMBER OF VERTICES OF ThE GRAPH« SECOND FIELD : 'M' , THE TOTAL NUMBER CF EDGES OF.THE GRAPH«
F0R^ H ? Fb i S ^ g  ^?R§N§F4R0vE^}^I*fSlT COR6eSl.0il6^ % N Y  Et6HT
EDSE0BD6Eu5g!R!g6^ E ^ E0lNI ! ^ I,c S ^ agi»8FiTy|1lT?6Pvi^El10E ahEBGE»- - - . *EVEN NEMBERED FIELD OF EACH DATA CARDS ENDING VERTEX OF THE EDGE.WHICH HAS THE STARTING VERTEX IN THE FIELD PRECEDING THlS FIELD*

#***%9V9***#**9 X 9**9**e9*V*#***
,m ^e b e r ,* W(ZO)^EXAMLPE,TST
88a.COMMON / COM3 / Z(70,140)COMMON/ COM4 / LNK(70),TST(15)EXAMPLE = O8 EXAMPLE s EXAMPLE <- I 
.OObREAD DATA.AND PRINT »

WRITE {108,103} EXAMPLE WRITE. (108,104) N , M
EDGE ( I i-jf , J=I, 2 ) , Ial, M )

WR.ITEAfl08?l05 IeI^IHEBGE ( I, J ) , JSl/2 ) i 1 = 1, M ) 
•••«INITIALIZATION OF MATRIX 'C »
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CG

DO 14 1*1,N DO 14 J==I,N , C ( I , J ) » 0 14 CONTINUE
»»..SETqUP CONNECTIVITY MATRIX 1C1 »
DO I 1=1,M
M E U B S M I t VC(RWCfCLC)=I ■ I CONTINUE tlWRITE(108,106)N,(1.1=1,N)DO 10 I = I,NWRITE*108,115)I,N,(C ■ I,N)10'CONTINUE
...,CALL 'REACHMAT' TO GENERATE REACHABILITY MATRIX «R• *
CALL REACHMAT (N)WRITE!108,108) N, (I , I □ I,N ). DO 11 I = I , NWRITE (108,115) I,N, ( R (I,J), J s I, N )11 CONTINUE
,,..CALL 'PARVERTX' TO OBTAIN A SET 'V * OF PAIRS OF VERTICES 6 
CALL PARVERtX ( MrViN-V- IWRITE (108,109) NV,(I,(V(Iyj),J=l,2),I^l,NV)WRI TE(108,IlO)
,...FIND MEASURABLE SETS. ' OMEGA (I X S i ' AND 'OMEGA! T X N)',. o..ASSUMING A TESTaPOINT ON 'EDGE(SAT) '.
0So22sIU^N.IF(ClSiT)oEQtO) GO TO 2 NOMEGlS => O NOMEGTN a O DO.3 ALPHA si,NIF(R(ALPHA,S),EQtl)NOMEG1S=NOMEG1S41 j OMEGlS(NOMEgIS)̂ ALPHA IF(R(T,ALPHA)« EQ,I INOMEGTN=NOMEGtN+! JOMEGTN(NOMEGTN)̂ ALPHA 3 CONTINUEWRITE!108,111>S,NOMEGlS,I OMEGlS I I)/I = I,NOMEGlSI,T,NOMEGTN,(OMEGTN *(J),J=1,NOMEGTN)
.,..CALL 'CUTSET• TO FIND A COLLECTION OF DIRECTED CUT=SETS
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CC ....COVERED BY 'EDGE(SfT)*.
eibt syfi^pi^8§if^6^¥iois'o',EGTN'KoMEe™ ,esET*NBSETI

....FILL THE ENTRIES OF •Z1 MATRIX AT THE ROW POSITION THAT CORRE= ....SPONDS TO lEDGE(SfT) « .
RZtsI4 IF(EDGEtRZH) -NE. S)RZ 6RZ + 1 : GO TO 4 ..

0M V i W ,
6 IEnI1^ 1NVALPHA =V(Kfl)

IfI^(ALPHA?S)«NE«R(BETAfS)) GO TO 7 IF (R(TfALPHA).EQeRItfBETA)) P(RZfK)^O I GO TO 57 P(RZfK) a I5 CONTINUE 2 CONTINUE
....print, «z6 matrix before reduction «
WRITE (IOgflle) (l@59M*15)f(l*59MH@5&NVe4 ) f'-Mf I If IbliMM-NVf (y^jwl

' W s  I o 1,MWRITE(IOgflla) If Mf(Z(If JifJ = IfMjfNVf(R(IfJlfJBlfNV)12 CONTINUE
....CALL 'REDUCTION) TO REDUCE. MATRIX TO A CYCLIC MATRlXf« .
CALL REDUCTION (MfNVfNCLZfNRWZfITSTfP)
■Kfaail:88:8l J M i - K -WRITE (108,114)DO 13 I o IfNRWZ
'....PRINT 'CYCLIC MATRIX Z • AFTER REDUCTION.

KWRlTELU08f 107 )K1 Of NCLZf 171 If J)f J=IfNCLZ)13 CONTINUE , ,CALL INTGRPROG(NCLZfNRWZfITST)15 WRITE(IOgfllS)
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ICl102103

104

105106

■ill
ics

.110
i n
112

113

do i6 Kii=IiItstWRITE*108il05)TST( K U )#EDGE(TST(KlI )iI IiEDGE(TST(KlI ) i 2)CONTINUE GO TO 8 STOP*#**#e*g****e*9****g*******g**#g*%##*9*****#9e9e#*eeg#*#*#9gg*g*V# 
a * o a s 9 * a » a s < o oFORMATS FOR INPUT AND OUTPUT STATEMENTS a a 8 «» a » o a a a a a
***#***ey**9*##*##&**#*******#g9*g%#*V***#*#g***#*##*#*g*#*#gg9*gg
FORMAT (215)FORMAT (1615)FORMAT(IHliZZiSSXi< = a»,e 6,,EXAMPLE # (1iI2ii)a« »a a e,»•iZZi26Xi«99* $¥«9999999999999999999999999*9999999999999*99999'iZZi2SXi1 TO FIND T$HE edges to insert m i n i m u m n um be r o f ’sz#28Xim e s t  p o i n t s to obtain$1°DISTINGUISHABILITY«iZ#28Xi»0F GlVgN DIRECTED SEC GRAPH FROM I TO 

$ N 1 i/ / i  26Xi *'9999*999* 9*99999 9*9*99999*9*99999999999*9999999*9 <i/ZZ $)FORMAT(33X#1N 0 NUMBER OF VERTICES OF GRAPH a*fI3iVZi33Xi'M a NUM OBER OF EDGES OF GRAPH ■■ •# I3i ZZ»43Xi ‘LISTING OF EDGES‘i / t  41 $Xi f EseSeiQBiBicfESsBeaEiaoeseBieiBB I , / / e 35 X i I EDGE # • FROM VERTEX S TO VERT $EX‘i z)FORMAT,(39Xil3#8XiI3i3X#l3iZ)FORMATdXiZZi30Xi * iC (-CONNECTIVITY MATRIX OF GRAPH) 2 » iZi-SgXi < =S000^ Cscies G a a B o aoG Cs Q pcs a or q tad c?<3 62 a e?E#oe a e$ £3 E5 I j /  /  6 25X ® (ROWS ANO COLUMNS OF MAItrix are v e r t i g e s of graph )<iZz» psxi NdiigxiiZ) .FORMAT (24Xil2A4XiN(IlA#X)iZ)-FORMAT(1X>ZZ»;3GXidS < REACHABILITY MATRIX OF GRAPH ) I UZiEgXi ^caaaaopBGacsGaaCSsCo oa e36»®eroett8e»eneaa OaQe=Oo • $ / /  B S5X 8 * (ROWS AND COLUMNS O
_ _ ...................

^ o a o c s G o tiI t t e a a t B a O G C a o c5cac3a Q.«SGS-tir C S Q c  I B / / .  S 4^X4* ( w y O S E s'FORMAfflXi 9% ^ T6OFpPa Ir IxOF vIrtices
$ CONSIDERATION! » / / t ISXi^BV* SET (sl^OF^ofR^TE SS) c o n t a i n s all EDGES OF GRAPH.! ,$ ZZi 38Xi 'VERTEX PAIR # 2 VERTEX$i N(43Xi 12# IOXi I2i «i»i I2i ZZ I # ZZ)

Zi2€X#‘O0Ocaaoo
pcuf=IlTs!! KIIIr i

PAIR 6 ZZ
FORMAT$)FORMAT SiI2i« ) FORMAT S 28X#

( 30Xi ' 2 MEASURABLE SETS ! ‘ i Z i 28 Xs * omaaosoaaGaaoiaoOoaaEiQ t i/Z
(25Xi1OMEGA ( I X »il2i 1) = ‘iN(I2i«i•iIX IiZi25X#'OMEGA (« N) *»- ' AN ( 12# ‘ # 'ilXliZZ)( SOXi•! I  ( FINAL COVERING MATRIX BEFORE REDUCTION ) J»iZi
I esQQo©aeaBeo®s©eSa«eraaisroaaeoEfi«eaaiecte»erGe«aaassaeaaeGrtiGSc»-e#o < £ / /  B

~ submatr P ARE P fSUBMA
'ROWS OF Z ARE EDGES OF GRAPH a'iZZi 25Xi j COLUMNS Op .......... ‘COLUMNS OF SUBMATRlX$25Xi . _ __  ____eix a are edg es of gra ph , a»* /Zi25Xi$&IR OF.VERTICES FROM SET V «•#ZZi$fR?xop'^/iiii? o,> nx-FORMAT (14Xil2i4Xi N(Iligx) ilXi ‘21i 4Xi N(IliSX) iZ)
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114 FQRtfftfC 3QX*‘CYCLIC MATRIX AFTER REDUCTIGN1 »/# 28X,« ===»=.=»0 ========.
$ e B esaastiteeSiCtSBCEs S b c s o  t / // J115 FCRtfATC24X#l2f4X#N(n#3XI>/$116 FGRtfATCSOX#‘INSERT TEST POINTS (ThE KINItfUtf NUtfSERi ON THE FOLLOWI $NG‘#//#30X# iEDGES TO OBTAIN I^DISTINGUISHABILITY OF GIVEN GRAPH1#
9̂ / f & I  B G t Q t s B t s a a e s a e t e S i e c s e t - B B a  C E C lB  B B S  B  t i l  B O  Q  S B O B G t i t  C t B Q C S Q B B C l o B B O a B  O Q  f  /$/Z#35X#‘EDGE %  iFRGK VERTEX £ TO VERTEX',/;END

I
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SUBROUTINE REACHMAT < N J

c5aslgttvf¥m*¥5 ¥flT!iBe«reuW°*. .R-i•'+ C + C*#2 + CevS + Cv*4 + **»»«*+ CwL + « »» e e • < « THlS SERIESCONVERGES FOR ' I <6 N' (*N»**# OF VERTICES OF GRAPH)* IT IS.AN. ALGEBRIC SUM. HERE 'C**K = C**(Kel)eC«.THE SUM AND PRODUCT OF TERMS OF MATRICES 'Cve(R=I)' AND 'C* ARE ALSO ALGEBRlC*

C

C

INTEGER ALPHA*COUNT*C*RtCTEMP(30#SCt #VTEMP( 90)LOGICAL SUM*L1#L2 COMMON / COMl / C(90*30)COMMON / COM2 / R(3C*30) e Ao. ..TRANSFERRING 'C' TO 'CTEMP'. ' CTEMP» IS TEMPORARY STORAGE FOR

I

* •« « 1 oDO I . I=1*N DO I Jal*N ALPHA s C(I*J) CTEMP(IfJ)=ALPHA R(I*J! -ALPHA
B8NTiNUf.-i.N.. CALCUATE THE I' ....AND STORE THE TH ROW OF 'CveK' BY EQUATION 'CveK a RESULTS IN TEMPORARY STORAGE »VTEMP' C*v ( K63I) vC *

9

dIum3 Vf I^Ie 6
D?F(CTEMpHfk) .EQeOiLl= ,FALSE. i GO "TO 9
. LI “ .TRUE*9 IF îC ( K* «EQ .a)L2=. FALSE® <60 TO 10

10 SUM = (LI .AND, L2 ) .OR. SUM 4 CONTINUEIF(SUM)VTEMptJ)=l i GO TO 3 VTEMP(J)= O 3 CONTINUEo...TRANSFER FROM « VTEMP « TO I' TH ROW OF DO 2 JielfN CTEMPtIfJl) e VTEMP (Jl)2 CONTINUE.o.,SERIES CONVERGES IF 'CeeK' IS NULL . COUNT 3O DC 11 1=1*N DO 11 J=IfNIF ( CTEMPt I*J),NE-C) GO TO 11 COUNT = COUNT +1.11 CONTINUE

'CevK'*
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IF (COUNT .EQe ( N * N ) > GO TO 7
.,,,ALGEBRIC SUMMATION OF THE SERIES OBTAINED SO FAR,

is. If T l i -Or , l b  ) r (i *j j b i  j g o  t o 5 .
5" CONtiA^ “ 0 GO TO 6»ft.,ADDING UNlTy MATRIX TO THE SERIES 67 DO 8 IaItNR(IfI) 0 I8 CONTINUE RETURN END

DIF?C^1mP{IfJ).ED. LI 0 ,TRUE* . O ) Lls .FALSE. ; GO TO 12 
-FALSE, i GO TO 13
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o ....THIS SUBROUTINE IS USED TO FIND A SET *V OF PAIRS CF VERTICES THAT MAY OR MAY NOT BE SEPARATED BY A COLLECTION OF DIRECTED CUT=SETS* HERF THE COLLECTION CF DIRECTED CUT = SETS CONTAINS . ALL EDGES OF THE GRAPH. .

INTEGER ALPHA # BETA i V(9Cj2) * R .COMMON / COM2 / ROQ#301 NV a O1-DO I ALPHA => I $ (Nd )DO I BETA s (ALPHA+ I ) ,N IF ( RIALPHAfBETA >.NE» O I GO TO I IF (R ( BETAji ALPHA )»NE« C > GO TO. I NV e NV + IV ( NVjil I • ALPHAV ( NV j 2 ) « BETA I CONTINUERETURNEND

SUBROUTINE P a RVERTX ( N * V j N V . )
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SUBROUTINE CUTSET ( N # G H E G l S i N O M E G t S * O K E G T n # N O M E G T N iDSETiNDSET )
this subroutine findsED BY THE 'EDGE(SiT) 1 AND 'OMEGA(T X NI' •

A COLLECTION OF DIRECTED CUT=SETS COVER= USING MEASURABLE SETS 'OMEGA(I X S)'
INTEGER ALPHAiBETAiCiOHEGlS(20)#OMEflTN(20>*OSET(70,2 IiFpNTRSJFPNTR #TCOMMON Z COMl /0(30*30)CALL ASCEND ( OMEGlSiNOMEGlS )CALL ASCEND < OMEGTN t NOMEgTN' )
i^ffloVlND THE DIRECTED CUT = SET » ElOMEGAd X S) X (COMPLEMENT,*,«(OMEGA(I X S H M e •IPNTRS ° IDO I • HS e I, { N0MEG1S + 1 )IF (IIS »EQ,(N0MEG1S+1)) FPNTRSaNiGO TC 2 FPNTRS =0MEGislii.s)=i ! IFfFPNTRS oLT« IPNTRS ) GO TO 3 DO 4 BETA o IPNTRSiFPNfRS DO 5 JlS =IiNOMEGlSi . • » o eQMEGlSl JlSH IS eALPHAe •IF(C(0MEG1S(J1S)jBETA) .NE"I CONTINUE O ) GO TO 6

6 Nd IEtT° NDSET -S- I
Biif1 « § B n , % ° g i 9 i §ij'51
GO TO 54 CONTINUE _ „3 IPNTRS = OMEGlS(IlS) i I I CONTINUE""""TO FIND THE DIRECTED CUT = SET ' E I (COMPLEMENT(OMEGA(T X N)))

t e e . X  OMEGAfT X N M e 8 IPNTRT.= IDO 7 ITN =>■ Ii (NOMEGTN+ I)IF (!TN "ES" (NOMEGTN +1}IFPNTRT = N j 60 TO S FPNTRT a OMEflTN (TTN) = I 8 IF (FpNTRT •LTD IPNTRT I GO TO S Dfl 10 ALPHA = IPNTRTt FPNTRT DO Il JtN ° IiNflMEflTN.*«,*IflMEflTN(JTN)' IS 1 BETA' «
11 C-0NTIn6ePHA,°MEGTN< JTK1 1 'NE* O ) GO TO 12 

GO TO 1012 NDSET =NDSET +1 DSET(NDSETil)=ALPHA
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DSET(NOSET# 2 J o QMEGTN(JTN) GO TO 11 10 CONTINUE9 IPNTRT-s OMEGTNtITN) + I 7 CONTINUE



no
on

no

SUBROUTINE ENTZMat (OSET# NDSETiEDGEj MiW I 
....VECTOR «Wi CONTAINS THE ROW CORRESPONDING TO ,EccEts65i;:^
INTEGER W(70)iEDGE(70i2)i DSET(70#2 IiFLAGI e lFLAG o ODO I ITER o 1# M IF < FLAG eEQe I ) GO TO 2 IF ( NDSET 6EQ8 O ) FLAG e I i GO TO,2 IF ( EDGE(ITERil)-NEe DSET(IiD) GO TO 2 IF (EDGE(I TER# 2)- NE 8 DSET(IiE)I GO TC 2 W ( ITER I ° I I a I * IIF ( I-GT-NDsET) FLAG = 1  j GO TO I GO TO I
c8nW 5 E r 1 = 0
ENOurn
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COMMON / COM4 / LMK(70)#TST(15 I NCLZ= MIF (.NV«EQ.0 I GO TO 22 DO I NCLP = I,NV NCLZ B NCLZ + 1  DO 2 NRWP=' I,MZ(NRWPfNCLZ) a P(NRWPfNCLP) -CONTINUE

S U BROUTINE R E D U C T I O N ! M , N V f N C L Z , N R W Z , I T S T f M

CONTINUE.O..finding ESSENTIAL R
22 H s r E2TgY ,N ESSENT,ALFC-=O FR= 0 NRWZ = MDO 3 Ii = I, NRWZa AM " 11:: M X W

so to =CQUNTl a COUNTl * I PTRqI
5 c^pTcoHfTi•EG * I )GO TO 6COUNTl = O  4 CONTINUE GO TO 76 ITSTorTST-S-ITST(ITST) a LNK(PTr )

■ Jl 'El I9 IF(Z(PTRfJl)ONEal) GO TO 8 FCnl
^ LITNg^f^!gfg6N?gZ|§eLi!'ETR',J1' " STIGO TO 9 8 Ul=Jl+! ,

W AND DELETING ALL COLUMNS THAT HAVE '1« OW e
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.IF( J1.LE.NCLZ) GO TO 9 FR = ICALL DELETf FR,FC,NRkZ,NCLZaPTR,PTC,fTST)IF(NRWZ.EQ.O) GO ?0 23 GO TO IC 7 J2= I....CHECKING 1 * * COLUMN DOMINANCE' AND DELETING DOMINATING COLUMN* 15 K=ODO 12 12=1,NRWZ-- . IF(Z(12,J2)eNE.QI GO TS 12 K=K-HSZR(K) = 1212 CONTINUEDO 13 J3=- I,NCLZ IF(J34EQ»J2) GO TO 13 DO 14 13=1,K, • IF(Z(SZR(I3>, J3) .EQH) GO TO 13 14 CONTINUE FCol.,,.SUBROUTINE 'DELET« FOR DELETING DOMINATING COLUMN.CALL DELET(FR,FC,NRWZ,NCLZ,PTR,J2,ITST)
^ ' ^ I q-01 Bo T0 2313 CONTINUE J 2=J 24-1101 IF(J2.LE.NCLZ) GO TO 15 13=119 &2*&CHECKING 'ROW DOMINANCE' AND DELETING DOMINATED ROW.
D?Fl'l(il°j|f!i6:hiel ) GO TC 16 KlsKlfl SN(Kl)=J3 .16 CONTINUEIF(Kl«NE«0) GO TO 20 FR=I....SUBROUTINE 'DELET• FOR DELETING DOMINATED ROW CALL OgLETtFR,FG,NRWZ,Nei;Z, 13,PTC, ITST)IF ( NRWZ o1EQ a O ) 60 TO 23 GO TO 10.020 DO 17 I4o I,NRWZIF(14*EQ* 13) Ge TO 17 CO 18 J4=1,K1 .

i. ciEt?i5?', N N '," ,eo,° l 60 TC 17FR = Icall DELET(FR,FC,NRWZ,NCLZ,13,PTC#ITST)
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IF ( NRWZ»EQ« 0 I. GO TO 23 GO TO 100 17

IFtNCLZeNEeNCLZl) GO TO 21 IF(NRWZeNEeNRWZl) GO TO 21 23 RETURN - - - END .
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S UBROUTINE D E L E T (F R * F C * N R W Z J N C L Z # P T R »P T C # I T S T )

REARRANGING MATRIX 7.»

732

6 6 e eM-S SUBROUTINE IS used to delete row or column of finalCOVERING MATRIX Z®
INTEGER FR#FC#PTR»PTC#Z#TST COMMON / COM3 / 2(70/140)COMMON / COM4 / LNK(70)#TST(15)

ASD!F(pTRdEQ®NRWZ> GO TO 2 DO. 3 1° ( PTR4-1 ! #NRWZIiffiIal

CONTINUEnrwz°nRwz=iIF(NRWZ®NEel> GO TO 11 
IF(ITgTfEQiO) GO TO 15 IF(TSTlITST)®EQ®LNK(1)) GO TC 14 ITST=lTST+l .„ TST (ITST ) =L-NK (I)K PW
66 ®I8eEeTING COLUMN "OF I AND REARRANGING MATRIX Z

5
JloJcalDO 8 1 = 1# NRWZ Z(IiJl)= Z(I'J)5 CONTINUE6 CONTINUE5 NCLZ°NCLZ=1IF(NCLZeNEol) GO TO 12 DO 10 13= IiNRWZ IF(ZtISiDaNEAl) GO TO

16 ITSTnlTST+l
I3 ■*?ai!,TT*LNK',»'
io'cS^t IRuI2 "
12 FC=O

GO TO 13
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SUBR O U T I N E  ASCEND (SiN)

"..THIS SUBROUTINE ARRANGES THE ENTRIES OF VECTOR IN. . »'* ASCENDING ORDER.

IPTBUB.J'XWl',DO I I=IiN DO 2' J = Ii ( NesI )X b S(J)Yb S(J+1) IF(X6LTeY) GO TO S(J)=Y S(J+lI =X CONTINUE CONTINUE RETURN END

2

(
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SUBROUTINE ASCENDPAR ( S P i M

• •« .THIS SUBROUTINE ARRANGES THE ENTRIES CF ORDERe 'SR' IN ASCENDING

'SP9 IN ASCENDING ORDER •

INTEGER ALPHA# Xi Y * X i m  j COLNTl j SP (70* 2) / DUMMY (70 IjFPNTR IF (NeEQe I) GO TO 7
e« a a ARRANGE FIRST COLUMN OF..'SPt IN ASCENDING ORDER »
DO I I=1#N. DO, 2 Jal# (NeI) -: ALPHA a J4-1 XbSP(Jil)

YeSPtALPHAH')Xl= SP(J,2) .Yl= SP(ALPHA* 2)IF(XeLTeY) GO TO 2 SP(JH) = Y SP (ALPHAil)eX SP(JiE)=Yl SP (ALPHAiS) =Xl2 CONTINUE.1 CONTINUE.* e s e ARRANGE SECOND COLUMN CF'IPNTR s INI -b 0 - ---- --
0IF ? FpNTReEQe1^) GO To 4

4 COUNTleODO 5 ITER = IPNTR t FPNTR COUNTl a COUNTl 4- I
5 cBKVMui " SPCTER'2)

CALL ^ASCEND ( DUMMY i COUNTl)DO 6 K = IiCOUNTl IF (K ,EQ« COUNTl )wG0 To 8 oa»oDELETE IDENTICAL ROWS OF 'SR'IF ( DUMMY(K)8 Ni e NI + I

6 CONTINUE
3 caE¥!SuE f p n t r ♦ 1

#EQ« DUMMYfK + !)) GO TO 6
uAKMM' 11
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Figure B .I A SEC graph used in the sample program.



• 6 e e e e » eEXAMPLE 8 ( 'ileeeeeeso

TO FtND THE EDGES TC INSERT MINIMUM NUMBER OF
5Fs5 I5ii5N5ffiET8TEcr i ^ 1o§ll!,^ ^ §?Ai8uiTV

° n umber OF VERTICES OF GRAPH a
a NUMBER OF EDGES OF GRAPH q

LISTING OF EDGESQ ete B e  D e$ Q o o o o o o  o b O Q  o  o

EDGE # !From VERTEX I TO VERTEX
I I 2
2 I 3
3 I .4
4 2 3
5 2 5
6 3 6
7 4 3
8 . 4 7
•'9 5 8
10 6 5
11 6 7
12 6 8
13 7 8

182



![(CONNECTIVITY MATRIX OF GRAPH) !
Q E * c i a o D e t a e i o o o e c * ® e t i i e » o t a e i a  c - t s c r o o B o  c i d o r a s B c a o d i

(ROWS AND COLUMNS OF MATRIX ARE VERTICES OF GRAPH )
I . S 3 4 S 6 7 8

I . 0 I ■ I I 0 0 0 0
2 0 0 I 0 I C 6' d
3 0 0 0 0 P I 0 0
4 0 0 I 6 0 0 I 0
B 0 0 0 0 0 0 0 I
6 0 0 0 0 I 0 I I
7 0 0 0 C 0 0 0 I
S 0 O 0 e 0 0 e 6

SR ( REACHABlLtTY MATRIX OF GRAPH )S
G Q o o e o o Q O Q c i a Q o t t e O a Q ©  o e B B O o c i a a o c ^ c i c s o c i D o a o

(ROWS AND COLUMNS OF MATRIX ARE VERTICES OF GRAPH )
I 2 3 4 .S S 7 8

I I I I I I I I I
S 0 I I 0 I I I I
3 0 0 I 0 I I I I
4 0 0 I I I I I I
S 0 6 0 0 I 0 0 I
6 0 0 0 0 I I I I
7 0 0 6 C 0 . e I I
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:v (SET OF PAIRS OF VERTICES!! !
BESa o s Sb Oe oqos eeoefceasseooociQQOBese o 63 os

(WHOSE SEPARATION IS UNDER CONSIDERATION 
BY SET- (S) OF DIRECTED CUTeSETS » HERE (S) CONTAINS ALL EDGES OF GRAPH

VERTEX PAIR S : VERTEX PAIR 
I Sf 4
I Sf 7

5 MEASURABLE SETS :c®esoafifc63£30oe«soGe*oesQaaQO

8 0 0 6 0. . 0 0 0 I

omega ( I X I) a ifomega ( 2 X N) e t» 3» Sf Gf 7f
omega ( I X I) Q ifomega ( 3 X N) CS 3f B» 6f ?f if
OMEGA ( I X I) Q ifomega ( 4 X N) G ■if 4f Sf Gf 7,
OMEGA ( I X 2) O if HfOMEGA ( 3 X N) S if Sf 6f 9f if
OMgGA ( I X 2) G I 5 2fOMEGA ( S X n I O if
OMEGA ( I X 3) B if 2f 3f 4fOMEGA ( 6 X N) G Sf 6 f 7  s 8f >

184



omega I X 4) O i# 4i
omega 3 X NI G Si Si 6 i Ti Si

omega I X 4) C i t 4 iomega 7 X N) S 7 t Bi
omega I X 5) B i s Si Si 4i Siome ga --8 X NJ--  £3 - Bi

omega I X 6) O i t Si Si 4i 6iomega 5 X NJ O Bi Bt

omega I X GJ B Ii Si Si 4 i 6 iomega 7 X NI ■ G Ti Si
omega I X 61 S Ii Si Si 4i 6iomega a X NJ B Si

omega I X 7) -CS Ii Si Si 4i 6iomega 8 X NI a Bi

i Z ( FINAL COVERING MATRIX BEFORE REDUCTION J IQC36»<3GOQQS5OQ|3C3CB0CtBC*tiGr®0 QOGQOOoaiaQOoeQOQCraOGClOaQoQCGQO
ROWS OF Z ARE EDGES OF GRAPH «
COLUMNS OF SUBMATRIB Q ARE EDGES OF GRAPH #
COLUMNS OF SUBMATRIX p ARE PAIR OF VERTICES FROM SET V o 

SUBMATRIX 8 SUBMATRiX P
I 2 iS 4 S 6 S '# 16 11 12 IS I 2

I I I I O O 0 I I 0 O 6 O Q I 0
2 I I I I I O I I 0 C O O Q O O
3 I I I I I O O O 0 C O O . 0 ! I O

185



4 C I I I I 0 I I C C C 0 o : i 0
5 ' 0 I I I I 0 0 0 0 I C I I ! i I
6 0 0 0 0 I I 0 I C 0 0 0 o i 0 C
I I I 0 I I 0 I I 0 0 0 0 o : i 0
S I I 0 0 0. 0 I I I C I I 0 I i I
9 0 0 0 0 0 0 0 I I C I I I S o I
10 0 0 0 0 I 0 0 I C I I I I ! 0 I
11 0 0 0 0 I 0 0 I I I I I o ; 0 I
12 0 0 0 0 I 0 0 I I I I I I i Q 0
13 C 0 0 0 I 0 0 0 I I 0 I i ; 0 I

CYCLIC M A T R I X  AFTER REDUCTIONESQacasQQOtioeEacaaeatiESiSQCseci&tiesaaoQQODa

I I I 0 I 0 0 0 0 I 0
2 . I I I I 0 0 0 0 C 0
3 I r I 0 0 0 6 0 I 0
4 0 I I I 0 0 0 0 I 0
B 0 I. I 0 0 I C I I I
7 I 0 I I C 0 0 0 I 0
8 I 0 0 I I 0 I 0 I I
9 0 0 0 0 I 0 I I C I

10 0 0 0 0 0 I I I e I
11 0 0 0 0 I I I 0 e I
12 0 0 0 0 I I I I 0 0
13 0 0 0 0 I I C I 6 I
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INSERT TEST POINTS (THE MINIMUM NUMBER) ON THE FOLLOWING 
EDGES TO OBTAIN IoDISTINGUISHABILITV OF GIVEN graph

e a a o i a o o o o o o Q o o s B t a o o g g o ' c i o o o s B e Q Q t i o t o o s o Q O t s - c s c !  q .q  B a o a e c a a B O

EDGE # .‘FROM VERTEX 5 TO VERTEX
6 3 6

... ' - 5 ---- 2 S

eSTOP* O
8 . 4 7
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LIST OF DEFINITIONS
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Definition

No. Page
Blocking gate . . . . . . . . . . . . .  2.24 . . 63
Collection of generators } ......... 3.3 . . 80
Complement of .ft(ixj).................... 2.7 . . 36
Connected graph ................ . . . .  1.2(a) . . 21
Connectivity matrix C .................. ' 4.1 . . 1 0 6
Cut-set and directed cut-set of

a directed g r a p h ...................... 2.15 . . 45
Directed cut-sets covered by an edge . . 2.18 . . 47
Directed cut-set separating i and j . . 2.17,. . 46
Directed e d g e ................. 2.2 . . 34
Directed (linear) graph . .  .........  2.1 . . 33
Directed path and directed circuit . . .  2.5 . . 35
D - p a r t i t i o n ............................  2.8 . . 38
Entry vertex . ........................   . 1 16 . . .  24
Essential vertex and separate graph . . 1.1 . . 21
Exit vertex . . . . ................ 1.7 . . 24
F a u l t ............. .. . . .............. 2.3 . . 34
Fault vertex ............................  2.4 . . 34
Final covering matrix Z . . . . . . . .  4.8 .. 129
k-distinguishability.................... 2.9 . . 41
Linearly independent sets ........... . 2.23 . . 60
Link s u b g r a p h ............. ............  1.5 .. 23
Matrix Ck . .............................  4.3 . . 107
Matrix P ...................... . 4.7 . . ,128
Matrix Q . .................. 4.6 . . 127
Maximal connected subgraphs * .........  2; 16 . . 46
Maximal strongly connected (M.S.C.)

subgraph..................... 1.4 . . 23



190

Measurable set ft(ixj) . . .
Measurable sets by gate-set E
Measurable set under E . . .
Minimum set for fi(ixj)^ . .
!-distinguishable under set E 

of edges .................
I-(ifj)-distinguishable . .
Ordering of two vertices . .
Proper subgraph ...........
Reachability matrix R . . .
Ring sum (©) of two sets . .
SEC graph .................
Set T =  {S} ...............
Set V = { (VifVj)> .........
Strongly connected graph . .
Subgraph of a graph . . . .
Symbol Xfi1) . . . . . .
Symbol G (fi(ixj)) or G(i,j) .
Symbol (e~x j) .............
Symbol ^(Gi) ...............
Symbol ^(Ixj) . . . . . . .

H- —Symbols v (e ) and v(e ) . . .
Test p o i n t ...........
Total graph ...............
2N-tuple S . . . ...........

Definition
No. Page
2.6
2:26,

• 36
. 64

2.19 . 51
2.27 • 66

2.20 51
2.28 . 67
2.21 . 59
3.2 . 75
4.2 ' . 106
2.22 . 60
1.8 • 27
3.5 e 89
4.4 . 122
1.2(b) . 23
1.3 . 23
2.14 . 45
3.1 • 75
2.12 . 44
2.13 • 45
2.25 . 64
2.11 • 44
2.10 . 44
4.5 .123
3.4 . 86
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