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Abstract:

Classical methods of fault-diagnosis in combinational and sequential logic are effective for small
circuits, but are too exhaustive and do not provide any systematic way for analyzing entire computer
systems. Large scale integration and increased complexity of present-day computer systems have
created a need for new approaches for understanding, analyzing, and visualizing malfunctions in these
Systems. Graph theory, which is extensively used in other fields, sheds a new light on the above
problem.

As fault diagnosis deals both with structural and behavioral characteristics of systems, we can study
them separately and superimpose behavioral characteristic on structural characteristic to obtain
diagnostic tests. The structural characteristics can be studied using graph theory. Ramamoorthy and
Mayeda have developed structural models of computer systems and/or logic circuits and have shown
techniques to find structural resolution. For the improvement of given system structures, they have
suggested insertion of what are called test points and/or blocking gates in the system. The object of this
thesis has been the development of an algorithm for inserting test points in system structure to obtain
maximum improvement. The algorithm is initiated using only basic information (edge connections) and
generates the locations of test points. Test points obtained are the minimum for a given system graph.
The algorithm is computationally efficient and applicable for the analysis of large system graphs. The
thesis also includes theorems on lower bounds on the number of test points required for a system
graph.
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ABSTRACT

Classical methods of fault-diagnosis in combi-
national and sequential logic are effective for small cir-
cuits, but are too exhaustive and do not provide any sys-
tematic way for analyzing entire computer systems. Large
scale integration and increased complexity of present-day
computer systems have created a need for new approaches
for understanding, analyzing, and visualizing malfunctions
in these systems. Graph theory, which is extensively used
in other fields, sheds a new light on the above problem.
As fault diagnosis deals both with structural and beha-
vioral characteristics of systems, we can study them sepa-
rately and superimpose behavioral characteristic on struc-
tural characteristic to obtain diagnostic tests. The
structural characteristics can be studied using graph
theory. Ramamoorthy and Mayeda have developed structural
models of computer systems and/or logic circuits and have
shown techniques to find structural resolution. For the
‘improvement of given system structures, they have sug-
gested insertion of what are called test points and/or
blocking gates in the system. The object of this thesis
has been the development of an algorithm for inserting
test points in system structure to obtain maximum improve-
ment. The algorithm is initiated using only basic infor-
mation (edge connections) and generates the locations of
test points. Test points obtained are the minimum for a
given system graph. The algorithm is computationally ef-
ficient and applicable for the analysis of large system
graphs. The thesis also includes theorems on lower bounds
on the number of test points required for a system graph.




Chapter I

INTRODUCTION

1.1 Historical Review of Fault-Tolerant Computing
Fauit—tolerant computing‘has emerged as an impor-
tant discipline in tﬁe area of computer architecture [39].
It has also become an important design parameter of fourth
genefation computing systems. We define fault-tolerant
computing as the ability to sustain essentiél operation
even under multiple hardware failures and software errors.
Clearly it is a challenge to achieve evén partially the
goal implied by the definition. Basically, the technology
of~fault—tolerant'éomputing encompasses_theﬁry and tech-
niques of fault'and error detection and correction, mod-
eling, analysis, synthesis, aﬁd the‘architecture of fault-
tolerant systems and their evaluation. The importance of
this subject area can be viewed in a different way; In
the past, combuters ﬁere used largely in an off-line,
batch~-processing mode; the consequences of undetected
hardware malfunctions were relatively minor. We now see
increasing use of computers in on-line, real-time appli-
cations éuch as the control of chemical process units,

nuclear reactors, and military command and control
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equipment. Incorrect computer operation in any oflthese
applications can be potentially disastrous. At the same
time, the use of multiprogramming, mﬁltiprdcessing, pardal-
lel processing, microprogramming and Ehe emergence of LSI
(Large Scale Integra£ed circuits) have added a great deal
of éomplexity in computer systems and have made.it more
and more diffiéult to ensure correct machine operation.
There are two fundamentally different ways of

coping with faults.

&

l.i.l Redundéncy techniques [34,57] Heré'thé effebts of
thé fault:can be masked bécause a fault—édrrecﬁivé prop-
erty is inhefent. ‘These téchniqués ﬁay‘be sﬁbdivided into
two élasses: |

(A) Fault-masking techniques: In this, effects of
any fault are méskéd by‘additional‘circuits; These éddi-
tional circuits are part of the system, and no switching
is'invqlved. Thds; error qorfection‘is instantaneous.
N-modular redundancy voting schemes [58] are the best ex-
amples 6f this'typé. These schemes are used for app}i-

cations such as.spacecraft guidance, where repair is not-




. 3 .
possible, but the system is required to operate with high

reliability for a specified time period.

(B) Self-checking systems: A self-checking system
should be able to detect faults within itself, identify
faulty subsystems, and switch them out of the system.

This should be done in a manner so that the system can
continue to operate with the remaining units but possibly
ﬁith reduced capabilities. Real-time systems, such as
the electronic switching systems used for telephone
switching, belong to this category, where interruptions
in the operation are intolerable but repair is possible.
With the exception of TARP (Testing and Repair Processor).
The STAR (Self-Testing and Repair) Computer [2] was désigned
using this idea. This is an experimental computer which
was designed and constructed primarily for research and
evaluation of self-repair techniques. Its performance is
suitable for guidance and control of unmanned inter-

planetary spacecraft.

1.1.2 Fault-diagnosis techniques [12,16] The process of

applying tests and determining whether the computer is
fault free or not is generally known as fault detection.
Fault location (isolation) is the process of identifying

the failures within the smallest possible set of
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components. Diagnosis is the composite of both the above
processes. Fault diagnosis implies no fault corrections as
there are in redundancy techniqﬁes.

In one sense, fault masking and fault diagnosis are
incompatible, since the effect of a masked fault can not
be observed or diagnosed--at least_until a further fault
develops in the masking mechanism. The subject area of
this work is the diagnosis problem.

We shall briefly summarize current efforts in the
area of fault diagnosis. They ma?;be classified broaaly
in the following way: |

(A) The classical methods of diagnosis: The‘com;
ponent elemehts are classified into combinational and se-
quential entities. Methods of test generation for combi-
national circuits were first started by Eldred [14] and
Armstrong [1]. Their work was based on the 'sensitized pathé'
method. - The next significant step in this area was taken |
by Roth [48]. 'He develbped'the D—algorithm which was |
bésed on the calculus of D—éubes. It was applicable onlyn:
~for single failures and small-size non-redundant networks.

Another method used was that of 'Boolean difference' [50].
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In elements with memory, the derivation of fault-
detection and diagnosis tests is greatly complicated by
the fact that the signals may be neither obserﬁable nor con-
trollable under fault conditions. Two different ap-
proaches for sequential circuits are considered. In the
first, Which is called the ‘circuit testing approaéh'
[16,35], the circuit realizétion.and the class of faults
thaﬁ can occur are assumed to be known. In the secopd ap-
proach, the 'madhine idéntification approach' [22],.the
flow table of the machine to be tested is given, but cir-
cuit realization is unknown.

A great deal of research is currently being done
on classical methods of fault diagnosis. The problem is
well understood for non-redundant, combinational logic
circuits having single, pérmanent .-type faults. For sequen-—-
tial logic, the main problem that is left is‘that of de-
termining optimum léngths of test sequences, keeping in
mind simplicity of test derivation.l | |

| No matter'what method wé choose and what type of

* cifcuits—combination or sequential-we select, the number
of tests required make it prohibitive to'anal&ze or diag--

nose a very large digital circuit or computer system as a
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whole. So it must be understood that all the works on
classical methods are limited ﬁo a small part of present-
day digital systémé. |

| (B) - The black-box approach: This deals with
input-output relationships of the system and develops ef-
ficient tesfé to Vérify a set of functional épecifications.
It ignores the machine sfructure so it is not useful for
fault-location.

(C) Desién simulation: The design is simulated
under known. component failure modes, and the test,résults
(test dictionary) are catalogued for future reference.

The sequential analyzer [12,51,52,53] was developed by

the late Professor S. Seshu. It is a set of computer pro-
graﬁs capable of éimultaneously simulating a normal digi-
tal circuit and £he effect of several different faults

on it and also deriving fault—de£ection or diagnostic

test sets for the circuit. It is applicablelto asynchro-
nous sequential circuits represented. by the Huffman model
[23] and is based on the assumption that.itkis poésible to
reset the feedback lines to a gnown initial state, even
under a failure'ééndition. | |

(D) Self-diagnosible computer [15,28,36]: 1In this

method, computer organization is set up in such a way that
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fault-diagnosis and maintenance become easier. One such

approach [36] decomposes the system into n units where a

unit is a well-definable portion of the system which can—..

not be further decqmposed for the purpose of diagnosis.
By means of a gi?en arrangement of testing links (connec-
tion assignments), each unit of the éystem tests a subset
of units. A éelf—diégnosable‘computer of Forbes et al.
[15] was based on somewhat the same princiéle with‘the
following design objectives:

1. Maximum capability for self-diagnosis

2. Minimum mean-time to diagnosis

3. Minimum additional hardware to make it self-
diagnosable.

4. Minimum hard-core (that portion of logic whlch
must function correctly).

The main drawback in this method of diagnosis is
that it imposes design constraints that could impede su-

perior performance of the machine.

1.2 New Graph Théory Approach to Diagnostics

1.2.1 Necessity for a new approach So far we have dis-

cussed current trends in fault-tolerant computing, in-

volving both diagnosis and correction. 1In a diagnostic

[ 25 R U S |




o )

8

sense, it becomes clear at this stage that tﬁere is not a
single method which provides simple but effective means of
understanding, visualizing, and analyzing the problem. On
the other hand; theé need for such a method continually in-
creases, as we add more and more components and link them
with already complex machine structures. A unified ap-
proach based on gréph theory seems to provide new insight
into the problem since it is applicable at various levels
of detail. The ;eéson is simple. It is very easy to pré—
sent system structure by points called 'vertices' and'by
~line segments called 'edges' which connect these vertices
so that the vertices and edgeé indicate components and
relafionships between these compornients. Such a diagram
.is,a linear graph. A linéar graph'dften is known by other
names depending on the kind of physical system we are
dealing with; it may be called a network, a net, a graph,
a diagram, a structure and so on.

The firét paper on gréphs was. written by‘the famous
Swiss mathematician Leonard Euler (1707-1783). He solved
the ‘K6nigsb¢rg Bridges' problem by introducing basic con-
cepts of linear graphs. The problem is that of’croséing

seven bridges on.two islandeas'shOWn'in Figure l1l.1(a)




Figure 1.1(a) The Konigsberg bridges.

Figure 1.1(b) A graph representation of the Konigsberg
bridges in Figure 1.1(a).
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without retracing. He prepared a draph model as shown in
Figure 1.1 (b) and proved that the probleﬁ has no solution.
In 1847, Xirchoff employed linear graph theory for the
analysis-Qf electrical networks to find driving point and
transfer ‘admittances.. Caylef [11], with pioneering work
in chemistry; was the first to count the number of isomers
by enumerating the trees of a graéh. ‘The field of graph
theory'today encompasses a very wide field of applications;
ranging from physical science [19] and engineering [54] to
psycholoéy, social science [20] and economics [3].° Inj
socialisciénce, it is used to study organizational struc=
ture, family relationships of groups of people, and genetic
problems [29]. In operations research it is used in PERT
network analysis in linear, dynamic and integer program-
ming, in traffic flow studies and in the well-known travel-
ing salesman problem [29]. In electrical engineering, it
is used to study switching theory, signal flow graphs,
matrix inversion, topological analysis of passive and ac-
tive electrical networks, and maximum flow in communi-
cafion.networks by weighted linear graphs [13,30,54]. In
logic design, graph theory is used for parEitioning, rout-

ing, and wire layout on integrated circuit and printed
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circuit boards [7,25]. 1In computer science, it is used

’for program segmentation, deteqtion of programming -erro
criticél;path scheduling, and information retrieval. T
strucfures are used to represent prefix, postfix, and
infix formulas [6]~.

Looking back to our problem in system diagnosis,

' the introduction of graph théory can give very valuable
insighf. It can simplify diagnostic problems that seem
complicated because of an inherent structural ccmplexity
a‘system. 'Graph theory may augment the ability of the
maintenance engineer to cope.with unforeséen‘and‘unex—
pected problems. The advantages of using graph models
diagnostic analeis are many [41]. Thé'brincipal ones
as follows:

1. Graph representation provides a uniform way
testing through a hierarchy of levels (a de-
tailed explanation is given later on).

2. It helps to segment a large system into smal
subsystems for purposes of reducing testing
time [42]. :

3. It provides a list of desirable sites for
locating test points [30,31,32].

4. Such system graphs can be represented by con
nectivity matrices whose elements take binar
values and are easily analyzed on a computer

rs, .

ree
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1.2.2 Graph representation of systems We look at a sys-

tem from two distinct levels; the structural level and the
behavioral level. For example, a séquential machine can
be specified purely from the behavioral aSpects like input-
output relationships. Once the machine is designed, its.

étructure'T(interconnection between components:and flow
of information) éomes into being. ‘The composite machine
can then be looked upqn'as the 'superbosition of behav—-'
ioral charactéristics of the components on its strucfurél
form. - This type oﬁ separatibn provides simplicity andnatz
the samelfime'sheds a new light on!the problems of diag-
nosisgndnaiﬁtenance.

Our first-aim is the structural representation of

any complex system. The following points must bé noted
while'éelecting'proper structure:

1. It must mask out those details not pertinent
to the problem at hand.

2. It must be simple enough to provide insight
wherever and whenever needed.

3. It must be uniform. That means the same type
of representation must be applicable to. sets
and subsets of the system. :

It should be understood that the structural repre-

sentation and the associated theories that we are going to
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develop are applicable to pipeline flow, computer program-
ming, contrél systems, computer systems as well as small:
logic ‘circuits, or, in general, to any system whose struc-
tural.representatibn is possible. But.in this work, we
are mainly concentfating on computer systems. '

. In F{gure l1.2(a), the serial arithmetic unit of the
STRETCH computer is shown [5,8]. The cbrresponding struc-
tural representation is in Figure l.Z(b). Similarly,
Eigure 1.3 is a structural representation of 'ASCEND'

(For a flow diagram of 'ASCEND', see Figure 4.10). .

The structure of the system'is represented by inter-
connections of its components. The components can be dis-
crefe loéical_elements, like various types of gateé and
flip-flops, orx fungtional units like counters, adders,
etc. In most practical cases, components may bg the
smallest replac%ble modules like integrated cixcuit boards
or flat-packs. These elements are represented by vertices
of a graph. So, in general, a vertex may représent a
combinational or a sequenfial logic unit, and, in some
cases, a.functioning unit of a computer or the entire com-
puter if we consider the case of computer networks [5,46].

A directed edge in a graph represents a unidirectional
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i Dummy vertex 18
2 Accumulators L2048
3 Operand registers 14
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8,9 True/comp (8 bits) 157
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Figure 1.2(b) A structural representation of the serial
arithmetic unit of the STRETCH computer in

Figure 1.2(a).
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Figure 1.3 A structural representation of t

he flow diagram
'"ASCEND' in Figure 4.10.
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line of signal propagation. All graphs in the remainder
" of this work are directed. 1In Figure l.4(a), a logic cir-
cuit is shown, and the corresponding graph with vertices
and edges is shown in Figure l.4(b).' It should be noted
that vertex 2 and vertex 3 contain sequenﬁial circuits.

A praﬁosed sequence of operations.[40]-in design
processing is:shown in Figure 1.5. The method outlined in
Figure 1.5 cah.be'used to derive diagnostic procedureé ana
also helps in compénent assignﬁent in modules and'subf

modules.

1.2.3 Reduction of complex system graphs If only pri-

mary (externally contrqllable) inputs and observable -
(externally controllable) outputs.are used for diagnosis,
the total number 6f test sequences:will be very large.

The siée of the test dictionary will increase with the
size.of the gtructure and, in particular, with the number
of feedback paths and memory‘elements. " Thus, the breaking
up of a large syétem into small subsystems is very impor-
tant to improve resolution as well as to reduce the average
time for test. Segmenting or partitioning is a}so impor-
tant from another viewpoint. Usually for defiving fault

detection and location procedures, we assume a single fault,




18

Vertex 3

Logic! circudit,

Figure 1.4 (a)
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Figure 1.4 (b) A structural representation of the logic
circuit of Figure 1.4 (a).
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Figure 1.5 Sequence of operations in design processing.
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.whiéh may not be true. Multiple faults may occur. Seg-

menting, at least during the diagnostic phase, tends to

divide - the system into mutually non-interacting subsystems

and helps to diminish the effects of mﬁltiple faults. A
third advantage of segmentatlon is that it helps 1n the
component ass1gnment problem in the de51gn automatlon'

process.

Before discussing the method of structural segmen-

tation, we define the phrases, separable graph and maximal ;

strongly connected graph.

Definition 1.1 Essential vertex and separable graph:

Consider a graph G whose entry vertex is i and exit‘Vertex
is j. 1If there exists a vertex p such that every directed
path from i to j passes through p, p is called an essen-

. tial vertex or cut vertex; such a linear graph is called

separable graph. The graph in Figure 1.6 is a separable

graph.

Definition 1.2 (a) Connected graph: A graph is said to be

connected if there exists no partitioning of the vertices .
into two or more‘subéets such that there exists no edge’

(or edges) between the subsets.
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Figure 1.6 A separable graph.
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Definition 1.2(b) Strongly connected graph: A directed
" graph is said to be strongly connected if, for every pair
" of distinct vertices i and j, there exists a directed path

from i to j as well as from j to. i.

Definition 1.3 Subgraph of a graph: A subgraph of a

given graph is defined as consisting of a subset of ver=-

tices with all edges between these vertices retained.

Definition 1.4 Maximal strongly connected (M.S.C.)

subgraph: An M.S.C. subgraph is a strongly connected -
subgraph that includes all possible vertices which are
strongly connected with each other. All M.S.C. subgraphs

are mutually disjoint.

Definition 1.5 Link subgraph: A link subgraph is one

that contains no strongly connected éubgraphs Oor uncon-

nected subgraphs in it.

Algorithms [43] are available to find all M.S.C.

subgraphs and link subgraphs of a graph using the connec-

tivity matrix (Definition 4.1). M.S.C. or link subgraphs
are usually replaced by single vertices, possibly with

multiple inputs or outputs. The system graph after such
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substitutions generally contains fewer vertices and feed-

back paths.

Definition 1.6 Entry vertex: A vertex is called an entry '

vertex if there is an external signal entering the system

at that Vertex,

Definition 1.7 Exit vertex: A vertex is called an exit'

vertex if an output signal leaves thevsystem at that ver-

tex.

Example 1.1 1In Figure l.7(a) subgraphs consisting of ver-

tices {5,8,9,13} and {7,10,11} are M.S.C. subgraphs. They -

are replaced by vertices k and m, respectively. The sub-
graph consisting of vertices {2,3,4} is a link subgraph.
It is replaced by vertex i,. A system graph obtained

after such a reduction is called a basis graph, shown in

Figufe 1.7(b) without adding vertices i, and j, and edges

{el Ie2 Iealeq_}-

1.2.4 SEC graphs In this work we are studying properties

of a special type of basis graph, one called a single-entry,
single exit type of connected directed graph (a SEC graph).

Research work in this area of fault diagnosis is still in




M.S.C. Subgraph

Figure 1.7(a) A system graph with M.S.C. and link subgraphs.
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Figure 1.7(b) A SEC graph of the system graph in Figure 1.7(a).
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a-preliminafy stage.. The choice of this type of graph
“ provides much insight into the problem, and later on helps
in generaliZing results to app;y fo the most gené;al sys-

tem graph. The definition -of a SEC graph is given below:

Definition 1.8. SEC g?aph: A SEC graph‘is a conhected‘di—
rected graph which has a.single entry (i) and a single
exit (j) and which satisfies: 1) everyvvertex,.except i
and j have.bdth incoming edges and outgoing edges; and

2) vertex i has no incoming edges, and vertex j‘haS'no
outgoiné edges.

In a SEC grarh, a signal.whiéh.isvinjected at ver-
tex iAmay be detected only at vertex j. If any directed
graph G contains n vertices, with k entry vertices
i+ i,, ..., 4} and p exit vertices {j;, J,, «.., 3 1.
it can be transformed to a SEC graph as foliows. Add new
vertices i, ana j, to G and add'a directed edge frdm i, to:

every vertex in {i,;, i .o ey ik} and a directed edge from

27

every vertex in {jl, jz,..., jp} to jo. ‘The graph G' so ob-

tained will contain (n+2) vertices and is a SEC graphﬁfrqm

i, to j,.
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- In Figdre.l.7(b), the addition of vertices i, and
j, and edées,el, e,, €, and e, .transforms a basis graph
into a SEC graph.. |

.it should be noted fhat if a-éEC gréph from'i.to'j
zis seﬁarable Witﬁ p as a cut-vertex, it-is always possible
to-divide it into two:subgraphs G, and G, by considering
i as an eﬁtry vertex and j as an exit'yertex G1~and p as
an entry vertex and j as an exit vertex G2 as shoWn in
Figure 1.6. Subgraphs Gr and G2 are SEC graphs. For this-

reason, we will study only nonseparable SEC graphs.

1.3 Sﬁatement 0of the Problem

| Increased complexity of présent-day computer sys;
 tems and_largé—scalé integration of microelectronic cir-
'_cuits have placed a heavy burden on testiﬁg and reliabil-
ity. Classical mefhods of system'diagnosis do not help
much in understanding, visualizihg, and analyzing such
systems for somewhat obvious reasons. In classical meth-
ods, we are carrying a maze of behaViofal and structufali
details at the same time while deriving diagnostic tests.
Separation qf_behqvioral and Structﬁral information usually

simplifies the-probiem.
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From a diagnostic point of view, the structural de-
tails can be studied using graph theory. The super-
position of behavioralwand‘structural details finally
yields. the required tests. Structural models for irre-
dundaﬁt combinational networks were preéared by Russell
and Kime [49]. They studied their models with regard to
.fault diagnosis and applied what they called. the
m-condensation method to structural models. This method
demonstrates in a rigorous fashion the role of fan;out
verticés and path reconvergence in the diagnosis of net-
works. A more systematic approach is cited in "A Struc-

tural Theory of Machine Diagnosis" [40] by Rémamporthy.

He suggested structural models that apply to large computer

systems as well as to small combinational logic circuits.

A study oﬁ the structural models prepared by Russell
and Kime [49] or Ramamoorthy [40i immediately reveals that
no matter what method we use, due to the 1imited ﬁumber of
entry and éxit vertices and also due to the éomplexities
of the interconnection pattern of edges and_vertices, it
is imbossible to identify for certain graphs which specific
vertex or, equivalently, which functionihg unit in the-r

¥

system is faulty. To simplify the problem, ‘Ramamoorthy
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and Mayéda [31,32,41] suggested the insertion of test
pointsland blocking gates. A test point is.placea to in-
sert informatioﬁ (a" test pattern) or to observe a result
at a particular point in the system. A blocking gate
blocks the flow of information through a path. Finally,
diagnostic ‘tests are performed on the system by con-
trolling certain blocking gates, and injecting a reguired
test pattern into a specific test point and observing test
results at other specified test points. A test dictionary
includes: 1) the test sequence; 2) the test pattern re—"
quired to be injected, where it ﬁuét be injec£ed, and
where’it must be observed; and 3) which blocking gates
must be controlled at that time.

| As mentioned before, work in this area is in the
preliminaﬁy stages, so attempts have been made to solve
some of the basic problems. The value of the abproach
rests on the new insight it seems to provide to design and
diagnostic engineers.

Chapter II is mainly devoted to the statement of

éssumptions, notation, and definitions which are fre-
quentiy used in the remainder of this work. Theoreﬁs de-

veloped by Ramamoorthy and Mayeda [30,31,32,41] are
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discussed. These theorems show how good the presént sy$tem
structure is from a diagnostic point of view and also show
how much improvement can be obtained by the insertion of
fest points’ or blocking gates. Also neceséary and suffi-
cient conditions to get maximum distinguishabiiity {the
best improvémenf) are considered.

It is obvibus that, by placing test points on
every edge of a graph, we can find all faulty vertices by
inserting signals on incoming edges ahd.faking'out signals
at outgoing edges of vertices. But with such an approach;
the size of the test dictionary would be unnecessarily -
large, with the time required for testing also excessive.
If this method is applied to L.S.I., it adds to the ex-
isting pin-limitation problem. Also, the more test points,_
the more additional logic is required which increases the
cost. The above statements show the need for realizing a
ﬁinimum number of test points. Ramamoorthf and Mayeda
[31] gave lower bounds on the number of test points re-
quired, but their work is not complete. Chapter III>disf
cusses the matter in detail and shows lower bounds on the
number of test points required to obtain maximum‘distin—‘

guishability.
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Chapter IV is devoted to developing an efficient
algorithm to find the minimum number of test points and

their locations to obtain maximum distinguishability in

SEC graphs. Primary information required for the analysis ’

.is taken from the connectivity matrix.of a graph
(Definitionh4,l);  Here an attempt is méde fo‘cdnneqt the
"sélection—of—minimum—test—points problem' to the well-
known 'coVéring‘problem' [27,56]. Gréph theory is used to
reduce calculations considerably so that the algorithm can
handle lafgé system’graphs'effiéiently.

Chapter V states conclusions from the work and
outlines areas for further investigation. The appendices

include computer program listings and a list of definitions

" used in this work.
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Chapter II

PRELIMINARY IDEAS IN SYSTEM DIAGNOSIS
USING GRAPH THEORY

2.1 Assumptions and Definitions

As we discussed in the last chépter, any discrete
systems, Figures 1.2(a), l.4(a) andl4.10 for example, éan
be shown to be isomorphic to a directed graph, Fiéures
1.2(b), l.4(b)land 1.3, respectively. Vertices of the
graph may be sequential or combinational elements, and
dirécted edges represent lines oﬁ signal propagation and
information.flow. The theorems ;iven in thié éhapter are
well documented in the literature and are.not proved

herein. References to proofs are given, and numerous ex-

amples are presented to illustrate the concepts involved.

" Definition 2.1 Directed (linear) graph: Let E and Q be

sets. If every e € E corresponds to exactly one pair
(v,v') € Q, then every member. in E is .an edge, eVery meﬁber
in @ is a vertex, and QUE is a 'linear graph'. If all -
edges in a linear graph are directed, then the linear
graph is said to be a directed (or oriented) linear gréph.

'Directed edge' is defined below.

Ll

il
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Definition 2.2 Let e be an edge corresponding to a pair

(v,v') of vertices. Then the two vertices v and v' are
called tﬁe endpoints of edge e. v is the starting vertex
of edge e,and v' ié the final vertex of edge e. If the
pair (v,v') is ordéred, then e is said to be directed or

is called a directed edge.

In this work we consider linear graphs only, so.
instead of saying 'directed linear graph',.wé“say 'directed

graph'.

Definition 2.3 A 'fault' is said to have occufred in a

system if the input-output relationship for the system
differs from that during its correct J(fault-free) o?er—

ation.

"Definition 2.4 A 'fault vertex' is a vertex corresponding

to a defective block, and a 'faultless vertex' is a ver-

tex corresponding to a normally functioning block.

Assumption (1): A fault is of a permanent type so that

it is sustained throughout the subsequent operation of
the system until some corrective measures have been taken.
A fault is‘generally due to a physical malfunction

in the system, and its result is an error in computation.
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Assumption (2): When either an undistorted or a distorted

signal is passed through a fault vertex, the signal will
be distorted. On the other hand, when an undistorted
(distorted) signal is pgssed through a faultless vertex,
the signal will be undistorted (distorted).

It should be noted that the first assumption is the
most‘gommoh_assumption made in studies of diagnosis...Even
a transient fault can be modeled as a permanent faulf,'if
the test‘procedure is very brief. A iimited.amount of
study has been maae of random faults [59]. In practice,
the second assumption does not hold for all cases. On
the o£her hand, by this assumption many theoretical re-
sults on diagnosis can be obtained easily. The reéuits
can-usually be modified to cover_particular cases where
the assumptibn does not hold. We can see from the second
assumption that once a signal is distorted, the signal can
ﬁot be undistorted. Hence, by injecting a test pattefn
from the input vertex and monitoring an output signal, we-

can detect if the signal passed a fault vertex.

Definition 2.5 Directed path and directed circuit:- - A

directed path from vertex v, to vertex Vi is a concate-

nation of direct edges leading from v, to Vi of the form
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(v, Vo) s (VpiVy)s (Vai¥,)s ouny (vk_l,Qk) in which all
edges and vertides,are distiﬁct. If a directed path
starts.and terminates at the same vertex, that is v, = Vi s
it is called a directed circuit.

Consider the gfaph in Figure 1.3; there is a di-

rected pathlfrom 1l to 9 of the form'(1,2)(2,3)(3,4)(4,5)
(5,6) (6,8) (8,9) and a directed circuit of the form (4,5)

(5,6)(6,7)(7,8)(8,4)-

Definition 2.6 Measurable set Q(ixj): ILet i and j be

vertices in a directed graph G. A measurable set Q(ixJ)
is defined as a set of vertices such that Vertéﬁ p is an
element of Q(ixj) if and only if there is at least one
di;ected path from vertex i to vertex p and at least one
directed path from vertex p to vertex j. The set Q(ix3J)
is empty if there is no directed path from i to j.
Consider again ﬁhe graph in Figufg 1.7(b):
Q(i;xm) = (i,,6,12,m) but Q(ka) is empty. In the case
of a SEC graph from i to j (Definition 1.8), Q(ini con-

tains all vertices of the graph.

Definition 2.7 Complement of Q(ixJj): Let Q be a set of
all vertices in a directed graph. Then

TEEEY = 9 - Q(ix))

| { O I A ¥
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2.2 Distinguishability

Now let us consider the case in which .a testing
signal is injected from vertex i and an'oﬁtput signal is
monitored at vertex j. If a fault is’detected, the fault
vertices must be in 2(ixj). On the other‘hand, if the
signal monitored at j indicates the ébsence of a fault,

' then fault vertices can only be in Q(ix3j). Suppose moni-
toring at j indicates the absence of a fault, but moni-
toring at k indicates the presence of a fault. Then the
fault vertices must be in T(Ix )10 (ixk). In short, by
injecting signals at vertex i and monitoring signals a£
vertices j and k, we can find out which one of the fol-
lowiné sets contains a fault vertex, if a fault vertex

exists.
Q (1x3) 10 (ixk)
Q(ix3)MQ (Ixk)

G (ix3) Naixk)

Q(ixJ)y2(ixk)

These sets form a collection called a D-partition-

of the measurable sets Q(ixj) and Q(ixk).
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 Definition 2.8 D-partition: Let n measurable sets

QL x3) )y @1, x3,) 0 ceer QXTI ceas QU XT ) befgiven.

. n
A collection of sets (ﬂ) Q(ikxjk) is called é D-partition
‘ k=1 n

of these measurable sets. Here-(~] Q(ikgjk) is all pos-
k=1

sible combinations of Q(ikxjk), k=1, 2, ..., n where

T ie ither o(ix: S—
Q(lkx]k is either Q(lkxjk3 oxr Q(lkxjk).

Exémple 2.1 Consider the directed graph in figure 2.1.

For the measurable sets

Q(1x4)

{1,3,4,5}

Q(5x6) = {4,5,6}

D-partition = {2 (1x4)(\Q(5x6), S(IXEYTQ (5x6), & (1x4)()

Q(5x6), Q(Ix4) (0 (5x6)}

= {(4,5),(6),(1,3),(2)}

Now, if any set in the D-partition {D} consists of"
only one vertex and if that vertex is féulty, ﬁe can find
out by performing the measuremehts corresponding tb a
given collection of measurable sets by which (D} is ob-

tained. 1In £he above example, suppose a fault is known to
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Figure 2.1 Directed graph for D-partition.
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exist, but injecting signals at vertex 1 and monitoring at.
vertex 4 indiééﬁes the absence of a fault,'and.also in-
jecting signals to vertex 5 and monitoring at vertexzé in-
dicates the'absence of a fault. We can only conclude that
the fault§‘§erte# ﬁust be 2. On the other hand,‘if two
vertices vl"‘and_v2 are together in a set in a D-partition
under a collection M of measurable sets.and if one of
these two vertices is faulty, then it is iméossible fo
determine which of these Vertices'is faulty j@st by meas-
‘urements corréspénding to the measurable sets in M. 1In
the above example, the collection of measurable sets
Q(lx4)-and Q(5x6) are not sufficient to distinguish
whether vertex 4 or vertex 5 is féulty. Similarly, vertex
1 and verte# 3 are not fault4diétinguishablé.

Suppose all nonempty sets in a D-partition consist
only of one vertex each. Then we cén,find exactly which
vertex is faulty by measurements cdrresponding to a given
collection of measurable sets M by which {D} is obtained.
Here it.should be noted that any fwo nonempty sets in a
D-partition of a collection of measurable sets have no ver-

tices in common (for the proof, refer to [30]).

A D-partition provides a structural resolution of

the system graph. It shows how well-conditioned the system
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structuré_is for diagnostic purposes. Given numbers. of
entry and ekit vertices, we find all possible measurable
sets (M) and obtain a D-partition. The greater the number
of vertices in any set in the D-partition, the poorer fhe

N

system is from a diagnostic point of view; in other words,

"our ability to distinguish a fault vertex from normal ver-

~

tices is more difficult or sometimes impossible. -Let us

first define k-distinguishability.

Definition 2.9 k-distinguishability: A directed graph is

'k—distinguishable under a collection M of meaéurable sets

if

1) There exists a set R in a D-partition of M such
that R contains k vertices, and 2) there are no sets in
the same D*partitién of M which contain more than k ver-
tices. '

For example, the directed graph of Figure 2.1 is
Z—aistinguishable under a cbllection of measurable sets
9(1%4) and 2 (5%6) because there are sets (4,5) and (1,3)
that contain two vertices, and there is no other set which
has more than two vertices.

Our desire is to obtain l-distinguishability for

any graph, so that exactly which vertex‘is faulty can be
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determinea.- Howeyer, because of a limited number of entry
and exit vertices and becéusé of the inherent structural
pattern of interconnections betwéen_vertiées;:it is noﬁ

generally possible to obtain l—distinguishébility.

2.3 Test Points

2!3.1 Introdqction One possible way [31] to obtain
l—distinguiéhabiiity is to create more entry énd exit ter-
minals that result in more measuﬁable sets and in that way
improve the structural resqlution.' These extra eﬁtfy and
exit terminals (apart from“fegular entry‘and exit térﬁi—
_nals) are'cailed'test pointé or inner terminals. A test
point is considered as an édditional_vertex which is |
piaced on an edge -so that wé can inject as well as monitor
a signal for diagnosis. However, when the distinguish-
ability of verticés of G is considered, we do not wish to
consider an inserted vertex as a member of tﬁe-set of
verticeé to be tested.

It must be remembered that certain graphé cén not:
be made.l—distinguishable by using any number of test
points. The graph in Figure 2.2, for example, is not

1-distinguishable even though we place test points on all

edges of the graph because any measurabie'set‘obtained by
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Figure 2.2 Directed graph not l-distinguishable by the
test point method.
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all possible combinations of regular and extra terminals
has all.vertices of thé graph, and hence,‘thefé exists a
set in the D-partition that contains more than one vertex;
In order to remove such difficulties, the apprdach of

blocking gafes [41]1 is used by which we can delete edges

or block the flow of information whenever necessary. Prop¥':

erties of blocking gates are described in Section 2.4 Of

. this chapter.

Definition 2.10 Test point: Let edge e be connected from

vertex-v; to v,. A test point is a point which, when as-
signed to e, allows a signal to be injected through e
_into v,, blockiﬂg_the signal from v, , or 'enables a signal

which passes through e from v, to v, to be monitored.

Definition 2.11 The symbols v(e') ani v(e”) indicate the

. . . ) +
vertices such that edge e is connected from vertex v(e )
to v(e ).

For the graph in Figure 2.1,
v(ah) =1, v(d) = 2.

Definition 2.12 The symbol Q(eixj) is shorthand notation

for Q(v(ei)Xj); similarly, Q(ixei) is shorthand notation
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) + + o+, 3
for Q@ (ixv(e”)), and Q(e ,d”) is shorthand notation for
+ L |
Q(v(e), v(d7)).

For the graph in Figdre 2.1,

aax2) = aw@hx2) = aax2) = {1,3,2).
Q(3xh”) = Q(3xv(h7)) = Q(3x6) = {3,2,4,6}.
a(g'x37) = av(gHxv(3T)) = a(5x6) = {5,4,6}.

Definition 2.13 The symbol Q(Gi) indiéates the set of all

vertices in the graph Gi'

Definition 2.14 The symbol £(Q,%xQ,) indicates a set of

- all edges, each of which is directed from a vertex in Q,
to a vertex -in @, (where §, = Q - Q,, and Q is thé set of

all vertices in the graph) .

Definition '2.15.  Cut-set and directed cut-set of a directed

graph: Cut;éef s = §(,x0, )UE@,x,) is a set of all

. edges connected between a set Ql_and its complement ﬁi.

When one (but ﬁot both) of g(ﬂixﬁl) and E(ﬁ;;gl) is an
empty sét, then S is called a difected cut-set (wheré

Q, = Q = Q. and  is the set of all vertices in the

graph})-.
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Definition 2.16 Maximal connected subgraphs of a linear

graph G are a set of connected'subgraphs gy r gzg gy _.,,gj

such that every edge and every vertex in G is in exactly
one of these subgraphs.
1

An isolated vertex is a conneéted subgraph by defi-

nition.

2.3.2 Theorems on necessary and70r sufficient conditions

Definition 2.17 A directed cut-set S = EKQXQ;)(g@EXQi))

is said to separate the vertices i and j, if iGLQI(iéjZ)f

and j€gq, (jEQl)-

Theorem 2.1 [30] Let G be a SEC graph froﬁ i to j. Sup-
pose S(e) is a direc#éd cut-set which separates vertices i~
and j and contains edge e.. Further suppose that there is
no other directed'cut-set séparating'i and j that contains
edge e. Let G, and G, be the.méximal cohhected subgraphs
obtained frpm G by deleting all edges in S(e).' Then
Q(ixe’) = QkGI) and Q (e xj) = Q(G;).

When| there is more than one directed cut-set con-
taining edéé e and separating i and j, another theorem

applies.
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Theorem 2.2 [30] Let G be a SEC graph from i to j. Sup-

pose k directed cut-sets S, (e), S, (e), ,.,,'Sk(e) are
those which contain edgé e among all directed cut-sets
seéarating i and j. Then Q(ixe+) = 0(G;) and le—xj) =
Q(G;) where G; and G, are two maximal connected subgraphs
obtained from G by deleting all edges in Sl(e), S, (e),
e o). | -

In the proof'of Theorem 2.2, two directed cut-sets
Sz(e) and Sk(e) are used so-that the deletion of all
edges. in these two cut-sets produces G;, G;, and G; (G; is
obtained by deleting all vertices in G; and G and all
edges connected to these vertices). We say that two di-
rected cut-sets Sl(e) and Sk(e) are 'covered' by edge e §r
that edge e covers S, (e) and Sk(e). Instead of two, if
there exists only one directed cut-set S(e) as in
Theofem 2.1, we then say that edge e covers the directed

cut-set S(e) only.

Definition 2.18 Edge e is said to cover a directed cut-

set 8, if S is the only directed cut-set which'separates
i and j and contains edge e. Edge e covers two directed

cut-sets S, = &(Q,x2,). and Sz_= Eagzxﬁz) if and only if
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1. Sl_and'-S2 separate i and j;
2. él.end S, contain edge e,-and
3. Any other cut-set é 8(9 x§ 3) separatlng

i and j and contalnlng edge e satlsfles
the condition i

mluszz):jszatjgszlﬂszz)

Example 2.2 Consider a SEC graph from 1 to 6, as shown in

Figure 2.3(d). Directed cut-sets that separate i and 6
and contain edge e are

5, (e) = &l9, xR, 1 = &[(1,2)x (I,2)] = {b,c,e}

Sz (e) = E[szﬁz]‘: gr,2,3)x(1,2,3)] = {b,.d,e,'f'}

s, (e) = Elo, <@ ,1 = &[(1,2,3,4)x (I,2,3,4)] = {e,f,q}

s, (e) = gla,xq,1=§0(1,2,3,4,5)x(1,2,3,4,5)] = {e,h}
(2, 1U%,) D2, D0, e,)

for Qk = Qz or Qa

Thus, edge e covers two directed cut-sets S, (e)
and S, (e). The deletion of all edges in these two cut-sets
produces three subgraphs G, G;, and G7, as shown in

Figure 2.3(c).

S(a) = £I9,%8,1 = &1(L)x(D 1 = {a,b}




S, (e)
y
Figure 2.3(a) A SEC graph for Example 2.2.

—

Figure 2.3(c) Subgraphs G!,G},

g G! of the SEC graph in
Figure 2.3(b) Subgraphs G, & 7 i urg 2p3(a)
G, of the SEC graph in Fig. 2.3(a). g T 3
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This is the only directed cut-set which separates
1 and 6 and contains edge 'a'. So, edge g covers‘S(a).
Two maximal connected subgraphé G, .and G, obtained by
deleting all edges of S(a) aré shown in’Figure 2.3(b).

‘1
The converses of Theorems 2.1 and 2.2 are also true.

Theorem 2.3 Let G be a.SEC graph from i to j. Let Q(ixe+)

and Q(e xj) be measurable sets. If Q(ixe )\Q(e x3) = ¢,
" then there exist two directed cut-sets S(e) and S'(e) con-
taining edge e'such that Q(Ge) = Q(ixe+) and

Q(Gl) = Q (e x3), where

s(e) = Ela(e )xT(C,)]
“and
' (e) - = GIN(GL) =T (CIT]

Theorem 2.4 ILet G be a SEC graph from i to j. Suppose

measurable sets Q(ixe+) and Q(e—xj)'héve the property that

Q(ixe+)r]ﬂ(e_xj) #.¢

Then there exists no directed cut-set separating i and j

which contains edge e.

Proofs of the above two theorems are given in [30].
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Definition 2.19 For a set E of edges,"the phase *meaSur+

able. sets under E' means the total of all pos51ble measur-.

able sets whlch result when we a551gn test p01nts to all

.edges in E.

test points are assigned to every edge in set E, measurable

sets' under E will be l—distinguishable.

For example, consider the SEC graph in Figure 2 3(a).

Suppose the ‘test p01nts are as51gned on edges C. and g.

Then E = {c, g} and measurable sets under E are

Q(ixe™) = {1,2}

+. .
Q(lxg ) = {1121314}
Q(lx6) = {1,2,3,4,5,6}
Q(cxg) = (3,4}
Q(c x6) = {3,4,5,6}
R(g xcT) = ¢
Q(g x6) = {5,6}
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Theorem 2.5 Necessary condition for l—distinguishabiiity:

Let G be a SEC graph from i to j. Also, let E be a set of
edges and {S} be a collection of all directed cutésets
covered by edges in E. Then if there exists an edge in G
which is not in any directed cut-set in {8}, G is not

1-distinguishable under E.

Example 2.3 Consider the SEC graph in Figure 2.4. TLet us

take E = {a,d;e}. Then the collection of directgd cut-
sets {8} covered by the edge-set E is shown in.Figﬁre 2.4,
and consists of {s(a), s(d); 8, (e), S,(e)}, where
S(a) = {a,bl}, s, (e) = {b,c,e}, s,(d) = {e,h}, and
s(d) = {b,d4,f,el}.

Since the edge g is not in any of these directed
cut-sets, graph G is not 1-distinguishable under
E = {a,d,e}. We can check the result by the D—partition:

approach. All possible nonempty measurable éets are

R(1x6) = {1,2,3,4,5,6)
Q(lxa™) = {1} |
a(xd") = {1,2,3}
Q(lxe™) = 11,2} |
alax6) = {2,3,4,5,6}
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Figure 2.4 A SEC graph and directed cut-sets covered by
E = {a,d,el.
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2(a"xah) = {2,3}
.Q(a—xe+)' = {2}
Q(a x6) = {4,5,6}
ahd
- Q(e x6) = {6}

In the D-partition, we have.a set {Q(IXG)f]Q(1Xa+)f\

Q(1Xd+)(\9(1xe+)f19(a'x6)f\9(a’Xd+)(NQ(a"xe+)(19(d"x6)(\
Q(e x6)}

= {(1,2,3,4,5,6)((2,3,4,5,6)(\(4,5,6)(\(3,4,5,6)() .
 (2,3,4,5,6)(N(1,4,5,6)MN1,3,4,5,6)(¢,5,60(\"
(1,2,3,4,5)}

= (4,5)

There is a set'in the D—parfition'which contains more than
one vertex. So, G is not l-distinguishable.

| Theorem 2.5 provides a ﬂeééésary condition for
l1-distinguishability. It is not a sufficient condition.
Suppose there is a set E of edges and let {S} be a collec-

tion of all directed cutfsets‘covéred by edges in'E, and
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suppose that every edge of graph G is in a cut-set in {s}.
Is graph G l-distinguishable under E? The answer is'Né,A-

in general.

Example 2.4 Consider the SEC graph of Figuré.é.S.fiLet
.E.=,{a,b}. A collection of directed-cuts, {S} = {g, (a),
'Sz(a),'Sl(b), Sz(bi}, is covered by E = {a,bl. Allithe :
edges of the graph are in directed cut-sets of {s}, bﬁt,
still graph G is not 1l-distinguishable. Checking the
result by a D-partition, vertices 4 and 5 are together in
a set iﬁ the D-partition under the measurabie sefé under -
E. Similariy, so also are vertices (4,6) and_(S,é).

The following two theorems of Ramamoorthy and
Mayeda [30,31] give a necessary and:sufficient conditions
for l-distinguishability for a SEC graph. ‘

Let us re-examine Example 2.4. Pairs of vertices,
except (4,5), -(4,6), and (5,6), are separated by the di-
rected cut-sets of {S}. As the above pairs of vertices
are not separated by any of the directed cut-sets in {S},
we do not have l-distinguishability. However, .if all'
possible pairs of vertices of graph G are separated by the
direct-cuts of {s}, we may establish a necessary and suf-

ficient condition.




Figure 2.5
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A SEC graph which is not 1l-distinguishable
by an edge-set E {a,b} (The directed cut-

sets covered by E contain all edges of the
SEC graph).
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Theorem 2.6 Let G be a SEC graph from i to j and E be a

set of edges. Let {Q} be a_éolléction of all measurable
_ sets produced by assigning test points to all edges in E.
" Then if and only if for every pairof,verticeSIQr,and vy
in G thereréxists a measurable set 2'€ {Q} such that

Q“ contains either V. or Vs but not both, G is

l1-distinguishable under E.

Théorem 2.7 Let G be a SEC graph from i to j-and E be a-

set of edges. Let {S} be a;collectioﬁ of all.possible di-
rected cut-sets separating i and j and covered by edges
in E. . Then G is l-distinguishable under E if ana ohly‘if
for any pair of vertices v and Vg thére exists a di:ectéd
cut-set in {s} whicﬁ séparates V.. and Vs;

In Example 2.4, nonempty measuréble sets ﬁnder

E = {a,b} are

{1,2,3,4,5,6,7,8,9}

2 (1x9) =

a(lxa’) = {1,2}
Q(ixb+) = {1,3}
a(ax9) = {7,9)

and

Qb x9) = {8,9}.
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There.exisﬁs a pair 6f vertices (4,5) such that beth'
of them are in Q(lx9), and they are not in Q(lxa ), Q(le ),
Q(a XQ) and Q(b x9). There is, therefore, no measurable
set '« {2} such that Q' contains e;ther‘4 or 5 but not
both. By Theorem 2.6, graph G is not 1-distinguishable

under E. Now the collection {S} contains directed cut-sets

s (a) = 8r(1,2) %(3,4,5;6,7,8,9)]

-s2 (a) = &1(1,2,3,4,5,6,8) x(7,9)]1

5 (b) = £l (1,3) %(2,4:5,6,7,8,9)]
and , .

52 (b) = g[(1,2,3,4{§,6,7) x(8,9)].

None ef,these separates the pairs of verticeS‘(4,5),

(5,6), and (4,6). By Theorem 2.7,.therefore, G is not 1~
distinguishable, It can be seen, however, that the»adai-
tion of one more edge, ¢, in E = {a,b} adds oﬁe'mere dir-
ected cut-set Sl(c) in {S}, where {S} is now covered by_

E = {a,b,c} and S‘(c) =,g[(1,2,5)x(3,4,6,7,8,9)]° But still
none of the directed cut—sets separates the pair of vertlces

(4,6). Thus, by Theorem 2.7, G is not 1- dlstlngulshable°
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Finally, the addition of edge 4 in E = {a,b,c}
makes graph G l-distinguishable because .the new added di-

. rected cut-set S (d) in {8} separates (4,6).
v 8, (@) = &[(1,v3,‘6)><(2,4,5,7,8,9)].
Proofs of the above theorems are given in [30].

2.3.3 Ordering a SEC graph It should be noted that it is

an exhaustive task to find dlrected cut-sets covered by a
given set of edges E, and it is even more laborlous to
check whether {S}'separates each pair of vertices of gxaph
G, because the number of pairs of vertices increases'tery
rapidly with increases in the number of vertices of the
graph. Simplification may‘be obtaiﬁed for special types

of SEC graphs by the study of ordering of vertices.

Definition 2.21 Two vertices V.. and vS are ordered as

V. >V, if there exists no directed paths from vs‘to V.-
It can be proved that it is always possible to
order vertices of a SEC graph G from i to j, provided the

graph contains no directed circuits..
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Definition 2.22 Ring sum (®) of two sets'S; and S,: The’

ring sum of § and S, is denoted by

S, @S, & (51148,) - ‘(Slﬂsz)°

Definition 2.23 Let Sy, Sy, Sgy e-es s, be sets.. Then’

S 4 S

i S

27

57 -++r S are said to be 'linearly .independent

sets' if
5, ©5,05,0... @5 #9
where ¢ is a null set.

Example 2.5 s, = {1,3,6}, s, = {1,2,4}, s, = {2,3,4,6},

and s, = {3,4,5,7} are given sets.

' S, easzeas's = ¢. So, sets S, S,, and S, are not

2

linearly independent. . However, Sll ®@s,®5, = {2‘,5,6,7} #¢,

so, sets S,, S énd S, are linearly independent.

2 L

Theorem 2.8 Necessary and suffiéient condition for

1-distinguishability [30] Let G be a SEC graph from i to

j which contains no directed circuits. Suppose the order-
ing of vertices is unique. Then G is l-distinguishable

|
under a set E of edges if and only if edges in E cover all

linearly independent directed cut-sets which separate i

and j.
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Example. 2.6 Consider the SEC graph of Figure'é.G. The

vertices are ordered as follows:
1>4>3>2>6>5>7

_This Brderigg is unique. S,, S,, ...,'S6 aré (ﬁ;l) line-
arly independent directed cut-sets which separate l:and 7.
This graph is 1-distinguishab1e under edge-set

E = {a,b,c,d}, edges of whichAcover all_linearly'indepen—
vdént directed:cut;sets Sy s Syr. vees Sg-

| Thefabove‘cbndition fesults in'véry=simple‘éalcu—
lations, but it applies to a very small class of gréphs._
From thé above theorem, if the condition of uniqueness of
ordering of vertices is removed, we have only a sufficient

condition.

‘Theorem 2.9 Sufficient.condition for 1—distinguishability
[30]: Let G be a éEC graph from i to j consisting of n
vertices. If (n-1) lihearly_indepénden£ directed cut-sets
separating-i and j‘are covered by edges iﬁ’sét'E, then G -
is l—distinéuiéhable under set E.

Wﬁenva set E of edges is é dirééted cut-set, the
sufficient condition for 1-distinguishability becémes

easier,




Figure 2.6
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A SEC graph and six linearly independent
directed cut-sets.
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Theorem 2.10 Sufficient condition for leistinguiSh-

ability: Let G be a SEC graph from. i to j. Suﬁpose a set

E of edges is a directed cut—set'separating i and j in G.

Then G is l-distinguishable under E if and only if every
edge in G is in a cut-set in {S} where {S} is a collection
of all directed cut-sets separating i and j -covered by .

edges in E.

2.4 Blocking Gates

So faf we have discussed the test éoint approach,
but we can easily verify thatiwhenever.a directéd circuit
" is in a SEC gréph, 1-distinguishability becomes impossible.
To overcome such difficulties, biocking gates are used

instead o: test pointé I30,41].

Definition 2.24 A blocking gate being assigned on an edge

means that informétibn flow on that edge can be blocked or
uﬁbiocked. In contfast to a test point, a blocking gate
can not be used to inject or monitor a signal. It merely
blocks information. Thus, test signals will be inserted
at the primary (specified) input points, and results will
be monitored at the'primary output points.

Implementation of blocking gates.ﬁa:ies according

to practical situations. In the simplest case, the
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blocking of an edge e could be equlvalent to 1mp051ng a
51gna1 of loglcal 0 or 1 levels; in more complex cases, a

blocklng gate can consist of several logic gates.

Example 2.7 Consider the circuit diagram shown in

Figure 2.7(a). 1Its equivalent strucfurai diagram is shown
'ie Figure 2.7(b). Suppose we have to block: information
flow through edges e, and e;; it can be done by introducing
OR. and AND logic .gates and imposing signal 1 aﬁd 0- on input
| X and ¥ on edges e, and e, respectively. Unblocking of
edges eu‘and e, is achieved by changing the'sighals"on X
and Y from 1 to d and 0 te 1, respectively. Under bloékea
condition, the signal on edge e, paSsee through'vertex 3
to e; regardless of the signal on edge e,. A similar con-

dition prevails for. the other blocked edge.

Definition 2.25 The symbol S'Z(in)E is a meaeurable set of

a subgraph obtaiﬁed by deleting all edges in set E.

Definition 2.26 The measurable sets by gate-set E means

all possible measurable sets which are produced by assign-

ing.blocking gates to all edges in set E.
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Figure 2.7(a) A logic circuit and design
of blocking gates on edges e, and e,.

Figure 2.7(b) A structural
representation of the
logic circuit in
Figure 2.7(a).
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Example 2.8 Consider a SEC graph as shown in Figure 2.8.

Suppose E = {e,, e,, e}
Leaxe),  =axel, - {1,2,3;5,61
WQ(I*G?ezes =axe), = (1,56
g(lxsjéz = {;,2,3,455,6}
Q(lX6)e1e2 = {1,3,5,6}

Measurable sets Q(1x6) , Q(1x6) , (1x6) , and
el ezea e2

Q(lXG)e e

are the measurable sets by gate séet {e, ,e,,e,}.
1%2 ‘

Definition 2.27 Suppose Q(ixj)E is not the same:as'
Q(ixj)E* for every proper subset E of E. Then E is.
called the nminimum set for‘Q(lXj)E.

In the above example, E = {el,ezres}‘is not the -
minimum set for Q(IXG)E,
E* = {e,,e,} such that Q(1XG)E = Q(lxs)E*.

as there exists proper subset

The minimum set for a measurable set may not be
unique. For example, (el,ez) and (el,eu) are minimum

sets for measurable sets {1,3,5,6}.
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‘Let E be the minimum set for Q(kxj), # ¢ of a SEC
‘graph from i to j. Then by deleting all edges in E from
G, thé resultant graph is connected.

We apply the samé method that we used in test points
to obtain é D;partition in the case of blocking gates. In'~
the above eiamp}e{ we use measurable sets Q(lx6)e -

1

’ Q(lXG)e , and Q(1><.6)e o for gate sets

3 2 182 S
E = {el,ez,ea}, In all of the above measurable sets,

Q(lxs)e2e
entry vertex 1 and'exit Vértex 6 appear--a prbperty which
is true for any SEC graph apd:for any gate-set selection;
as we are always injecting and monitoring signals'at
primary entry and exit vertices, respectively,._In a
D—partition,'therefore, wherever an entry.verteﬁ appears,
an exit-veffex appears in the same set. By Definition 2.9,
any SEC graph from i to j-is not i-distinguishéble under'
any‘gate;set E. Obviously, thére are -SEC éraphs £hat”a;e
‘l—distinguishable'under gate~sets if we neglect one'of

the vertices i or j. Hence, we need the.following'defini—

tion:

Definition 2.28 ‘A SEC graph G from i to j ois 1-(i,j)-

distinguishable under a gate-set E if G is

l—distinguiéhable under set E when vertex j is disregarded.




Figure 2.8 A SEC graph with blocking gates on edges
€, €, €3, and e,.

Figure 2.9 A SEC graph with blocking gates on edges
€, e, and e,.
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Examplé 2.9 Consider the SEC graph of Figure 2.9. Let

gate-set E ='{er,e2Le3}

9(1x5)e = {1,2,3,4,5}
. 1 R N - .
S?(J-xs)ez _ = Q(lXS)elez = {1121315-]’
Q(1lx5) = {1,2,4,5}
e3
Q(le)e o = {1,2,5}
273
R(1x5), . = {1,4,5}
1 3
2 (les.)e e e = (b

1 2 3

'The_D—partftibn of these measurable sets consisfs_of
{(1,5),(2),(5),(4)}. If we disregard vertex 5, each se£
in the D;partition contains at most one vertex. Hence,
:G is l—(l,5)—distinguishable'qndér Ev=‘{el,e2,e3}.

Using Définition 2.28, we can médify Theorem 2.6

as follows so that it will apply to blocking gates.

Theorem 2.11 Let G be a SEC graph from i to j and E be a

set of edges. Also let’{Q} be a collection of all meas-
urable sets produced by assigning blocking gateé to all edges

in E. Théﬁ, if and only if for every pair of vertices
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V. anq Vg in G without considering vertex j”(i.é,, v. # j
and Vg #'3) there exiéts a measurable set such that'g con-
tains either.vr or v, but not both, G is 1-(i,3)~
distinguishable under E.

This éheoxem provides a neqessaf§.and sufficient'.
condition for‘i-(i,j)—distinguishability inlthe case of
blocking gates. .

Conéider.aéain Example 2.8. For the pair qf ver-
tices (1;5), there is no measﬁrable set 9'e {9} éuch that

@' contains either 1 or 5 but not both, so .G is not
1-(1,6)-distinguishable.

In the case of test points, we find by Theorem 2.10
that a SEC graph G from i to j is l?distinéuishable under-
a set E of edges if E is a directed cut-set Separating i and
j and if every edge‘of the graph is at least in one directed
cut-set of {S} covered by E. But Theorem 2.10 is not true,
in general, for the blocking gate approach. A SEC-Qraph
in Figu;e,z.lo is l=-distinguishable under E = {e ,e ,e }
because a collection of the directed cut-sets {S} is
covered by E and:contains ail edges. of the graph and be-
cause E is a directed cuf-set separating i and j. On

the other hand, by Theorem 2.11, there exists a pair of

pam-mighivaip e et W ST



Figure 2.10 A 1-distinguishable SEC graph under an edge
set E = {el,ez,es}.

Figure 2.11 A 1-(1,7)-distinguishable SEC graph under
an edge set E = {el,ez,es}.
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vertices (2,5) such that either (2,5)CQ(1x7)* or
(2,5);:§TT§7TE¥ for every E'C E. Hence, G is not 1-(1,7)-
distinguishable under E. prevef, we can'médify

Theorem 2.10 for blocking gates as follows:

Theorem -2.12 Sufficient condition for 1-(i,j)-

'distingﬁishability: Let G be a SEC_graph.f;om i to j.
Suppose a sét E isla directed'éut;set §(QX§)'such that
either Q consists only of vertex i or Q consists énly‘of
vertex j. Then G is 1—(i,j)—diStinguishable if and onl§
if every edge in G is in.a directéd cut-set in {S} where

{S} is a collection of directed cut-sets covered by E.

Proofs of Theorems 2.11 and 2.12 ére inen in [30]..

Example 2.10 Consider a SEC graph G from 1 to 7 as shown

in Figure 2.11. ‘Suppose E = {el,ez,eB}, Then E is a di-
rected cﬁt—set S(QX§5 such that @ consists on1y of
entfy—&ertex 1, and every edge in G ié in a directed cut-
set in {S} where {S} is a qollection|of directed cut-sets
cévered by‘E, Thus, G is l—(l,7)—distinguiéhable.

It is not possible to obtain 1-(i,j)—
distinguishability for all SEC gréphs. For example, the

SEC graph of Figure 2.5 is not 1-(i,j)-distinguishable,
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even though we place blocking gates on all edges of the

graph. -A SEC graph is max—(i,')ldistinguishable'if we put -

blocking gétes'on all edges. Some' of these gates could
be redundant. Reference [41] provides -an algorithm to
find a nearly minimum set of blocking gates for maximum

distinguishability.
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Chapter IIT

LOWER BOUND ON TEST POINTS
FOR A SEC GRAPH.

3.1 Introduction and Preliminary Theorems

As'disoussed before, it'is obvious that if test
. points are placed on every edge of a graph w1thout di-
rected circuits, we can find any faulty vertex. But at
the same time, this approach increases the size of the

test dictionary, the number of test points to be con-

trolled, and the cost of the-system; It is useful to ob-.

tain upper and lower bounds on the number of test points
neceseary to make a SEC oraph l-distinguishable.

It is very easy to obtain an upper bound. Suppose
a SEC graph consists of n vertices and contains no di-
rected circuits. Then the number N of test.points neces-
sary to have 1—distinguishability need hot be more than
(n-1). That is N<(n-1). Similarly, for
k-distinguishability, there need not be more than (n-k)
test points. That is N<(n-k).

However, it is not so easy to obtain the lower
bound on' the number of test points neoessary to make a
SEC graph l-distinguishable. RamamOOrthy and Mayeda [31]

give a lower bound as follows:

b O O S
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Theorem 3.1 Suppose a SEC graph from i to j consists of

‘n vertices and contains no directed circuits. Then the
number N of testvpointS'necessary for ledistinguishability,'
can not be less than log,n, i.e., Ni;odén._ However, :
Ramamborth§}and Mayeda conjecture that there is in fact
no such SEC graph that is l4distinguishable with exactly
that many test points.

This necessitates further study of graph theory.
Before we dérive an exact lower bound, we give other fhed—

rems that explain why the exact lower bound is not log,n.

Definition 3.1 G(R(ixj)) or G(i,j) is defined as the
subgraph oﬁ'G'containing all vertices in the measurable
§et19(ixj) and all édges connected.bétween these ver-
tices.

Using Definition 2.11, instead'of writing G(i,j),
we can write G(v(eZ), v(e;)) o# G(e;,e;), if i==v(eZ)

and j=vie ).

Definition 3.2 A proper subgraph of a given Qraph with

N, vertices is defined as consisting of a subset n of ver-.
tices (n< N ) with all edges between those vertices

retained.
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Theorem 3.2 In a SEC graph G from i to j without directed °

cirquits, consider two test'points, say those on edges ég

and e_.
: m

. Suppose

2 (ixep) (2 (e x3) # ¢

Then G(i,e;)'is a proper subgraph of G(i,e;)° Similarly,
. L+ - . . - o
;f Q(1Xem)(]ﬂ(ezxj) # ¢, then G(l,e;) is a proper subgraph

.+
of G(l,em).

gggggﬁ Since Q(ixe;)(\ﬂ(eng) # ¢, there must be at least
one vertex,say, v which is common to both the sets Q(iXe;)_
and Q(e;Xj) as shown in Figure 3.1. Since v is in Q(ier),
by Definition 2.6 of measurable sets, there must be at

least one directed path from i to v and v to v(e;)° Simi~-

larly, there must be at least one directed path from V(e;)

- to v and from v to j, as v is also in Q(e;Xj). Therefore,

, . +
there exists a directed path from v(e;) to v(ez) through
vertex v. : '

Again-using the definition of a measurable set,

R(ixe)) = Qlixen)|Jv v (e e (3.1)
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Figure 3.1 A SEC graph with two test points on edges e
and e
m

L
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where @ is a set of vertices'in any other directed paths
from i tQAv(e;)l which do not pass. thvough v(e;). "From

‘equation (3.1),

. R (ixe )0 (ixe])

By Definition 3;2 of propef subgraph, it is obvious

-thaf G(i,eg) is‘a‘propér Subgraph bf’G(i,ez).
Similarly, we can prove the secpnd half of the

theorém. It should be noted that the converse of

Theorem 3.2 is not true, in general.

Example 3.1 Consider the SEC graph of Figure 3.2.

2 (1xey) =11,2,3,4}, (e ¥6) = {5,6}, and therefore,

a(1xey) (e x6) = ¢

"But étill, Q(lxe;)c:ﬂ(lxe;) or G(l,e;) is a propér‘sub;

graph of G(l,e;).

Theorem 3.3 In a SEC graph G from i to j without directed

circuits, consider two test points, séy those on edge ey

. . -+ K
and e - Suppose edge emé:G(l,ez), then,

Q(ixe;)(\g(e;xj)‘# ¢. Similarly, if edge ezgﬁzﬁqe;L then

Q (ixe:l)ﬂsz (epgx3) # ¢




Figure 3.2 A SEC graph for Example 3.1.
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Proof: G(i,eZ) is a subgraph. - Then by Definition 3.1,
G(i,ez) contains all verticeé in the measurable set
Q(iXeZ) and ail edges connected-between these verfices.
Since edge emétG(i,e;), theh-&ertéx V(e;) must be in a‘
measurable éét Q(iXeZ). But‘v(e;) is also in the measur-
able set'Q(e;xj). - Therefore, fhere'ekiéts at‘least‘oné
'verteva(é;j thcﬁ:is commoﬁ to both setslﬂ(iXez) and
Q(e;xj). Hence, Q(ixe;)F\Q(e;kj) # . Similarly; we can

prove the second part of the theorem.

3.2 Collections of Generators

Let us study,méasufable sets in detail, as they
are directly related to actual measurements necesséry to
locate fault vertices. It is suggested in reference '[30]

that it is not necessary to use all possible measurable

N T O N O EEE 7.0

sets {0} generated by the assigned test points.. Instead,

a subcollection {Q°} gives the same D¥partition as ob-

tained by {Q}.

" pefinition 3.3 Let {Q} be a collection of all measurable

iy .o
sets produced by a set E. AlsQ, let {Q°} be a subcollec-
tion of {Q}. Then {Q~} is called a collection of gen- .

erators of {Q} if:
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1. A D-partition obtained by {Q~ } is the same as
that formed by {2}; and

2. A D-partition obtained by any- proper sub-,
© . collection of {Q7} is not the same as, tha%
formed by {Q}. ' '
For a given {Q}, there may be many collections of

. generators. Furthermore, the number of sets in each col—

lection of generators of {0} may be dlffereht.

Theorem 3.4 For a set E ={e,, e ooy ek} of a SEC

2’
graph from i to j, a collection consisting of measurable
sets Q(ixeg) and Q(e;Xj) for p=1, 2, ..., k contains a

collection of generators of {Q}.

‘Theorem 3.5 If an edge e in a set E covers one directed

-cuthet, then only one of Q(ixef) and Q(e xj) can-be in a -

collection of geherators of {Q}.

Theorem 3.6 For a set E = {el, €, €57 oy ek}, Ehe num- -

ber of sets in a collection of generators . of {Q} is at
most 2k.
For the proofs of the above three‘theorems, refer

to [30].

Example 3.2 Consider the SEC graph of Figure-3.3; Let

E = {e,y e,, e,}; then nonempty measurable sets in-{Q} are




Z8

S(ez)

Figure 3.3 A SEC graph with directed cut-sets covered by E=={e1,e2,e3}.
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a9y, axeh), 2(1xel), 2(1xel), a(elx9), 0(exe! ).

Q(e,%9), Q(eyx9), Q(e Xe, )}

By Theorem 3.5, because edge e, in E covers one di-

rected cut-set, only one of Q(lxe+) and 2(e,*9) can be in
a collection of generators of {Q}.

‘A collection of generators {7} of {Q} has 5 sets.,
e +, ., - o + - | +
e} = {(1xey), (e;%x9), (Ixe,), (e,x9), (lxe,)}

3.3 D-partition and 1- dlStlngulShabllltY

Theorem 3.7 Suppose a SEC graph from i to j Wlthout di-

rected c1rcu1ts contalns N test p01nts on the edge-set E.
Then, there can.be at the most 3 nonempty sets in the

D-partition of a collection of measurable sets under E.

Proof: By Definition 3.3, the D-partition obtained by a

collection of génerators {Q”} is the same as that obtained

by -a collection of all possible'measurable sets {Q}. so
let us consider the D-partition obtained by {27} instead
of {Q}. The number of elements in {Qf} is at the most 2N

by Theorem 3.6. Suppose E={e , e cees eN}. Then the

2’

D-partition under E can be expressed as

N C/_)
fﬁ\ 1xgk>(19<e x3) } (3.2)
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C/’_)+

‘ > S + _
where {Q(ixek)ﬂﬂ(ekxj)} is one of miXek)ﬂsz.(ekxj),

N e P Lo+ -, .+ - .
Q(lxek)ﬂﬂ(ek_xzj), Q(ixe )2 (e, x3) , or (ixe )V (e x3) .
Let us remove empty sets from the above

D-partition. 'There are two. extreme possibilities:

Case (I) Every edge e, of E covers only one directed'cut—~_

k
set. Then by Theorem 3.5, only one of Q(iXe;) and Q(eixj)

~can be in a collection of generators
He | “Q(ixe)) = (e, x3)
ere, ixe, ) = e J.

Q(ixey) = ale x3) -

I
<

Hence, . Q(ixe;)fj QKG;Xj) '
' (3.3)

I
-

Q(ixe;)ﬁ,sz(eJZXj)

Case (II) Every edge ek covers two directed cut—seté
(which is maximum). 'Here we have at most two different
measurable sets Q(ixe;) and Q(e;xj) in {Q”}. Thus, by

Theorem 2.4,

2 lixel) N lepxd) = ¢ (3.
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Comparing Cases (I) and (IT), we choose Case (II)
since it has the smaller'number of empty sets. Remov1ng
all those empty sets, there can be at the most 3 non-

empty sets in the D-partition.

Theorem 3.8 In order to have a SEC graph.of n vertices

l1-distinguishable’ under an edge set E, at. least each of.
(n—l) vertlces of the graph must be in one and only one
set of the D-partitions obtained by measurable sets under

E.

Proof: By Definition 2.9 on k~distinguishability, each
set in a D-partition must have only one vertex fer
1-distinguishability. Furthermore, any two nonempty sets
in hhe D-partition have no vertex in common° Thenefofe,
‘ if,any vertex is in the D-partition, it.musf be inrone
and oniy one set of that D-partition.

Suppose a SEC graph is l-distingﬁishahle with at -
least (n—2)'vertices-in fhe D-partition; having each ver-
tex in one and oniy one set. I£7is clear that if one of
the remaining two vertices is faulty, it is impossible-te

distinguish which is faulty by measurements corresponding

to measurable sets under E.: Therefore, the graph is not..
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1-distinguishable. ‘Hence, each of (n-1) vertices must be
in one and only one set of a D-partition to obtain

l-distinguishability.

Example 3.3, Consider the SEC graph of Figure 3.4. -

‘Let E = {e;, e,, e,},

Q(1xe;) = {1,2}, Q(e]x8) = {6,8}
Q(1xe;). = {1,3}, Q(ejx8) = {6,8}
a(xel) =11,4}, a(e7x8) = {7,8)

_ D-partition is {(1),(2),(3),(4),(6),(7),(8)}.
Verﬁex 5 is not -in the D-partition. The graph is .
l-distinguishable under E.

3.4 Lower Bound on Test Points for 1- dlstlngulshablllty
of a SEC Graph

Before Theorem 3.9, two définitions are appropri-

ate.

Definition 3.4 For every vertex v infa SEC graph, with

‘N test points on edges {e,, e,, e,, ...,‘eN}, a 2N-tuple
S = [8;8,8,1 ecer Sy, is assigned, where S; ig a binary

valued variable such that




Figure 3.4
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A SEC graph with directed cut-sets covered
by E = {e, ;e,,e,}.
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1 if veﬂ(.ixe]:)'
Sak-1 T ‘ :
0 ' otherwise
1 if vel(e xj)
Sax =
0 otherwise
Suppose the 2N-tuple S = [s;s,s,, ..., S,,] is assigned to

a vertex. Then s; indicates fhe presence or the absencé
of a vertex in a particular measurable set, depending on
.the value assigned to S;v which repreéenﬁs that measurable
Aset( If a vertéx v is not in any measurable set, the
ZN—tuple for it is [0000 ... 00].
Consider again the SEC graph in Figure 3.4 With

E ='{e1f e, ea}. A 2N-tuple S for vertex 1 is [1010107.
‘Similarl?, for vertices 2,. 3, 4, 5; 6, 7,4and 8, we have

‘{100000], [0010001, [0000101, [OOQOOO], [QlOlQQ], [0o00001],
_and [010101],'respe¢tively.‘ ; '
' We know that if a test point is asSiéned on any

edge e of a SEC graph from i to j,
.' + =
Q(ixe )0 (e x3) = ¢

Hence, the 2N-tuple S = [slszs3 ce SZN] defined above

must have § a8 71 fork'=1, 2, 3, .. +r N.
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Definition 3.5 T={8! is defined as a set whose elements

are obtained by assigning all possible values to the
2N-tuple S = [s 8,8, ... S,y 1+ where sielio,l), except
SZK—].OSZ # lfOI_" k = l, 2, e« e oy N.

‘ Foriexample, for 2 test points, we have a 4-tuple

S = [s s,s,s 1 and T = {0000, 0001, 0010, 0100, 0101, 0110,
1000, 1001, 1010}.

Theorem 3.9 There is no SEC graph G from i to j which is

1—distinguishable with a total number of test points

~Nilog3n,'where n is a number of vertices in the graph.

Proof: Assume that such a SEC graph exists which is

l-distinguishable with a total number of vertices nf_3N

Case.(I)-n>3N: Let n = 3N+l be the total number of ver-
tices. By Théorem 3.8, each of (n-1) = 3N vertices must
be ‘in one and only one set of a Dfpartitién obtaiﬁed by
measurable sets under an edge set E on which N tes£ points
are placed. Assume that vertéx'vé is not in any set in
the D-partition. There are at most 3N-ﬁonempty sets in

the D-partition by Theorem 3.7. Hence, it is possible for

The use of S and {S} in this chapter differs from
the usage in other chapters.
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each of 3N vertices to occupy one and only one set of tﬁe
D-partition.
Now,. let us find correspondiﬁg measurable sets
using Definition 3.4 and 3.5. It is obvious that for

every vertex v, which is in the D-partition, there is ex-

actly one 2N-tuple S = [s;s,8, ... s,,]. It is possible

to assign a unique 2N-tuple tq each of 3N vertices. A
collection of all these 2N-tuples must be the same as that
of elements in a set T (Definition 3.5). But in the set
T, there is a 2N-tuple Sb = [000600'... 00]. Let it be
assigned to vertex Vb'. Then, vertex Vi is not in any
measurable seté under E and hence, not in the D-partition.
This means that there are two.verticés Vg and 4N that are
not in the D-partition. Using the proof technique of

Theorem 3.8, we can prove that graph G is not

l-distinguishable which contradicts the assumption.

Case (I1) n==3N: Let all of the vertices of the graph be

in a D-partition (this is a less rigid condition than that
of Theorem 3.8) and also assume that each of them is in
one and only one set of the D-partition. Similar to case

(I), here also it is possible for every vertex v in the_
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D-partition to be assigned to exactly one 2N-tuple

§ = [s;8;8,, ... 5,41, and finally we have a set T.

m

Let the 2N-tuples S, = [100100-...  00] and

S =-[001000 ... 00] be assigﬁed to vertices ngand Vi

respécﬁiveiy.' By Definition 3.4,

and

Hence,

Also,

and

Hence-

or

- I e o
G(i,e:) is not a proper subgraph of G(i,e;).. (3.6)

e
V‘Q'EQ(lxel)
v, €8 (e,%3)

2 (ixeN) N (e)x3) # ¢ | (3.5)

© vpdaixe])

.+
v € ft(ixe,)

2 (ixe))a(ixe])
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The same type of results may be ebtained for some
other vertices too.
. For the two test points on‘edges e, and ez, results
in (3. 5) and (3.6) are contradlctory by Theorem 3.2, and

hence contradlct the assumptlon of Case (II).

Theorem 3.10 - Suppose a SEC graph  from i to j consists of

n vertices and contains no directed 01rcu1ts, Then the
number N of test p01nts necessary for l—dlstlngulshablllty
can not be less than [1og (n+l1)-1]. That is

N>[log (n+l)- l]

Proof: - First of'all, let us examine the following two

conditions:
(1) Let a test point be placed on any edge ey of
the graph. Then
. . + ' -— . - ) '
Q(1Xek)(}ﬂ(ek¥j) = ¢ (3'7),

(2) By Theorem 3.2, let two test points beTpiaced”
on any two edges, say on e@ges e, and e of the graph -and

~suppose
Q(ixe ) MR (e %)) # ¢

. , _ . ,
Then G(i,e;) is a proper subgraph of G(l,ez), or, (3.8)
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Q(ixel)Ca(ixe)).

‘Nowzlet the‘ZN—tuple S = [s;8,8, ... s,y] be as-
signed to the vertex v of the g;aph. According to Defi—
nition 3.4, S_indicates the abssnce or the presence of the
.vertex v in all.méssursble sets obtained by .assigning N
test poinfs in the graph. From the pr00f 0f she last
Theorem 3.9, it Becomes clear that we are searching for
the maximum possible assignments of the above 2N-tuple e
‘that corresponding measurable sets satisff conditions (1)
and (2). It is found that this can be obtaiﬁsd'if we ais—
card from all possible assignments of 2N-tuples at-léést
those assignments which do not satisfy the folldwing
third condition:

(3) Let k and m be any even and odd (k<2N, m<2N)
.nﬁmbers, respecfively. Then in each assignment of the

2N-tuple S = [slszs3 e SZN],
- 8y = 0 for any Sm.= 1 (3.9)

There are at most 2(2N-1) such unique assignments

ZN, which satis-

of 2N-tuples S = [813253 .o SZN] out of 2
'fy condition (3) and so in turn conditions (1) and (2) ex-

cluding assignment [000000 ... 00}.
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We show this by the following step-by-step argument:

'If a test point is placed on any édge e, there are at

most two méasurable sets (in the coiiection of gene?-
atofs) Q(ixe+) and Q(e x7j).

Any vertex ﬁay be in the above two meaéurable éets ér
it may not be. |

Depending on statement 2, there is a maxiﬁum of
(2N—l) possible ways of placing any vertex in the
measurable sets, since fhe number of tést pqints.is ﬁ,
excluding the éase'in which the vertex is not in.any
of the measurable sets.

Now for each of the above (2N—1) possible "arrangements,

there are only two possible ways to place a vertex in

‘Q(ixe+) and Q(e xj), considering condition (3) of the

theorem.
Therefore, the maximum possible number of assignments
is 2(2%-1).

By assigning each of these 2(2N—1) assignments to

one and only one vertex.of the graph, we havg.a unique col-

lection of measurable sets, and hence each -and every set in

a D-partition under these measurable sets contains one and

only one vertex, and also the D—partition has at most

2(2Nhl)-nonempty sets.
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'Therefore, by Theorem 3.8, a qraph}pf éf most-
n=2(2%1) +1 = (2"1-1) vertices is 1-distinguishable

with N test points or N<[log, (n+1)-1].

Example .3.4 ILet us éhow that there‘eXists é_SEC graph from
i to j of at ﬁost77'Vertices which is l-distinguishable
with 2 test points.

Since we have two test points, say, on the‘edges

e, and e, we have at most four measurable sets in a col-

E lection of genefators. They are Q(iXez), Q(ezxj), Q(ixe;);'

and (e x3).

The problem is to place the maximum number of ver-
tices in the.abOQe measurable sets so that these measur-
able sets éatisfy conditiop$ (1) and (2) of Theorem 3.10
and make the'graph l-distinguishable. This can be done
very easily by aésigning 0 or 1 to si‘of thé.ZN—tpple
§ = [s,;s;s,s, ] depending on whether a vertex is in a par-
ticular measurable set or not.

Condition (1) rules out the possibility 6f the
following éssignmenfs to 8§ = [s,;s,8,8,1: {6011} 0l11,

1011, 1100, -1101, 1110, 1111}.
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The remaining assignments are {0000, 0001, 0010,
0100, 0101, 1000, 1010, 0110, 1001}. Let us associate one

and only one value to each of these assignments.és'follows:

v, v, Vg v, Ve Vg v, Vg v9

G ' . ' i
Q(lxeg) 0 0 0 0 0o 1 1 0 1
~— . \ 1
Q(e,xj) . 0 0 0. 1 1 0. 0 1 b
o+ ; |
Q(ixe ) 0 0. 1 0 0 0 1 1 )

‘Qexi) 0o 1. 0 0o 1 0 0 0 1

-[Note‘:' vertex i-= 7 and vertex J = 5]

Thérefore, Q(ixe;) = {ve, Vo vg}
Glepxd) = v, vy, v,}
_Q(ixe;) = {v,, v, v,}
.Q (e;lxj) = {v, , v.,6 v_}

2/ 57 9

Now o (ixep)(Nalerxd) = v, # ¢,

S L+
and Q(lxen39i52(1xez).

Hence, even though the above measurable sets satis-
fy condition (1), they do not satisfy condition (2) of
Theorem 3.10. Therefore, there is no SEC graph of 9 ver-

tices which is l-distinguishable with 2 test pointd.
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‘After)removing assignments [0110] and [1001] (so
that the remaining assignments satisfy condition (2)), we

have the following collection of measurable sets:

‘ 1 2 3 4 5 6 7
alixe)) 0 0 0 0 0 11
Qle,xj) -~ 0 0 0 1 1. 0 0
. | |
Q (ixe ) 0 o 1 0 0 0 1
(e x3) 0 1 0 0 1 0 0
Therefore,
.+ K
Qixe;) = {vy, v,}

Q(epxj) = {v,, vy}

'Q(ixe;). {V3, v7}

v, vsj

it

Q (e, x3)
~
One possible SEC graph with the above measurable
sets which is 1-distinguishable with 2 test points and 71
vertices is shown in Figure 3.5.
Theorem 3.10 also agrees with

= N>log, (7+1)~1
N > 2

Nzlogz(n+l)wl n=7
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Figure 3.5 A l-distinguishable SEC graph of 7 vertices
with 2 test points.
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Theorem 3. ll For a SEC graph from 1i. to j cons1st1ng of n

vertlces and contalnlng no d1rected c1rcu1ts, the number

N of test p01nts for k- dlstlngulshablllty is bounded by
N> [log, (n+k)-k]

The:proof,of this theorem is similar to that of
Theorem 3.10. It is a generalization for a 1oner bound.on
the number of test points for k-distinguishability.

It is fonnd that there exists one and.only one col-
lection of measurable sets which makes'a SEC gfaph'
1-distinguishable with N—test points and n==2N+1—l ver-
tices. For a 3 test point case N=23, such. a colleetion of .

measurable sets is

Q(ixe;) = {1,2,3,5}

R (e x15) = {9,12,13,15}
Q(lxe;) = {1121416}
Q(e;XIS) = {10,12,14,15}
n + ) . :
Q(lxe,) = {1,3,4,7}
Q(e;XIS) = {11,13,14,15}

~ One possible 1-dietinguishable SEC graph of 15 vertices

with the above measurable sets is shown in Figure 3.6.
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Figure 3.6 A l-distinguishable SEC graph of 15 vertices
with 3 test points.




Chapter IV .

AN ALGORITHM FOR THE MINIMUM NUMBER -
- OF TEST POINTS

4.1 Introduction

In éhis chapter, we‘de&éldp an effiéientlalgorithm--
for inserting test points in a SEC graph to obtain 1-
distinguiéhaﬁiliﬁy. Or, in‘other ﬁords, we improve struc-
tural resolution to the extent that we find éxactly which -
quule or submodule represented as a vertéxﬁof a graph is
faulty;. As diécussed before, 1l~distinguishability could be
readily obtained by placing test points on every edge'of'a‘
graph, but our aim is'té do the saﬁé with the hihimum num-

ber of test points.

4.2 Necessity for an Algorithm

In Chaptér II, we examined six basic theorems on
test points. Theorems 2.6, 2.7, and 2.8‘§rovide necessar?A
and sufficiént conditions for 1-di§tingui$hability, while
Theorem 2.5 gives only necessary conditions and Theorems 2.§
and 2.10 éive only sﬁfficient conditions. ' If the system graph
and the location of test points on it are given, we can
directly éheék, using these theérems, whether or not a given

graph with given test points is l—distinguishable. But in
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general, ou# problem is the reverse; that is, we want to
determine the location of test points to make Ehe given
graph l-distinguishable. Fo; this.pufpose, the direct ap-
plication of the above theorems is difficult aﬁd leads to

lengthy comﬁﬁtatioh,

r

For example, the direct application of a D-partition

requires an arbitrary selection of an edge-set on which
. test points should be inserted and theﬁ a check fo see
. whether the graph is l-distinguishable under it. Hence,
it is exhauStive.q |
Theorem 2.8 transfers the problem of finding the
location of test points for l-distinguishability to that
_ of fiﬁding a collection of (n-1) [n = number of vertices in
the graphl] 1ineafly independent'directed.cut—sets with
all edges of the graph in it and covering £hese‘directed_.
cut-sets with a sef.E of edges. There‘is an efficient al-
gorithm to order the vertices of a graph; once ordered it
is easy to find (n-1) liﬁearly independent directed cut; |
sets. But unfortunately, it is applicéble to a SEC graph

which has a unique ordering of vertices,.hence, the ap-

proach is limited in application.
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Thebrem 2.5 solves the same problem by searching

edge-set E whose directed cut-sets cover ‘all edges of the"

graph. But Theorem 2.5 is only a necessary condition.
Theorems 2.6 and 2.7 are similar. Thef provide

. ’ . :
necessary and sufficient conditions. In Theorem 2.6 we -

‘need an edge-set E whose collection of measurable sets {Q}

is such that for every pair of vert;ceé Vr and Vo there
must bg at least one Q such that eithef vr'or Vg must:be
in it, but not both. In Theorem 2.7, directea cut-sets
'covered‘by E must,seéarate every pair df‘vertices of the
graph. ‘For a large graph of, say, 100 vertices, we have
to cheék'(lgo) or'approximately'SOOO péiré Qf-vertiéeé;
this is too lengthy.

Theorem 2.10 relieves the problem somewhat; wé
search for an edgé—set E which must be a directed cutjset
separating an entry and an exit vertex in addition tb sa-
tisfying the cbnditions_of Theorem 2.5. Theorem 2.10,
however, is only a sufficient condition. .In addition to
this, the number of test points méy not be minimum. As
a matter of fact, direct application of any of the above
theorems does not show how we can f£ind the ‘minimum number
of test‘points for l-distinguishability. Hence, an algo-

rithm should be developed with the following éttributes:
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1. It must achieve a reductlon in computatlon to

gain efficiency.

2. It must be general enough to apply to a 1arge
- range of system graphs.

3. It must be easily implemented on a computer.

As it is easy to find directed cut-sets of a graph,
a satisfectory solutioﬁ may be obtained by considering
Theorems 2.5 and 2.7 together.’ In Theorem 2.5, we have_to
find a‘coilection of directed cut—sets {S}Ei.covered by
a mlnlmum edge—set E, which contains all edges of the
graph.' Naturally, checking every edge instead of every
pair of‘Vertiees is far less exhaustive. As this theorem
providee‘only a neceesary condition, sufficiency'can be
achieved by finding a pair of Vertices which are not
‘separated by‘{S}E . This may necessitate~more‘directed

1

cut-sets {S}' that separate the remaining pair of ver-
) 2
tices, and hence’ to cover these {S} requires more edges

E, of the graph. The number of testzpoints may increase,
but they must be added to make to graph l;distinguishable.
For‘certain graphs, there is a possibility of the sepa=-
ration of all pairs of vertices of the graph {S}El only.

The above approaeh immediately raises‘the-pfoblem of f£ind-

ing the paits of vertices which are not separated by
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directed cut-sets ﬂs% . This search method must be simple
enough .to make the algorithm efficient.. As will be.seen
later in this chapter, the method suggested reduces the
computation, compared to that.required in an all—peirs—of—
vertices approach, and the number of test points obtained
is the minimum.

The main problems in the development of an algorithm
to find the -location of test points for -
1-distinguishability of a SEC.graphcare.sumﬁariZed as
follows:

1. We require an efficient way to find directed
cut-sets that are covered by edge e. from a set
of directed cut-sets {S(e)}, all of which con-
tain edge e and separate the entry from the
.exit vertex. :

2. We must find a collection Vv of palrs of ver-
tices, whose separatlon is not guaranteed by a
directed cut-set of {S}_ . Here {S}E contains
all edges of the graph. 1

3. We require a method of searching for the edge-
set E.with the minimum number of edges so that
directed cut-sets covered by E contain all:
edges of the graph and also separate every pair
of vertices in a set V.

In the rest of the chapter, we will discuss step-.

by-step a solution of the above problems and finally give

-an algorithm for placing the minimum number of test points

on a SEC graph for l-distinguishability.




— (N} L

106

4.3 Matrix Representation of a SEC Gréph

Generall&, system graphs can be représented as .
matrices whdse elehents take binary values for ease of
manipulation on a computer. Many propertiés'of a graph
can be studged by maﬁipulations on a qonnecfivity matrix
of the graph. Hence, let us first of all definé this and

other matrices used in the algorithm.

Definition 4.1 Connectivity matrix C = {cij} is an (nxn)
matrix that characterizes a graph G with a vertex set

e={1, 2, 3, ..., n} and an edge-set '

E = {el, €1 .1 cney em}, such that
c -1 If and only if there is a directed
ij edge from vertex 1 to vertex j

0 otherwise

Definition 4.2 Reachability matrix R = {rij} is an (nxn)

matrix for graph G with a vertex set Q={1, 2, 3, ..., n}

and an edge-set E = {e,, e,, e AN such that

2/’ g7

If and only.if there is at least one
r directed path (i.e., a concatenation
ij of directed edges) leading from i
to j

= 0 otherwise
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It is possible to generate matrix R from matrix C
(21,37,43,44,45]. Before we show the equations, let us

consider the following matrix:

Definition 4.3 Matrix-(_:k =.{c§5} is an (nxn) matrix for

a graph G with a vertex-set o = {1, 2, 3, ..., n} and an

edge-set E = {e , e,, e, --.s e}, such that
3

If and only if there exists at least -
'k 1 Jone directed path (i.e., a concatenation

ij " Jof directed edges) of the length k from
i to j

= 0 . otherwise

Theorem 4.1 Matrix c¥ = c&°1

where

Theorem 4.2 [26,47] There exists an integer k such that

for all x (k<x<n)

(Here, I is the identity matrix, and n is the number of

vertices of a graph).
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In Theorems 4.1 and 4.2, the summations and multl—
pllcatlons are Boolean operatlons of OR and. AND, respec~
'tlvely. For the proof of both theorems, refer to [21, 26,‘
47]. Theee theorems are usefol for the generatlon-of

" matrix R from matrix C.

Example‘4.l The connectivity matrix C and the reachability:

matrix R for the graph in Figure 2.11 are as follows:

B P o o o o W




Ll

1
1 [ o
2 0
3 0
c?'=clect =24 0
" 5 | o
6 0
7 Lo
1
1 [ o
2 0
3 0
¥ =ctec? =4 0
5 0
6 0
7 |0
Cu
Hence,

2 3
0 0
0 o0
0 o
0 -0
0 0
0 o
0 0
2 3
0 0
0" I"o
0 o
0 0
0 0
0 o
0 0
ci-c!

o

]

o o, O o
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1 2 3 4 5 6 7
1 {171 1 1 "1 1.1
2 | o _. 10 0 1 0 1.
3 o 0o 1 o 1 1 1
" R=4 |0 o0 o 1 o 1 .1}
5 ©o 0 0 0 1 o -1
6 o 0 0 0 o 1 1
7 Lo o 0o o0 o0 0 1]

4.4 Development of an Algorithm

‘4.4.1 Directed cut-sets covered by an edge According t6
Definition 2.18, in order to find directed cut—sets .

5, (e) = g[QIXQEj and 8, (e) = S[inﬁz] covered by an edge
‘e, we have to first find all'poséible direcfed cut-sets
{Sk(e)}, each of which contains edge e and also éeparates
the éntry and exit vertices, and then check one by one to
aeterminé which one of these sétisfies Condifiop (3) of

Definition 2.18, i.e.
L (0,U9,)D0, De,)
where

5 - 0T
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'Mueh'computation is required in the above approach.

The follow1ng theorem helps to. flnd directed cut-sets

covered by any edge.

Theorem 4.3 Tet G be a SEC graph from ito 3.

(1) 1, a@xe’) # a(e7x9)

then, 8, (e) = £I2(ixe")xa (ixe’)]

and, 8, (e) é[ﬂ_(e—xj)xﬂ(e—xj)]

are directed cut-sets covered by edge e.

(2) If, a(ixe’) = a(e7x3)
then, S, (e) = S,(e) = S(e) is a directed cut-

set covered by edge e.

Cese (I): Conditions (1) and (2) of Definition 2.18 afe
satisfied bf Sl(e) and Sz(e). Hence, we have tq prove
onlf that for any other directed eht—set Sk(e)==é[QkX§k],
which separates i and j and.cohtains edge e, condition . (3)

is satisfied, i.e.,

(2 (ixe RN 1D, DialixeHNaE™H1 (4.1)
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Since S, (e) and S (e) are dlrected sut—sets that

contaln .edge e, by Theorem 2.3, Q(lxe )r\ﬂ(e ><J) =~¢.’

Also,
. - 8(e7xj) =9 - q(e™xj)  [Definition 2.7]
Henee,
e+ —
2 (ixe )0 (e x3)
Therefore,
o (ixe ) 2(eT*I) = R(eTx3) (4.2)
Similarly,.

g (ixe )N (e ™xj) = a(ixe™)

Using resulfs (4;2) and (4.3),-condition:(3)'can'be-

restated as,
— A E . '
ole xj)DaoDalixe ) ' (4.4)

Or, in other words, we have to prove that a set

a(ixe’) is a proper subset of @, and also we hafe_to prove

that Qk is a pro?er subset of Q(e xj) for any ether di-

rected cut-set Sk(e) = éiﬂkxﬁkl which contains edge e and .

eeparates i and j.
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Let us assume that there exists a dlrected cut-set
S (e) éIQ XQ ] which contalns the edge e and separatesr
i and j such that Q C:Q(1Xe ). Then there 1s at least one
vertex v, where VE,Q(lXe ) and V¢Q as shown in F:Lgure
4.1,

Since veﬂ.(ix e+) , there is a directed path from i
"to v and v .to v(efi; ﬁence, there.is no direeted cut-set-
Sﬁ(e) = gTQmXQh] which separates i and,j.and also contains
. the edge e? which contradicts the assumption.
‘Similarly;_we can prove that any Qk is a proper -

subset of set Q(e xj). This proves Case (I).
o —
Case (II): Here, Q(ixe ) = Q(e xj)

s, te) = Elarixe")xa(ixe™)]

= g[rg(ixe’L)xsz'_(e'Xj)']'
:Now,
(e x3j) = @ - (e xj)
=@ - a(ixeh)

Q(ixe™)




Figure 4.1 A SEC graph with directed cut-sets covered
by an edge e.
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s, (e) = §lale ™x)xa(e x3)]

Ela(ixe I xp (e ™x) 1

Sl(e) = S(e)

For an illustration of Theorem 4.3, see Example 2.2
of Chapter II.

It is very easy to check, using the readhability-
matrix R, whether'there is a directed path from any vertex
o to V(e+). Similarly, from v(e—) to o, the cqnnectivity
matrix C provides information on the connection of edges
between.various vertices‘énd on the direction. Hence, tﬁe
use of:Theorem 4.3, along with ﬁatrices C and R, makes tﬁe,
séarchffor directed cut-sets covered by any edge e mbre

systematic.ana computationally efficient as follows:
: o N
A vertex o€ (ixv(e ))

if and only if.

.|.
roc.V(_e )

Similarly,

6 ef(v(e )xd)
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if and only if

-rv(e—),u =

r. =] and r
. (o 44

3 =1, because the graph is a SEC graph.

Checking all vertices, we will have.meaSurable sets
: +o -y e -
Q(ixv(e )) and Q(v(e )xj). Then by the use of the connec-
tivity matrix C and Theorem 4.3, directed cut-sets s, (e)

and Sz(e) covered by edge e are obtained.

if and only if c # 0, for V(e;)E.Q(ixv(e+)),

V(?;)'V(e;) | |
~and v(e£)¢_9(iXV(§+)). Also, ekg;Sz(e) if and only.if
cv(e;);yféi)'# 0,:for v(e;)géﬂ(v(é_)xj) and

v(e;)e;QkV(e—)xj)a

Example 4.2 Consider again the SEC graph of Figure 2.11 
and matrices C and R of Example 4.1. We want to find di-

rected'cut—sets.sl(ea) and S, (e,) covered by an -edge é3°
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1. v(e?) = l.and v(e,;) = 4.
2. Measﬁrable sets:
:_-(é) Columnvl of métrix R haé.a '1' entry Ati
row 1 6nly.~ Hence, Q(lx1) = {1}.
:Yb) Row 4 of matrix R has a,'l'.entryfat
columns 4,-6, and 7. "Hence, 2(4x7) = {4,6,7}.
3. Directéd cut-sets s, (e,) and S, (e,):
(a) Row l'of matrix C has 'l' entries at
a7

columns 2, 3, and 4. Hence, edges e, e and e, from

vertex 1 to 2, 1 to 3, and 1 to 4, fespectively, are in
S, (e,) . '
(b) Column 4 of matrix C has a 'l' entry at
row 1 only. Heﬁce, an edge e, from vertex 1 to 4 is in
Sz‘es). .

Column 6 of matrix C has 'l' entries at rows 3 and
4, But vertex 4@:9(4x7). Discarding vertex 4, an edge
esﬁfrom vertex 3 to 6 is in Sz(es)..

Similarly, checking 'l' entries in column 7 of
matrix C, eBELSz(ea).

4. 8, (e,) = {e1t?z'é3} and'Sz(ea) = {e,re,ie,}.

4.4.2 A set V of non-separating pairsof vertices Con-

sider first the following theorém;
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Theorem 4.4 Suppose there is a directed path (i.e., con-
catenation of directed edges) from ‘a vertex v_ to an- .
. other vertex vq of a SEC graph from i to 3. 'Then(this

p

pair of vertices (v ,vq) is separatéd by at least one -of
a collection of directed cut-sets {s} which contains all

edges of the graph.

Proof: The proof is obvious if there is'oﬁly one edée in.
a direcﬁed path from S to‘vq{. So let us consider the
case in which there is more than one edge in a directed
path P = {e, ,e,,84, ..y ek_l;ek, eer @ 0@ ey
€nrepsy b ErOM &p to Vg as shown in Figure 4?2.

As stated ih the theoreh, each of the edges.in'
path P must be in af least one of the directed éut—Sets of

{S}. Let there be a directed cut-set § = %Jﬂkxﬁkl of {s}

which contains edge'ek. This directed cut-set will sepa-’

rate v_ and v_; or
P a

(vpl ul'_@z" ':'°I ak"l)gﬂk

and

(ukf,uk+l’ cess Op g7 Os vq)élﬂk,‘




Figure 4.2

A directed path from vp

Ew@, <) .

to vq with directed cut-set
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Supéose the theorem statement.ié not true, i.e.,
(vp;vq)é?ﬂk or‘(vp,vq)élﬁk. This' is possible if and only
if this directed cut-set {S} contains at least one other
edge'ez of path P. But then S is no longer a'directéd
éut;set, which cpﬁtraaicts thé assumption. |

In fact, any directed cut-set S of {s}, which con-
tains any edge of path P, can separate the pair of ver—
tices vp and vq.

It should be remembered that the converse of
Theorem 4.4 is not true, in general. That is, suppose
there is no directed path from a vertex v, to another
vertex vq of a SEC graph from i.to j. Even then, this
pair of vertices may be separated bf at least bne'of a
collection of directed cut-sets {S} Whichﬂcontéihs all

edges .of the graph.

Example 4.3 Consider the SEC graph of Figure 4.3.

{s} = {sl(sz,sa,su,ss,se} is a collection of directed
cut-sets which contains all edées of the graph; There is
no directed path'from vertex 2 to 4 (or 4 to'zi.: Simi-
1afly, for pairs of vertices (2,7) and (3,7) no directedl
path exisfs. Therefore, according to Tﬁeoremf4.4ﬁ fhe

separation of all'pairs'of'vértices except (2,4), (2,7);




L2l

Figure 4.3 A SEC graph with no directed paths from 2 to
4 (O 4"to 2)y 21€0 7 and i3 torl,
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andl(3,7), is guaranteed by fS}. Howéver,.the pair f3,7)
is separated by directed cgt—set Sé. Similarly, (2,7) is
separated by“S; and S, because the éonVersé of“Theorém 4.4
is not true, in general. |
' There is no directed cuf—se; in {8} which sepafaﬁés

the pair (2,4),'

Definition 4.4 A set \'4 ='{(Yi,vj)} is a collectibnrof gll'
possible'pairs of vertices of a SEC graph G such thaf there
‘is no direéted path from verteklviAto Vé}téx Vi Or-fréﬁ.
vj'to vy in ﬁhe graph G.‘ _ ‘
In Exémple 4.3, V = {(2;4), (2,7), (3,7)}.

In the réachébility matrix R of a graph G, suppose
Xy, 8 = 1. Thgn'thére.is a directed path from aIVertex ol
to a vertex B, and according to Theorem 4.4,'if there is
a directed path from o to B, separation of pairs 6f ver-
tices is guaranteed by at 1eés£ one of the directed,cut—-
sets ofl{s} which contains ali eagés of Gﬂ . Hence, with
the help of Theorem 4.4 and matrix R, a set V cén be

found [Definition 4.4] as follows:

(Vilvj)iv
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if and only if

r - =0 and T. =0 - - (4.5)
The reachability matrix R of the SEC graph.of'Figure-4;3

is aszféllOWs:

1 2 3 4 5 6 7 8
1 ’i 1 1 1 1 1 1]

2 0o 1 1 o0 1 1. 0 1.

3 Jo o0 1 o0 1 1.0 1

R=4 [0 0 1 1 1 1 "1 .1

5 {0 0o 0 0 1 0 0 1

6 |o o o o 1 1 o0 1

| 7 {0 0 0o 0o 1 1 1 1
8 Lo 0o 0o 0 o0 o0 o0 1

Checking entries of R uSing-{4.5)} we'obtaih'
v=1(2,4), (2,7, (3,1}

' Definition 4.5 ' Total graph [9]: A directed graph is said

to be total graph, if every pair of distinqtlvértiCes is

joined in at least one direction by a directed path.
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Corollary 4.1 Let G be a total SEC;graph from i. to j and:

E be a set of edges. Let {S} be a collectlon of all pos-

Ly

sible dlrected cut-sets separatlng i and 3 and covered by L

edge E. Then G 1s 1 dlstlngulshable under 'E, 1f all edgesf

of G are in {S}

" The proof is given by using Thebrems‘4°4 and 2;7}
For a total graph, set V is empty. It is found that the.
ordering of verticee [Definition 2.21] for a total graph
is unique, so the proof of Corollary 4.1 can be estab~

lished by using Theorem 2.8 also.

4.4.3 Final covering matrix Z Given that G is a SEC

. graph and that {S}min has the minimum number (nd ) of di-
1
rected cut-sets that separate every pair of vertices of

G, let n be the minimum number of edges that cover ali

E,-

direcfed cut-sets of {S}min.“Then G is l-distinguishable
under this set of edges. But; is this the minihum_number
of test peints for this graph to be 1—distinguishab1e?
The answer, in general, is NO!

This canvbe‘easily ekplained. on one extreme, we .
may need nEl ='nd1 number of edges'to cover all directed
‘cut—sets of {S} . But suppose there is a set {8}, in-

ﬂstead.of {S}min' that has more dlrected cut-sets
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(ndz)[ndii hd2< 2nd ] than nd1; even then on the other ex—’

treme, we may‘need nE = (n /2)[< nd ], prov1ded that
' 2

every two directed.cut—sets are covered by one edge.

Example 4.4 Consider the SEC graph of Figure 4.4(a). The

minimum number of directed cut—sete {S}ﬁin which separate’

every pair of vertices of the graph is three.

{s} ;, = 1s (e‘z,), S, (eg), 8, (€3)}

as shown in Figure 4.4(a). Each of these directed cﬁt—sets
is covered by only one edge, Hence, B, = {ez,es{ed}l

- Instead of {S}min’ there are four directed cut-sets
{s} {sl,(el), s, (e Py S, (eg), S,(eq)}

as shown in Figure 4.4(b), that separate .every pair of
vertices of graph G, and they are covered hy only two
edges E, = {el{eg}, which is less than E, |

In short, we are searching for a eollectieh of di-.
rected cut-sets {S}, instead of {S} jn that separates
every palr of vertices of the graph and is covered by the

minimum set of edges. This relates our problem to that of




Figure 4.4 (a) A SEC graph with the minimum number of
directed cut-sets that separate every pair
of vertices.

/ \Sz(ee)

Figure 4.4(b) A SEC graph with the minimum number of edges
E = {el,es}; directed cut-sets covered
by E separate every pair of vertices.
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a well-known covering problem. Before going into the de-~

tails, let us first define matrices Q and P.

e.,e.} of a SEC graph G is
1]
associated -with vertex set Q = {vr,vz,va,'..., vn}'and

Definition 4.6 Matrix Q = {q

the edge-set E = {e,/e,e 0 0oy em} and is an (mxm)

matrix such that

_JIf and only’'if an edge ey is in adi-
rected cut-set covered by an edge e,

e. e, )
13 = 0 otherwise

Example 4.5 As shown in Section 4.4.1,-using matrices C

and R, entries in the matrix Q are entéred. For the SEC

graph of Figure 2.11,

__e1 ‘ez €3 v s s S7 & o
e, 1 1 1 D0 1 -0 0 0
e, [1 1 1 1 .0 o 1 o 0.
e, |1 1 1 o o 1. 0 1.0
e, |0 1 1 1 .1 0o o o 1
Q=e, |1 0o 1 1 1 1 0o o 1
e, [1 o .1 0o 1 1 1 i1 0
e |1 1.0 0o 0 1 1 1 o
e: o o 1 0o o 1 o0 1 1
e, L1 0 o 0 1 0o 0. 1 1
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The edges.corrésponding to the minimum number of
rows that cover all golumns of Q aré in an edge-set E. |
Directed cut-sets coveréd'by‘E contain all edges of the
graph. The gfaph-may or may not be 1-distinguishable
under E[siﬁéé only a necessary condition for
l-diéfinguisﬁability [TﬁeoremIZ.ST is satisfied>by this
method. | ' |

Definition 4.7 Matrix P = {p } of a SEC graph

) ekr(vilvj)
is associated with a vertex set Q = {V1'V2'V3' “o ey Vn},
an edge-set E = {el,ez,ea, cens em}, and a set V=={vi,vj}

[Definition 4.4], and is an.(anv) matrix such that

If and only if a pair -of ver-
tices. (vy,vs) of a set V is .
separated by a directed cut-set.
covered by an edge e -

1%
,ek((vinvj)‘

0 otherwise

where n_ is a number of elements of the set V.
Using the reachability matrix R, entries in
matrix Q are generated as follows:
| Let (vi,vj) be an element of a set V. AThen.ahy
one of the directed cut-sets covered by an edge e sepa-

rates this pair of vertices (Vi,Vj), if and only if
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' rvi,v(e+) 7 rvj,v(e+)

and

rvi(e_) r.Vi 7 rV (e-) er

Example 4.6 For the SEC graph of Figure 2.11,
v = 1{(2,3),(2,4),(2,6),(3,4),(4,5),(5,6)}

(2,3)  (2,4) (2,6) (3,4) (4,5) (5,6)

e, [ 1 1 10 1 .17
e, 1 0 1 -1 1 lO
e, 0 1 11 1 1
e, 1 1 1 0 1 1
P = e, 1 0 0 1 1 1
e, 1 0 1 1 0 1
e, 0 1 1 1 1 1 
e, 0 1 1 1 1 1
e, L1 1 1 0 1 1
Definition 4.8 Final covering matrix Z = [Q§P] ié ahﬂ_

(nx(m+nv)]-matrik of submatrices Q and P defined in

Definitions 4.6 and 4.7.
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. As seéen in this-sectidﬁ, the covering of matrix Q-
satisfies only a necessary donditioﬁ.: But the.covering of
matrix Z satisfiés both necessary and sufficient condi-
tions for l—diStinguishability (Theorem 2.?), becauéé by
‘cohsideriﬂg submatrix P along with submatrix Q inlthe'
.final covéring matfix Z2, we are taking café of those pairs
of vertices (contained in set V) whicﬁ may or ma& not be
separated by a ﬁiﬂimum row—éet E, which covers all columns
of Q,' Hence, covering all columns oflz by a minimum set -

of rows (an edge-set Em'

jp) ¢ We are separating all pairs. of

vertices of the graph by directed cut-sets covered by
Emiﬁ (Theorem 2.7). - Moreover, we have the miﬁimum nunber
of test points to obtain l-distinguishability of a SEC
graph.. |

4.5 An Algorithm for Insefting the Minimum Number of
Test Points on a SEC Graph for l-distinguishability

This algorithm is prepafed for a SEC graph without
directed circuits.

The algorithm prepéres a connectivity matrix c énd
then generates the‘reachability hatrix R from-mafrik C.
It findé all elements in the set V (Definition 4.4).

Then, assuming test points on each edge of ‘the graéh; the
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algorithm. obtains measurable sets Q(ixe+) and Q(e_xj), and
obtalns dlrected cut-sets covered by an edge of the- graph.
The flnal phase prepares a ﬁlnal coverlng matrlx z and
solves it as a minimum cover problem to obtain the minimum
‘number of edges for 1—d1st1ngu1shab111ty. The-algorlthm

is as follows:

Step (1): Set up the connectivity matrix C for a given
SEC graph without directed circuits. Let

9

{1, 2, ..., n} be a set of n vertices and.

E = {e J} be a set of M edges. Here, 'l' is the entry
I
vertex and 'n' is the exit vertex. (ei 3 is an edge from
: r
vertex i to vertex j).

Step (2): Generate the reachability matrix R, using the
connectivity matrix C (Theorem 4.2).

L
R= )} C +1I L<N

Step f3):\ Find elements (each of them being a pair of
vertices) in the set V (Definition 4.4) from the reach-

ability matrix R;

(a,8)EV
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if and only if

ra,B‘= 0 and 'rB/a = 0

Step (4): Since a non-zero entry in matrix C corresponds
.to a directed edge in graph G, select such an entry ¢, ..
- . . ‘s,

Then thefé.is.a directed edée e . from vertéx-s;to vertex

. s, t

t.

Step (5): 1If a test point is.placed on the edge eé Ly We
: : ' . ’

have two measurable sets, Q(1xs) and Q(tXn).. Their ver-

tices are obtained as follows:

The vertex o is contained in 2(1xs) if and only if

ro_=1. Siﬁilarly, vertex aE;Q(tXh) if and only if

2]
1

= 1, where o =1, 2, ..., n.

Step (6): Any edge covers either one or two directed cut-
sets. Let S(es t) be a collection of the edges of di-
14 .

rected cﬁt-sets~covered byfedge e These edges areé

s,t’
obtained using measurable sets generated in step (4)

and matrix C.
€ZS‘eS,t)

e
o, B

- if and only if
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o €R(lxs)
ca,B # 0 for o
and Bgﬁﬂ(lxs)

Also,
®a, 8 €S(es,t)
if and only if

- (adatm)
cd,B # 0 for _
B< f(txn)

find all such ea

/B
Step (7): TRows of the final covering matrix Z and columns
of its submatrix Q are edges of the graph. 1In submatrix

Q, place a '1' in a row that corresponds to ‘the edge.

e at the column positions that correspond to‘edqes_¢f:

s, t’

S(es,t)' Th;t ;s,

=1 if e es-(es' ¢
s 14

(a_ . ) I S
®s,t"'%a,8

o,B

= (' otherwise.

Step (8): Let a pair (o,B) be an element of V. Now, if

ru,s # rB,SJand r any one of the directed

t,0 7 rt,B'
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separates the above pair

cut-sets covered by the edge_eé £
. 4

of vertices.
.ColumnsIQf submatrix P 6f:Z‘aﬁe elements of V -
(obtained in step (3)). |
In éﬁbmatrix P, place a 'l' in the row that cor-

responds to the edge e at the column poéition-that.

s,t’
corresponds to the pair of vertices (o,B), i.e.,

(pe (a, B) ) =1 if pair (d,B) is separatéd'by any one

s,t’ : .

of the directed cut-sets covered by edge ey
! : ,

.t' Check for

all elements of V.
The remaining entries in that row of P are filléd

with zeros..

Step (9): Find the next nonzero entry c from C. Re-

. s,t
peat the algorithm from step (4) onward. Continue until

there are no more nonzero entries in matrix C.

Step (10):- Solve the final covering matrix Z as a mini-
mum.cover'prqblem, by a well-known method [27,56]. To
obtain l-distinguishability, test points are pléced‘bn
the edges that coffespond to the minimum set. of rows
that cover all the coluﬁns'bf Z.

For fhe iast step; (10), three wellfknbwn reduction

rules, which are based on row dominance, columa dominance,
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andlﬁow essentiality [38,56] are applied repeatedlj to the
final covering matrix Z. These reduction rules allow, in
general, great simplificatioh in the determination of the
minimal cover. _Affer these rules have been appligd as

many times as possible, a reduced matrix is obtained which

is said to be 'cfdlic'.' Tﬁis cyciic matrix.can not bée
.reduced further with the above three.réductioﬂ rules.
"Cyclic maﬁrices can be solved by Writing a boolean.functioﬁ
[56], but this approach can be very tedious when the num-
ber of columns in large. 1In éuCh a situation, a more sys-
tematic apprbach of linear integer programmiﬁg.is used
[27].

In the linear integer prdgramming'approach, a
binary variable Xy is assoéiated with each row ry of the"
cyclic matrix, which assumes the value of 1 if r; is
selected in the minimal cover, and the valué 0‘btherwise.

Suppose the cyclic matrix is

r, 1 1 0
r, 0 1 1
r,
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Then the linear integer program can be formulated as,

Minimize X, .+ x, % X,
Subject to X, + x2 > 1
X, T X, Z‘i
X, +x,> 1
Xy 0 X0 X, =_0, 1.

For the large cyclic matrices, -techniques developed by
Luccio [27] and Gimpel [17] are valuable to redﬁce coﬁpu—
tation time.

Applying reduction techniques [56] to tﬁe rows and

columns of the final covering matrix %, as obtained from -

Examples 4.5 and 4.6, we have the following cyclic

matrix:

'eé e, e, e, e, e - e (2,4)
e, [1 1 0 0 1 -0 o 0 ]
e, 1 11 0 0 0 1 1
e, o 1 1 1 o o 1 0
e, 0 0 L 11 1 0 0
e, 1 0 0 1 1 1 0 1
e, 0 o, 0 1 o 1 1 1
e, O o 1 o o ‘1 1 1
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1-distinguishability of graph G can 5e achieved by
using aﬁy one of the edge-sets {eu,e7}, {e#,eg}, or .
{e;,e7}. Thus, we have two fesf points, which is the mini-

mum for a SEC graph of 7 vertices.
1 '

13

[N >1og, (ntl)~-1] or N>2




Arrange
/// N,M N,M EDGE in Initialize
> ascending Connectivity
EDGE EDGE i
order. matrix
[Subroutine -0
'ASCENDPAR"' ]
4l
7

Ge te R ili P 7
nerate Reachability b RWC<EDGE (I,1)
matrix 'R' (see Step (2)) < o 4 | CLC<EDGE(I,2)
C(RWC,CLC)+1

[Subroutine 'REACHMAT'] k‘_///—\\\J

8ET

Obtain a set 'V' of
pairs of vertices (see
R step (3)).

[Subroutine 'PARVERTX']

Matrix

T

N21S <0
4_( C(S,T) =0
NQTN < 0 F

Figure 4.5(a) Flow diagram of MAIN PROGRAM.
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SET
fi1s
QTN

NQ1S « NQ1S+1
21s (N21S) < a

|

NQTN < NOTN+1
QTN (NQTN) « o

|

RZ < RZ+1
Get a collection e 5
'DSET' of direc- . RZ = 1 EDGE(RZ,1) =S EDGE(RZ,Z):th>
ted cut-sets DSET in as- /\\ %F_,(
prc e g cending
(S,T) (See |_>I
step (6)) order.
- i
[Subroutine [Subroutine
. PAR'
|
E £ —_________J

Figure 4.5 (b)

Flow diagramof 'MAIN PROGRAM'.

F

T

Set up vector 'W'.

It contains a row
of submatrix 'Q',
which corresponds
to edge (S,T).
[Subroutine
"ENTZAT']

6ET




Before
reduction

a « V(K,1)

B « V(K,2)

P(RZ,K) <« 1

R(0,S) = R(B,S) )

¥ s

R(T,q) = R(T,B)j>

T

matrix

[Q:P]

Apply 'column domi-
nance, row dominance
and row essentiality
to matrix Z.
[Subroutine

' REDUCTION' ]

P(RZ,K) <« 0 s

__>( NCLZ = O )——-)T

Ir

( NRWZ = 0

Figure 4.5(c) Flow diagram of
'"MAIN PROGRAM'.

¢,F

ITest points on
edges 'TST' to
obtain 1-
ldistinguish-
ability

After
reduction
'eyclic

matrix'

~

Apply linear integer program-
ming to solve 'cyclic matrix Z'.

[Subroutine 'INTGPROG']

OFT
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=5 T = of CTEMP
N b
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S
.
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SUM « 0
P At o VTEMP (J) « SUM
n o N \\\
v -
\\
SUM < CTEMP(I,K)*C(K,J) + SUM >

Figure 4.6 Flow diagram of subroutine 'REACHMAT'.
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Arrange 1S, QTN
in ascending order
[Subroutine

'ASCENDPAR'

NDSET <« O

IPNTRS « 1

]

FPNTRS < Q1S(I1S) -1

1185w 1 = 2,
e+ (NQ1S+1)

A

<::‘ FPNTRS < IPNTRS <::>

F T

FPNTRS <« N

1 y
<:: I1S = NQ1S + 1 ::)

d

IPNTRS <« Q1S(IlS) + 1

B = IPNTRS, (IPNTRS \ __ - =
+1), ..., FPNTRS
o

>
JiS =52, L
os o9 NULS
F
o <« Q1S(J1S) c©,B) =0

T

Figure 4.7(a) Flow diagram of subroutine 'CUTSET'.

NDSET % NDSET + 1
DSET (NDSET,1) < o
DSET(NDSET,2) + B
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l

I
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42




IPNTRT € 1

<:TFPNTRT < IPNTRT

FPNTRT < QTN (ITN) - 1

Z
2
+
£
it LR EG IR

/
|
[
|
e

T

F T
FPNTRT < N
y IPNTRT = QTN(ITN) + 1
0. = IPNTRT,
(IPNTRT+1), ..., e
FPNTRT e
//
-
—
//
JIN =1, 2, e
«e., NOTN
y
B + QTN (JTN) — > C(a,B) =0

>_s__,

NDSET < NDSET + 1
DSET (NDSET,1) <« o
DSET(NDSET,2) <« B

Figure 4.7(b) Flow diagram of subroutine 'CUTSET'.
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F(  EDGE(ITER,1) = DSET(I,1) )
Tl

Eas=o]
FLAG < O

_F_-(EDGE(ITER,z) DSET(I,2) )

L

W(ITER) <« 1
| el (T il

FIAG < 1 <—LQ I > NDSET )

W(ITER) < O

Figure 4.8 Flow diagram of subroutine 'ENTZMAT'.
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R(a,B) =0

Figure 4.9 Flow diagram of subroutine 'PARVERTX'.

J=1, 2,
eenvy (N-1)

NV < NV + 1

V(NV,1) + o

V(NV,2) « B
T

SPT

S (J) 2 T
S(J+1) €« X

X € 5(J)
¥ * S(3¥1)

N

Figure 4.10 Flow diagram of subroutine 'ASCEND'.
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F
TQ SP (FPNTR,1) = SP(FPNTR+1,1) }—Q FPNTR = N ) m K = COUNT1
1r 17 F T

Transfer second Arrange DUMMY I

column of 'SP' from in ascending :

row IPNTR to row > order. | DUMMY(K)=DUMMY(K+1)>

FPNTR, to 'DUMMY' [Subroutine : % F d
AR l NI < NI +3

SP(N1,1) < SP(FPNTR, 1)
SP (N1, 2) + DUMMY (K)

IPNTR < FPNTR + 1 [

Figure 4.11 Flow diagram of subroutine 'ASCENDPAR'.




Chapter V

SUMMARY AND SUGGESTED FUTURE
RESEARCH

5.1 Introduction

This chapter summarizes the results obtained and
describes the conclusions drawn from the research con-
ducted. The significance of.the findings of this work is
-discussed, and possible,directibns for the extension of

the work are mentioned.

5.2 Summary and Conclusions

This work is an extension of.Ramamoorthy and
Mayeda's [30,31/32,40,41] new concepts in the area of
fault diagnosis. I£ deals with a study of structural -
quéls of logical circuits and/or computér'systemé, from a
diagnostic Viewpoiﬁt using graph theory.’ Considerable
attention,was given fo this technique because it provideé
a better ﬁethod of understanding, visualizing, and ana-
lyzing diagnostic problems where, in generai, most other
' techniques fall short. This new concept eéses the dia-
nostic.problém by.%eparating structural and behavior in-
formation of légical circuits and/or computer syétems.‘

Structural models are studied by graph theory and are
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improved by inserting test pdintshand/or blocking gates.
On this improved structure, diagnostic tests are carried
out by activating tést points with test signals (from a
preparea test dictionary) and/or controlling‘blocking
gates. Henéé, after.structural analysis,‘behévior infor-
matiqn is superimposed.

‘.Theqrems of Ramamoorthy ﬁnd-Mayeda on ﬁécessary
and/orAsufficient coriditions for test pointS‘were particu;l
larly useful for checking structural resolution from a
diagnostic viewpoint, When test points were pfe—assignéd
on the graph. But there was no systematic method for in-
serting test points in a system graph to improve its'diag—
nosability. Hence, in this work an algorithm was devel-
oped for inserting test points in the system graph. The
single-eﬁtry,,single-exit type of directed graph (SEC
graph), without directed circﬁits, was considered.

Following afe the sigﬁificant points of the‘algo-_
rithm. | | |

1. Test points obtained by the algorithm will
achieve l=-distinguishability of the system graph. Hence,
it is possible to isolate a fault to a single vertex.in the

system graph.
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2. The algorithm proﬁides the minimum number of

test poinfs. | .

| 3. Computation time is reasonable: an alternétive
is to find a collection of directed cut-sets that sepa- |
rates every ﬁair of vertices and then to cover this col-~
lection of directed cut-sets by a set of edges to obtain
1-distinguishability, but this approach is more exhaustive
than the method developed in the algorithm. An attempt

is made in the algorithm to avoid consideration of all

'pairs of vertices and thereby :edﬁce the computation time.

The amounf of reduction in computation depends on the
graph under consideration and particularly, 6n the connec-
tion of edges between vertices. For graphs with.directed
paths from any vertex to'any other vertex, maximum reduc-
tion in computation can be achieved. In general, the
longer the directed paths, the éreater'the reduction in
computation time.

The algqrithm also reduces the computation requiréd
to search for directed cut-sets covered by any edge of
the graph. ‘

4. The'algorithm relates the problem of inserting

test points in the system graph to a well-known covering
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problem. Hence, it is possible to ﬁse some of the already
developed efficient algqrithms[l7,27,38,56] for solving
the covering problem. ‘

5. Thé algorithm is easy to implement on the com--
puter. |

| | 6. The algorithm can be used for large system

graphs. . |

We have established the pioof of the theorem on the-:
greatest lower bound on the number of test. points to ob-
tain l—distinguishability, and have given prdbfs of other

related theorems on D-partitions and test points.-

5.3 Suggestions for Future Research

The following areas appear to be fruitful for
future work:

1. Additional work.on.the design of tést points
and blocking gates in order to inject and monitor the tést
signalé-is»reqﬁired.,

2. The cost of implementation of test points
varies for different edges of system.graphs. Modification
of the present algorifhm is required‘to.account for this

implementation cost at the time of test point selection.
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3. Consideration should be given to development of
aﬁtomafié diagnostic procedures. These procedures should
control certain blgﬁkiné gates, inject and mopitdr ré—
quife@vtest Fignals at appropriate test points, and decide
the'sequence;in which various test points.should be acti-
vated. '

4. Consideration should be given to'develdpment of
heuristic methqu for finding locationé of test points.
Such procedures may.nét lead to the miﬁimﬁm numbgr of test
points but may reduce computation considerably.

5. It would be desirable to extend this research
work so that it covers any general systgm graph (with any
number of entry and exit vertices, and with directed cir-
cuifé). We can use blocking gates along with test pbinté
to obtain maximum distinguishability in this tyée of gen-
eral graph. An algorithm for the location of both test

points and blocking gates is a fruitful area for further

research.

I i,
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APPENDIX A

' SUMMARY OF NOTATION FOR
PROGRAM LISTING




APPENDIX A

An algorithm for inserting the minimum number of -
test points on a SEC graph for 1—distingﬁishability waQ'
implemented using FORTRAN-IV. It was run at the Montana
State Universify Compﬁtation Center using an'xbs Sigma 7
computer. This program can be used for graphs of 30 vef—
tices and 90 edges at.most. By changing dimensipn state4
ments, it can be used for larger graphs. The program is
iﬁitiated by reading the total number of vertices, the
total number ‘of edges, and the connection (represénted as
qrdefed pairs of vertices) of ali edgés. final output

consists of the minimum set of edges (represented as

ordered pairs of vertices) on which test points should be

inserted to obtéin l-distinguishability of a given graph.‘

Subroutine 'INTGRPROG' is used in the program for
solving cYclic matrices (Section 4.5). it uses a'lineaf
integer programming method. ' The program‘listing for.
INTGRPROG is given in reference [33], so it is not listed

in Appendix B alohg with other listings.

Ll AN

| S )
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A summary of notation used for the program is as

fOllOWS'

1.

2.

‘10.

11.
12.

13.

(MATN PROGRAM)

N

M

EDGE

c

. RWC, CLC

R

ALPHA, BETA

S'T-

NV

OMEGLS
NOMEG1S

OMEGTN

Total number of vertices of the
graph.’

Total number of edges of the graph.

Edge matrix, whose rows contain.
ordered pairs (v,v') of the edges

of the graph.

Connectivity matrix.

Row and column subscripts of matrix
C.

Reachability matrix. -

"Row and column subscripts of
matrix R.

Ordered pair of the edge e
which a test point is
assumed.

on
s,t

Vertex—-pair matrix. Its rows con-
tain pairs of vertices whose sepa-
ration by a collection of directed-
cut-sets {S} is under consideration.
Here {S} contains all edges of the
graph.

Total number of pairs of vertlces
in V.

Vector of measurable set ¢ (1xs).
Total humber of vertices in Q(1xg).

Vector of measurable set Q(txn).




14.

15.

le.

17. .

18.

19.

- 20.

- 21.

22.

23.
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NOMEGTN : Total number of vertices in Q(txXn).

DSET. : Directed cut-set matrix. Its rowé
contain ordered pairs (v,v') of the
edges which are in the directed
cut-sets S(es,t) covered by eS,tf

NDSET ' : Total number of edges in DSET.

7 : Final covering matrix, which is
solved as a minimum cover problem.

P o Submatrix of Z.

RZ : Row subscript of Z.

NCLZ : Total number of columns of Z.

1,J,X : Iteration counters.

VDMY ' : Dummy matrix, contains vertex—pairs‘

: that are separated by one of the
directed cut-sets, S(es t) covered
[4

by es,t°

W : Dummy vector contains a row of ‘sub-
matrix P, which corresponds to
es,t’

(SUBROUTINE REACHMAT)

CTEMP ' : Matrix used for storing intermedi-

ate results during matrix multipli-

cations.

VTEMP : Vector used for storing a new cal-
culated row during matrix multi-
plication.

Counts total number of Zeros‘in
matrix CTEMP to check whether ser-
ies converges or not.

COUNT

L), L} L
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Logical variable used to store in-

Sut : termediate result during the cal-
culation of
; N
COL+1 - kzl cc_x,kock’j.
I,J,J1,K . Tteration counters.
ALPHA ¢ Temporary storage.
Ll,L2 :

Dummy logical variable.

(SUBROUTINE PARVERTX)

ALPHA,BETA - ¢ Subscripts of matrix R.

(SUBROUTINE CUT-SET)

IPNTRS, FPNTRS : Initial and final pointers for a
' set of vertices which are in be-

tween the adjacent entries of ‘
OMEG1S. This set of vertices is
not in measurable set Q(1xs).

IPNTRT, FPNTRT : Same as above but true for OMEGTN
and Q(1xs), respectively.

11S,J1S : Subscripts of OMEGLS.

ITN,JTN : Subscripts of OMEGTN.

ALPHA,BETA : Subscripts of matrix C.

(SUBROUTINE ENTZMAT)
FLAG : Flag. FLAG=1, if all entries in
' DSET are entered in W, as '0' or
1'., PFPLAG=0 otherwiSeﬂ

I o '~ : Subscript of DSET.

¢ I8 U S Lol




11.

12.

13.

ITER
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: Iteration counter.

(SUBROUTINE REDUCTION)

TST -

ITST

SZR

K
SN
K1

PTR

" PTC

NRWZ

NRWZ1,NCLZ1

LNK

FR

FC

Vector to store the address of the
edges on which test points should
be placed.

Subscripts of TST.

Vector to store row 1oca£ions that
have zero entries for any column.-

Subscripts of SZR.
Vector to store column locations.
Subscripts of SN.

Pointer for row which -should be ..
deleted. '

Pointer for column which should.be
deleted.

Total number of rows in matrix 'Z°.

Total number of rows and columns,
respectively, in matrix 'Z' at any
instant before column dominance,
row dominance and row essentiality
are applied.

Vector to store address of all rows
of matrix ‘Z'. . :

Flag, FR=1, if row deletion of 2
is required. K

Flag, FC=1, if column deletion of
Z is required.
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1,11,12,I3,14, :
J,J1,32,J3,J4 : Iteration counters.

NCLP ,NRWP

(SUBROUTINE DELET)

I,I1,I3
J,J1

(SUBROUTINE

S

(SUBROUTINE

SP

I,Jd
N1

DUMMY

: Iteration counters.

ASCEND)

: Vector whose entries are required
to be arranged in ascending order.
Subscripts of S.

: Total number of entries in S.

: Temporéry storage.

ASCENDPAR)

¢ Matrix whose rows are required to
be arranged in ascending order.
Let i and j be two rows of SP. Then
i succeeds j if and only if,
SpP(i,1l) > SP(j,1l) and then

SP(i,2) > SP(j,2).

Subscripts of SP.

Total number of rows in SP.

Total number of rows left in SP at
the end of subroutine, after remov-
ing identical rows. S

: Vector whose entries are required

. to be arranged in ascending order.
It contains entries of second col-
umn from IPNTR to FPNTR,




IPNTR,FPNTR

COUNT1

ITER

X, Y¥,X1,Y1
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Initial and final pointers indicat-
ing initial and final locations of
rows that have identical entrles in

flrst column.

Total number of entries in DUMMY.
Iteration counter.
Subscript of DUMMY.

Temporary storage.




APPENDIX B

PROGRAM LISTINGS FOR INSERTING THE
MINIMUM NUMBER OF TEST POINTS
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Figure B.1 A SEC graph used in the sample program.
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Blocking gate . . . ¢« ¢ ¢ s o o ;
Collection of generators {7} . . .
Complement of Q(ixj) . . . . . . . .

‘Connected graph . '« « « « o o ¢ o 4

Connectivity matrix C . o « o o « .

Cut~-set and dirécted cut-set of
a directed graph . . . . . « . . .

Directed cut-sets covered by an edge

Directed cut-set separating i and j
Dirécted edge v . 4 e 4 e v e e o e
Directed (linear) graph . . « .« « .
Directed path and directed circuit .
D-partition' e e e e e e e e e
Entry vertex . i . ¢ ¢ 4 o 4 o e o
Essential vertex and separate graph
Exit vertex . . . « ¢ ¢ 4 o v 4 o .
Fault o 2 v o v 0 2 e e . . e e .
Fault vertex . . C e e e e e e e e
 Final covering matrix Z . . . . . .
k-distinguishability . . . « « « +
Linearly independent sets . . . . .
Link subgraph . . « « « ¢« ¢« o « « &
Matrix Ck e e e e e e e e e e e e s
Matrix P . o o & o o v o o o o . .o
MatrixX Q « v o o o o o o o o o o o .
Maximal connected subgraphs . . ..

Maximal strongly connected (M.S.C.)
subgraph . « + « ¢ ¢ ¢« ¢ ¢« o o . .

Definition
No. Page
2.24 63
3.3 80
2.7 36
1.2 (a) 21 .
4.1 106
2.15 45
2.18 47
2.17 46
2.2 34
2.1 33
2.5 35
2.8 38
1.6 . 24
1.1 21
1.7 24
2.3 34
2.4 34
4.8 129
2.9 . 41
2.23 60
1.5 23
4.3 107
4.7 128
4.6 127
:2;16
1.4

46 -

23
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Measurable set Q(ixj) . . . .
Measurable sets by gate-set E
Measurable set under E . . . .
Minimum set'forﬂ(ixj)E .« o .

l-distinguishable under set E
of edges . . « .« o ¢ & ¢ . .

1- (i,j)-distinguishable . . .
Ordering of two vertices . . .
Proper subgraph . . « .« .« « o
Reachability matrix R . . . .
Ring sum (®) of two sets . . .
SEC graph . « ¢ « « o & « o« &
Set T=1{S} .. .. .. ...
Set V = {(vi,vj)} e e e e
Strongly connected graph . . .
Subgraph of a'graph .« e e o
Symbol &(R,%%) .« « « .« . . .
Symbol G(R(ixj)) oxr G(i,3j) . .
Symbol Q(eixj) e e e e e e
Symbol Q(Gi) e e e e e e e e
Symbol Q(ix3j) e o s+ o s e o
symbols v(e') and v(e™) . . . .
Test point .« « « « « « o « « &
Total graph . . . « « ¢ « « &
2N-tuple S . + o« + « & + « .

Definition
No. | Page
2.6 . « 36
2{26, . . 64
2,19 . . 51
2.27 . . 66
2.20 . . 51
2.28 . . 67
2,21 . . 59
3.2 . . 175
4.2 . . 106
2.22 ., . 60
1.8 . . 27
3.5 . 89
4.4 . 122
1.2(b). . 23
1.3 . 23
2.14 . 45
3.1 . 75
2,12 . . 44
2.13 . . 45
2.25 . . 64
2,11 . . 44
2.10 . . 44
4.5 . .123
3.4 . .« 86
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