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SUMMARY & CONCLUSIONS

The US Army solicited partners through a Broad Agency
Announcement to propose solutions under a Small Business
Technology Transfer contract mechanism for the program
"Metrics and Methods for Verification, Validation, Assurance
and Trust of Machine Learning Models & Data for Safety-
Critical Applications in Armaments Systems."  OptTek
Systems, Inc. and University of Alabama in Huntsville (UAH)
were one of the selected proposals for Phase I. Under this
contract agreement OptTek and UAH set the goal to research &
develop (R&D) fundamental metrics & measures for the
certification & qualification of ML training data sets & models.
Of particular note, the use of a safety score calculated from the
accuracy as well as a dedicated look at data quality have been
demonstrated as reasonable approaches to the proposed topic.
As the Technical Point of Contact for this effort, the US Army
Combat Capabilities Development Command Armaments
Center (DEVCOM AC) authored the topic and provided
guidance on the effort to align with mission objectives. This
paper is an exploration of the research and development
conducted by OptTek and UAH within the framework of how
it may be applied to the assurance of systems to be developed
by the US Army and augment practices in reliability and safety.

1 INTRODUCTION

The design, development, and deployment of armaments
systems requires adherence to the existing processes and
procedure of the Army and Department of Defense (DoD).
Army Regulation (AR) 770-3 [1] details the necessary
requirements and approvals for a system to achieve materiel
release prior to being released to the field. The evaluation
community and the respective specialty engineering domains
provide evidence to demonstrate that systems are safe, suitable,
and supportable under this regulation. For traditional systems
this has proven to be an effective risk management procedure.
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Integration of Artificial Intelligence and Machine Learning
(AI/ML) into future systems may require adjustments and
changes to existing regulations. The possible nondeterministic
nature of AI/ML in development and operation, as well as the
complexity of system models when fielded, make it challenging
to adhere to current processes and procedures. Given the nature
of the work at Combat Capabilities Development Command
Armaments Center (DEVCOM AC) and the dedication to
safety of armaments systems, engineers have been identifying
gaps between current processes and future challenges, and the
potential means to fill them, especially in the framework of a
digital engineering ecosystem. As part of this effort, DEVCOM
AC authored a Small Business Technology Transfer (STTR)
proposal [2] to identify measures and methods to support the
verification, validation, assurance, and trust of AI/ML enabled
functions in safety critical systems. The proposal by OptTek,
in partnership with University of Alabama in Huntsville
(UAH), was one of the solutions chosen. This paper will
explore some of the research conducted and proposed measures
as well as how it may be applied to the existing tools and
processes in the design, development, and release of materiel.

A key concern highlighted by DEVCOM AC stakeholder
engagements [3] was the safety of future armaments systems
where there is nondeterministic development of algorithms
compared with the manual development of software. System
safety for the DoD is dictated by MIL-STD-882E [4], which
defines specific objectives for software to be determined safe to
include assessing the level of rigor of the development.
Analogous to a Capability Maturity Model Integration (CMMI)
construct [5], the level of rigor for safety critical software flows
through the requirements, architecture, design, code, and testing
to ensure that there are controls where necessary and the end
product is fully deterministic. A key aspect identified is the
criticality of data used during development, to ensure that it is
appropriate, sufficient, extensive, and understood.
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The goal of this Phase I STTR project was to establish
fundamental methodologies to verify and validate data sources
and ML models that require high assurance in safety-critical
functions. To address this goal, OptTek and UAH researched
and designed measures, metrics, and methods for performing
verification, validation, and assurance (VV&A) for ML models
and training data. There are several data and ML model types
with potential armament system applications. The Phase I work
focused on the VV&A methodology for a subset of relevant
data model types, with consideration for broader applicability.

2 SAFETY SCORE

One of the measures to come forward from the effort is the
use of a safety score. While first proposed in a paper by Salman
et al. [6] to represent risk in security and safety applications,
this can be leveraged to put a numerical value to assist in
quantifying what the actual risks of a model failure may be. The
safety score builds off of the better known accuracy
measurement but elevates it to assess the impact of effect of the
accuracy, or lack thereof. In the application of a standalone
model there is minimal risk and thus, accuracy may be an
acceptable measure, but in the contextual application of an
armament system models that provide inputs and execute
functions can precipitate considerable risk. The safety score
takes the accuracy and measures it by a weight intended to
represent the cost (loss) of the outcome. The cost weighting can
be viewed in the context of both reliability and safety, with both
having objective standards in defense applications to avoid the
subjectivity that may be associated with subject matter expert
(SME) opinion as the safety score is originally intended.
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Figure 1: Accuracy and Safety Score Calculations

In the equations presented in Figure 1, tp, tn, fp, and fn are
the four possible outcomes in a binary classifier (true positive,
true negative, false positive, and false negative); with recall that
tp +tn+ fp + fn =N, the total number of classified instances. In
the safety score formula, the outcome weights wy,, Wi, Wy, and
wy, are application-specific. A SME estimates the cost (loss) of
each outcome, and each cost is divided by the sum of the four
costs to get the normalized weights.

Regarding system safety, there are clearly defined risk
scoring criteria in MIL-STD-882E that can be associated with
the cost or loss. This risk scoring criteria delineates the
probability and severity scores and associated measures.
Whether the model returns a true positive, false positive, true
negative, or false negative that will in turn impact some
function of the system and execute an action or maneuver or
display information to a user to make a decision. Any of those
outcomes carry hazards, with the false results likely being of
higher severity. Dependent on the system and function the

model is executing or feeding the false positive or the false
negative may carry more weight than the other. Adjustments to
the weights can be correlated to the possible hazards based on
how the system is integrated or deployed, allowing for very
specific analysis of the impacts of model failures on those
hazards. It is imperative that this is understood by the design
team and evaluators as it has significant impact to the system
users and the context of how the system will be deployed.

In the reliability sense, the cost weighting may be viewed
through a different lens. Rather than the risk coming from MIL-
STD-882E, the weight of any failure can be traced back to the
system’s failure definition and scoring criteria (FDSC). The
FDSC defines and categorizes the potential failures a system
might suffer. Traditionally this FDSC is used to score test
incident reports and assess if the incidents observed or recorded
in test are scored as reliability failures. A reliability failure
would be an incident that impacts the ability of the system to
complete its intended functions or mission. In descending
severity, failures can be categorized as system aborts, essential
function failures, or non-essential function failures. As with
system safety, having this knowledge going into the design of
the system and an AI/ML model is critical to understanding
how to best design a model to mitigate the impacts of model
failures on the system reliability. Rather than MIL-STD-882E,
for a reliability vantage the FDSC could be leveraged to
determine the cost weighting. The weights calculated from the
FDSC criteria, with subject matter guidance, would identify
which model accuracy shortcomings drive system reliability.

3 DATA QUALITY

Foroni et al. [7] asserts that existing data quality measures
are focused solely on discrepancies between the dataset being
evaluated (the noisy or dirty dataset) and an assumed dataset
that accurately and completely represents reality (the clean
dataset). Such measures, it is argued, are useful but not
sufficient for a full assessment of dataset quality, which must
consider the effect of data quality on the task for which the
dataset will be used. According to Foroni et al. [7], the effect
that a given deviation from the notional clean dataset may have
depends not just on the numerical value of a data quality
measure but on how the type of deviation affects the
performance of a specific ML algorithm for the intended task.

This concept crosswalks with the need for system safety
and reliability to ensure a full assessment of the operating
conditions and associated stressors on the system (model). The
concept of employment and the operation modes summary and
mission profile can provide a starting point for how and where
the system is expected to be operated, this can then feed into
Failure Modes Effects and Criticality Analyses (FMECA) to
generate potential failure modes for the expected conditions as
well as an exploration of the boundaries of the model [8] to
understand how well the model can perform the intended
task. From the system safety parlance an Operational Design
Domain Analysis (ODDA) also considers the operational
conditions that the system will be deployed into and the
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potential hazards that thus may be precipitated.

Budach et al. [9] reports an extensive empirical study of the
effects of training data quality on ML algorithm performance.
Six quantitative data quality measures were defined and used to
quantify data quality; all were defined mathematically to have
values in the interval [0, 1]. The data quality measures were:

o Consistent representation; degree to which features do not
have multiple semantically equivalent values in the
dataset.

e Completeness; ratio of non-missing feature values to
number of samples in the dataset.

e Feature accuracy; deviation of feature values in the dataset
from their true values.

e Target accuracy; deviation of target feature values in the
dataset from their true values.

Uniqueness; fraction of unique samples in the dataset.

Target class balance; relative proportion of samples of each

target class in the dataset.

By identifying and quantifying these measures on data, it
enables analysis of a data set to reveal the inherent quality.
Minimum required quality values can be defined for a given
system requirement and implementation, and the corresponding
data set quality can now be measured. Those minimum quality
values can be defined based on perceived reliability of external
sensors, data streams, and other sources of information utilized
by the internal system for decisions and operations.

Additionally, manipulation and degradation of the data can
take place to reduce a data set to a specific data quality value.
Methods and procedures were developed as part of this effort to
intentionally degrade the data to a given proposed quality value.
This allows for a controlled simulation of degraded
environmental performance, and therefore measurement of
effectiveness and performance in that reduced situation. The
results of system response to the manipulated data can inform
the reliability and performance of that system in more realistic
conditions — or at a minimum, highlight possible failure modes.

Biessmann et al. [10] is a survey of automated data
validation methods for AI/ML. Methods for validating training
data that will be input to AI/ML algorithms and methods for
validating prediction data that has been output from AI/ML
algorithms are both surveyed. The surveyed methods are placed
in the context of a so-called “data pipeline”, which is asserted
to be a common component of AI/ML systems. Biessmann et
al. [10] identifies several “data validation dimensions” and
provides definitions of them that are conceptual, as opposed to
the mathematical and precise definitions of data quality
measures in Budach et al. [9], but that have some commonality
with the measures in Budach et al. [9]. In Biessmann et al. [10]
the data validation dimensions, and the methods that apply to
them, are grouped into two broad categories: dimensions from
general data management that are applicable to AI/ML models,
and dimensions specific to AI/ML models. The general data
management dimensions include:

e Data correctness

e Data consistency

e Completeness

e  Statistical properties

The AI/ML-specific dimensions include:

e  Predictive performance, e.g., precision

Robustness to corrupted data

Robustness to adversarial data

Privacy, e.g., differential privacy and k-anonymity
Fairness, e.g., does the AI/ML make predictions or
decisions that treat humans fairly

Biessmann et al. [10] echoes the assertion of Foroni et al.
[7] that the quality of data input to an AI/ML model can only
be completely evaluated by considering the performance of the
trained AI/ML model, stating “Data validation in the context of
ML ... has to take into account the current state of the
downstream ML model ...”. Finally, Biessmann et al. [10] is
unusual with respect to the other sources surveyed in that it
includes ethical and legal issues, such as the privacy and
fairness dimensions, with data quality issues.

While privacy concerns are more prevalent with respect to
social, medical, and financial systems, legal and ethical issues
are of considerable interest to DEVCOM AC. Systems to be
fielded by the Army must have undergone legal review for
adherence to Law of Armed Conflict [11] and applicable
treaties. Additionally, per a 2021 memorandum [12] from the
Secretary of Defense, the DoD Ethical Principles will apply to
all DoD Al capabilities, of any scale, for warfighting and
business systems. Specifically with respect to the Equitable
principle, tools, processes, and measures developed to evaluate
the quality of data sets for use in defense applications may help
inform adherence [13].

Data quality not only focuses on the data itself but also on
the management and control of the data. Data Safety Guidance
from Safety Critical Systems Club [14] contains a
comprehensive set of guidelines and best practices for
managing data in the context of safety-critical systems. As the
source notes, “mistakes introduced in data, or the inappropriate
use of data, within safety-related systems have been factors in
a number of documented accidents and incidents”. This source
includes a section (Appendix J) devoted specifically to data
associated with AI/ML systems [14]. The section identifies
several categories of data], briefly mentions some approaches
to data safety for AI/ML applications, and provides references
for additional information.

All of these data quality aspects relate back to the
challenges of assuring safety and reliability in AI/ML
models. MIL-STD-882E requires various levels of rigor to take
place as part of system development and analysis. This rigor
can extend to all aspects of the system, to include data. An
understanding of the impact the quality of the data to the
possible hazards can assist in not only bounding the integration
of the system with other systems but also the impact of the
system when deployed to data-poor environments.
Additionally, knowledge of data dimensions paints the picture
of general data quality, completeness, and applicability.
Identification of shortfalls in a specific dimension, when
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coupled to hazards tied to that dimension based on scoring and
traceability, allow for adjustments to be made in data sources to
mitigate those hazards. Lastly, understanding the control and
management of data ensures high quality data remains within
the development pipeline through to deployment and
employment of the system.

The ability to manipulate the data during training to assess
model performance directly impacts the reliability of the final
system. Sensor and data feed reliability can be adjusted to
mimic potential data reliability issues from external sources,
simulating possible real-world scenarios. Through the Failure
Modes and Effects Analysis (FMEA), these performance
shortfalls can be tied to future failure modes. Additionally, the
FMEA can be expanded to include the dimensions of data as
part of any analysis, to identify those respective failure
modes. Limitations in a specific dimension can be traced to a
future failure mode, and therefore potential overall system
failure after integration. Mitigations to these dimensions can
take place to reduce the risk of that specific failure.

4 MODEL ANALYSIS

Optimization-driven interrogation of trained models can
also be used to assess model robustness and safety. One such
assessment for classifiers is the counterfactual explanation-
based robustness score (CERScore) [15]. The CERScore
quantifies the minimum expected changes to a sample’s
features (model inputs) that result in a different classification
decision from the model, i.e., the distance between a sample in
one class and the nearest counterfactual. This measure can be
used to quantify classifier robustness to incidental or
adversarial perturbations in input data streams. A lower
CERScore indicates that relatively small input perturbances can
change the model’s classification, indicating a less robust
model. OptTek and UAH developed software using OptQuest
metaheuristic optimization engine [16] to efficiently search for
minimum-distance counterfactual examples and compute the
CERScore for models with mixed numeric and categorical
input features and this was demonstrated on a test model for
foliage cover classification in wilderness areas. Additionally,
the counterfactual search and robustness measure was modified
to quantify distance between selected “protected” and “target”
classes that define high-consequence decision boundaries
where model misclassification carries a high level of risk,
present a system safety hazard, or is otherwise undesirable.

Another method for assessing model safety is falsification,
or identification of inputs or input sequences that cause a model
to violate one or more safety conditions [17]. Optimization can
be used to drive efficient falsification searches when safety
criteria are quantifiable and testable through simulation, as is
common with reinforcement learning models. OptTek and
UAH developed software to perform metaheuristic
optimization-driven falsification searches and demonstrated
this process with an open-source neural network model trained
to control the trailing car in a “follow-the-leader” driving
simulation [18]. An assessment was performed to maximize the

probability of an undesired turning maneuver, i.e., cases where
the trailing car is in correct position behind the lead car with a
straight bearing, but the model indicates it should turn. This
search identified multiple falsifying input states where the
model indicated the car should perform the undesirable turn, but
these cases were determined to be outside of the feasible
operating domain of the driving simulation.

Two additional falsification searches identified possible
action sequences (operational trajectories) by the lead car that
resulted in unsafe model behavior. The first assessment
searched for lead car action sequences that minimized the
worst-case distance between lead and trailing cars over a
simulated interval. This identified multiple trajectories where
the model collided with the lead car. The second assessment
searched for lead car action sequences that maximized the
trailing car’s distance from the road centerline. This identified
trajectories that caused the model to leave the road.

Model risks or safety violations identified using these
techniques can be further investigated for both the severity and
likelihood of failure to inform the overall assessment of system
safety. Additionally, robustness and falsification results may be
useful for improving model safety and reliability if used to
refine the model training process and/or restrict model
operation to exclude domains where known failure occurs.

5 CONCLUSION

DEVCOM AC continues to research and develop the
methods and means for ensuring safe, suitable, and supportable
systems regardless of the type of system deployed. While
AI/ML may bring challenges to the current process required
under AR 770-3 [1], it is possible to improve that process
through continued research and understanding of assurance
technologies. The fundamental methodologies proposed by
OptTek and UAH as part of their STTR Phase I research and
development effort provide additional means and methods for
DEVCOM AC to understand the safety and reliability of future
AI/ML models through analysis of data and development.

The ability to quantify and measure an aspect of safety
allows an independent assessor to better understand the inherent
risk of a system for a given use or deployment. The weights
and adjusted score permit subject matter experts in safety and
reliability to give an appropriate amount of concern to certain
model outputs, when considering the broader impacts of those
results. The identified hazards and their trace back to results
inform the appropriate weights needed to meet a specific
threshold of safety. Assessments of reliability — especially
when integrated into a larger system — can be determined when
weighing and scoring critical accuracy aspects of the model that
are interfaced with the broader system.

Tied closely to that is the perceived reliability for the given
data set and performance. Controlled and measurable data
manipulation can quickly identify performance failures during
development and training, allowing for reliability engineers to
effectively assess how that result can impact system
effectiveness. Identification of data set features and dimensions
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can identify new failure modes, allowing for additional
corrective action to mitigate those possible failures.

This should not be considered an exhaustive review as
OptTek and UAH did provide additional methods and measures
as part of their STTR Phase I research. This research was
highlighted to show the correlation to ongoing efforts within
DEVCOM AC along with alignment to existing DoD processes
and procedures. This research, combined with the requirements
of MIL-STD-882E and AR 770-3, will continue to provide the
methods and means to assuring safety and reliability of materiel
released by the Army.
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